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VMware Workstation Setup

Setup Type
Choose the setup type that best suits your needs.

Typical
Typical program features will be installed.

Custom
Choose which program features you want installed and where they will be
installed. Recommended for advanced users.

< Back Next Cancel
Yhdware Workstation Setup
Enter License Key
(optional) You can enter this information later.

License Key: (O00MX-0000-00000000(-0000)
1C0GV-27221 L VZU Y LATK-82ELS |
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Vihware Workstation Setup

vmware
Workstation

Setup Wizard Complete

The setup wizard has successfully completed its operations
related to YMware Workstation. Click Finish to exit the wizard.

vmware work stationJ dali(deaag) dus

L:‘ Netwaork Connections

4 fE‘ + Control Panel » Network and Intemet » Network Connections

v Search Network Connections

Organze v Disablethis network device  Diagnosethis connection ~ Rename this connection  View status of this connection  Change settings of this connection

L" Blugtocth Network Connection L" Bihemet

i | ¥

=y ot connected . Network cable unplugged

X 1 Buetooth Dece (Personal Area.. ¥ &7 ek PCl GBE Family Controllr

Skl et/ o]

L". Ethemet 2 L". Vidware Network Adapter VWinet1 L". Wicf
= Unidentfied network = Unidentfied network =%+ ALMARFADI 2

& W Vit themet Adapter .. & e Viruel Ethenet Adapter . a{m T 11hgn Wireless LAN PCl Expr..
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File gd?t View VM Tabs

P

Help
| © o ¢ | D= s o

{2 Home |

vmware

Workstation 10

Create a New Virtual Machine

Open a Virtual Machine

Connect to a Remote Server
View and manage virtual machines on a
remote server.

i’
[ [

Software Updates
( | Check for software updates to VMware
L Workstation.

Virtualize a Physical Machine
Convert your PC to a virtual machine.

FortiGate-VM64.ovf swly &l1g fortigate vm ol )Liis Ly p gds

B VMware Workstation

Local Disk (C:)
Local Disk (D:)

Local Disk (E:)

Local Disk (F:)

£

i open x
| - v 4 » This PC » Desktop » FORTIGATE VM w | ) Search FORTIGATE WM ¥l
Organize + Mew folder == » [H o
I This PC Mame Date modified Type

;. 3D Objects @ FortiGate-VYMEd hw(d ot 121872019 10:58 PM Open Virtualizat
I Desktop @ FortiGate-VMBL hwl7_vmxnet3.ovf 12/18/2019 10:38 PM Open Virtualizat]
Documents @ FortiGate-VMEd hwl3.ovf 12/18/2019 10:38 PM Open Virtualizat
@ FortiGate-VMEd. hwld.ovf 12/18/2019 10:58 PM Open Virtualizat

; Downloads ) ) )
_ 12189070 1058 Open Virtualizat

J': Music @ Forti i . ;
ortiGate-VMEd ovf 1271872019 10:38 PM Open Virtualizat
[&] Pictures od.vapp.ovt LAY n50 DRA Minze Wieksaljizat]

Videos Type: Open Virtualization Format Package

Size: 26.3 KB

Date modified: 12/18/2019 10:53 PM

File name: | FortiGate-YMEd ovf

o | | All supported files

| Open

(Sl | g/ oo |
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Import Virtual Machine X
Remot

ge virtui

Store the new Virtual Machine

E Provide a name and local storage path for the new
virtual machine.

Name for the new virtual machine:

'ForﬁGahe-VM64 FORTIGATE-MARFADI] _ Bsical

i ine: 2 _toavi
C:\Users\IT\Documents\Virtual Machines\FortiGat Btowse. =
- el I [
/. 1)

FortiGate-VM64 FORTIGATE-MARFADI s vin eu! —ass

e i) Sy pgds o v ddeud i (I8 dumig

License Agreemnent for FortiGate-VME4 FORTIGATE-MARFADI >

To import “FortiGate-VM&4 FORTIGATE-MARFADI" you must read and accept the following license agreement(s):

End User License Agreement for FortiGate Virtual Appliance S

MOTICE TO ALL USERS: PLEASE READ THE TERMS AND COMDITIOMS OF THE
LICENSE AGREEMENT CAREFULLY. FORTIMET, INC. IS WILLING TO LICENSE THIS
SOFTWARE TO YOU OMLY OM THE COMDITION THAT YOU ACCEPT ALL OF THE TERMS
OF THIS LICEMSE AGREEMENT, BY CLICKIMG THE ACCEFT BUTTOM OR INSTALLING
THE SOFTWARE, YOU (ETTHER AM INDIVIDUAL OF. A SIMGLE EMTITY) AGREE THAT
THIS AGREEMENMT IS5 ENFORCEABLE LIKE ANY WRITTEN COMTRACT SIGMED BY YOL,
IF YO DO NOT AGREE, CLICK OM THE BUTTOM THAT INDICATES THAT YQU DO MOT
ACCEPT THETERMS OF THIS LICEMSE AGREEMENT AMD DO MOT INSTALL THE
SOFTWARE. IF YOU PURCHASED THE SOFTWARE ON TANGIBELE MEDIA (e.g., CDO)
WITHOUT THE OPPORTUNITY TO REVIEW THIS LICEMSE AND YOU DO NOT ACCEPT
THIS LICEMSE AGREEMEMT, YOU MAY OBTAIM A REFUND OF THE AMOUNT YOU
ORIGINALLY PAID IF YOU: (&) DO MOT USE THE SOFTWARE AND (B) RETURN IT,
WITH PROOF OF PAYMENT, WITHIN THIRTY (30) DAYS OF THE PURCHASE DATE TO
THE LOCATION FROM WHICH IT WAS OBTAIMED.

This End User License Agreement (EULA) is an agreement between you and
Fortinet, Inc. ("Fortinet”), which governs your use of this software
product. A software license and alicense key or "unlod: code”™
("Software License”), issued to a designated user only by Fortinet or

its authorized agents, is required for each computer on which the
Software is loaded.

Definitons: (&) Software”™ means (a) all means (g) all of the
contents of the files, disk(s), CO-ROM(s) ar other media (including
electronic media) with which this Agreement is provided or such W

Dedine I Accept l
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File Edit View VM Tabs Help

b VO I DN

Home } £ FortiGate-VM64 FORTIGA... }

[ FortiGate-VM64 FORTIGATE-MARFADI

[ Power onthis virtual machine A
£l Editvirtual machine settings
£ Ungrade this virtual machine

v Devices
1 emory 168
[ Processors 1

i Hard Disk (SCSI) 2 GB

i Hard Disk 2 (SCS) 30 GB

S Network Adapter Bridged (Aut...
S Network Adapte... Bridged (Aut...
@NetworkAdapteu. Bridged (Aut...
@NetworkAdapteu. Bridged (Aut...
@NetworkAdapteu. Bridged (Aut...
@Network.i\dapte”. Bridged (Aut..
@Network.i\dapte”. Bridged (Aut..
@Network!-\dapte”. Bridged (Aut..

BNetwork Adepte.. Bidged (At w Virtyal Machine Details
5 Network Adapte... Bridged (Aut... State: Powered off

FanBmeabinn e CAeaed T Pa v b Uikl BachineA Ladifiabe ULIEA CADTIAZATE RAADEANN Carkifabe URAEA CADTICATE KAADCAR 2 oeus

Bridge g43 aS5& 9,8 8 sues.. 3yLllg L 12101 Ly e 3 ygualls Jasdls

vm fortigate] dalill dpen gl ASGad) & 9,S iy pgds

File Edit View VM Tabs Helo

- 3 Virtual Machine Settings %
CRAREER
Hardware Options
Home (] FortiGate-
‘ i Device status
Device Summary
: i Connected
[i= FortiGate-VM #958 Memory 1GB onnected
[ Processors 1 Connect at power on

P> Power on this virtual m
(¥ Edit virtual machine set]

(= Hard Disk (SCST) 2GB

Network connection

LC, Upgrade this virtual ma Custom (VMnet1) (O Bridged: Connected directly to the physical network

YOrK Adapter o utomauc, Replicate physical network connection state
ElNetwork Adapter 3  Bridged (Automatic)
v Devices = Network Adapter 4 Bridged (Automatic) (O NAT: Used to share the host's IP address
#5% Memory 1GBl ElNetwork Adapter 5 Bridged (Automatic) (O Host-only: A private network shared with the host
- : A % 2 3 3 2
[ Processors 1 F&Network Adapter 6 Bridged (Automatic) Custom: Spedific virtual network

Network Adapter 7 Bridged (Automatic)
Network Adapter 8  Bridged (Automatic)
F&Network Adapter 9 Bridged (Automatic) OLAN segment:

VMnet1 (Host-only)

(= Hard Disk (SCSI) 2 GB|
(= Hard Disk 2 (SCSI) 30G

Network Adapter Cust] ElNetwork Adapter 10 Bridged (Automatic)
Network Adapte... Brid Bpisplay Auto detect

Network Adapte... Brid LAN Segments... | | Advanced...
¥E Network Adapte... Brid
& Network Adapte... Brid
¥E Network Adapte... Brid
& Network Adapte... Brid
& Network Adapte... Brid
& Network Adapte... Brid
& Network Adapte... Brid

Vmnet1(host only)S'lan1 a8 idl &) baps @3 el 894alls LS
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D
File Edit View VM Taps Helo
" Virtual Machine Settings
P - ()
Hardware Options
Home [ FortiGate-

Device

g FortiGate-VM #58 Memory

[ Processors

P> Power on this virtual m {—AHard Disk (5CSI)
{5 Edit virtual machine sef]
(3% Upgrade this virtual ma

= Network Adapter 3

v Devices TEINetwork Adapter 4
# Memory 1GB FENetwork Adapter 5
[l Processors 1 Network Adapter 6

g : Network Adapter 7
i Hard Disk (SCSI) 2 GB Network Adapter 8

= Hard Disk 2 (SCSI) 30 G| Network Adapter 9
T;é_! Network Adapter Cust] E'Nem'ork Adapter 10
H8 Network Adapte... Brid pisplay

& Network Adapte... Brid
¥ Network Adapte... Brid,
Network Adapte... Brid
¥E Network Adapte... Brid
5 Network Adapte... Brid
Network Adapte... Brid
& Netwark Adante... Rrid

Summary
1GB

2GB

Bridged (Automatic)
Bridged (Automatic)
Bridged (Automatic)
Bridged (Automatic)
Bridged (Automatic)
Bridged (Automatic)
Bridged (Automatic)
Bridged (Automatic)
Bridged (Automatic)
Auto detect

Device status

ted

Connect at power on

york connection
(® Bridged: Connected directly to the physical network
[JRreplicate physical network connection state

(O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
O Custom: Specific virtual network

VMnet0 (Auto-bridging)

(O LAN segment:

LAN Segments... | Advanced...

el 8 ygually LeS dilaluce) Jacs iws WAN Il o 0i oy B ging M1y lan2 4 il &yS Ll

Bridge connected directory to the physical network

Sl A1 5,8 s oy 35 B &8(p3541) sl | Jguasdl e 358 S 53 el
- PO ©§..192.168.1.60 @g}(b WANJ Al @,S alalue | Jazes P gl C g t\\.ﬁ|
radldl ol ghsedl LS VMWARE] @U’J‘ L.S“Aj'” aSid! @yS alslue ! Jagiay podd

) FortiGate-VM2020 - VMware Workstation

File View VM Tabs Help

= ] X

(G Edit virtual machine settings
(% Upgrade this virtual machine

¥ Devices
#% Memory 1GB
[ Processors 1

(= Hard Disk (SCSI) 2GB

=\ Hard Disk 2 (SCSI) 30GB

¥ Network Adapter Custom (VMnet1)
8 Network Adapte... Bridged (Autom...
Network Adapte... Bridged (Autom...
¥ Network Adapte... Bridged (Autom...
5 Network Adapte... Bridged (Autom...
Network Adapte... Bridged (Autom...
Network Adapte... Bridged (Autom...
Network Adapte... Bridged (Autom...
F&E Netwnrk Adante  Rridned (Aitam

(S | et/ |

B - Cut Ctrl+X
Copy Ctrl+C
H Paste CtrlsV L Windows 8 (2)
) |§ Virtual Network Editor... l
Preferences... Ctrl+P

469 (< 10 Aaiall
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{a] Home X ‘ 1 FortiGate-yMg4 _mal @ Virtual Network Editor

[ :
t‘_] FortiGate-VM2020 Name Type External Connection Host Connection ~ DHCP Subnet Address

B> Power on this virtual machine

G Edit virtual machin

£ Upgrade this virtual machine

¥ Devices
i Memory
I Processors
=3 Hard Disk (SCSI)
=4 Hard Disk 2 (SCSI)
F& Network Adapter
F& Network Adapte...
@Network Adapte...
& Network Adapte...
H& Network Adapte...
F& Network Adapte...
H& Network Adapte...
F& Network Adapte...
¥ Network Adapte...
@Network Adapte...

[ Display

- MNAnmcindinm

(B FortiGate-vM2020 -\

Connected
e settings

1GB

1

2GB | Add Network... | |Remove Network |
30GB VMnet Information

Custom (VMn| (O Bridged (connect VMs directly to the external network)

Bridged (Auto Bridged to: | Automatic ~ | | Automatic Settings...
Bridged (Auto

Bridged (Auto (O NAT (shared host's IP address with VMs) NAT Settings,..
Bridged (Auto (®) Host-only (connect VMs internally in a private network)

Bridged (Auto Connect a host virtual adapter to this network

Bridged (Auto Hoct vick danter oo UM ore Mool Adocter YMnet]

Bridged (Auto DHCP Settings...
Bridged (Auto

sidged o] [Bret e 15218 2 . 0 | et [ 55255 255 0
Auto detect
Restore Default | @ Cancel || apply || Hep |

.subnet 192.168.2.0 ¢ Vnet1(host only) agll 44l &)S Lilas

VMware Workstation

File Edit View VM Tabs Help

¥ Devices
# Memory
[ Processors
=i Hard Disk (SCSI)
L\ Hard Disk 2 (SCSI)
¥ Network Adapter
¥ Network Adapte...
@Network Adapte...
¥ Network Adapte...
@ Network Adapte...
H& Network Adapte...
FE Network Adapte...
F& Network Adapte...

|- T P N S

Sub l | it/ k|

(3 Upgrade this virtual machine

Pl DO DM G |O
| Home ’; | ForﬁGate-VMG‘}_n; @ Virtual Network Editor X
[ |
‘f.’l‘ -
[_r]_] FO[’tIGate -VMZOZO Name Type External Connection Host Connection  DHCP Subnet Address
Auto-bridging
P> Power on this virtual machine VMnet1 lost-only oneced - 8§5.168.2.0
[51? Edit virtual machine settings VMnet8 NAT NAT Connected Enabled 192,168.232.0

1GB

1

2GB Add Network... | |Remave Network |
30GB oPPTEC Thtormation )
Custom (VMn| § (@) Bridged (connect VMs directly to the external network)

Bridged (Autol Bridged to: | ATt v ] | Automatic Settings... |
Bridged (Auto e = — —
Bridged (Auto (O NAT (shared host's IP address with VMs) NAT Settings.,.
Bridged (Auto (O Host-only (connect VMs internally in a private network)

Bridged (Auto Connect a host virtual adapter to this network

Bridged (Auto ual adapter e Metwork adapter YMnet0

Bridged (Auto|

Use local DHCP service to distribute IP address to VMs DHCP Settings...

[ P PR 5 O

bridge £95 (e 4wl vmnet0 o, o L;a,ﬁg
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:(Client) et Mo/ jI0d (el i) il 3 i)/ | ka0

oy o g5 oy Eus AL B H94ally LeS CdMSIl a3 J Al &S Slalue | Jags comy
VM FortiGate asld! lan1 asiedd| @y ST anlidl i g

=
File Edit View VM Tabs Help
< D
» - (O] Q| O =
Home (] FortiGate-vMe4 | Virtual Machine Settings X
- . Hardware Options
L Windows 8 (2) ]
Device status
Device Summary
P> Power on this virtual maching Connected
3y ~ e #% Memory 1GB
G Edit virtual machine settings Gl processore 1 Connect at power on
&= Hard Disk (SCST) 60 GB
: [ ) Network connection
Sl S (O Bridged d directly to the ph | k
() Bridged: Connected directly to the physical networ
% Memory 1GB = Sk ¥ Py
—p : \&zd USB Controller Present Alne
[ Processors ) sound Card Auto detect
i Hard Disk (SCSI) 60 GB 1 Printer Present NAT: Used to share the host's IP address
CD/DVD (SATA)  Using file @‘JD\splav Auto detect Host-only: A private network shared with the host

& Network Adapter Custom (U \®) Custom: Spedific virtual network

&3 USB Controller  Present VMnet1 (Host-only) v

@) Sound Card Auto dete AN segment:

= Printer Present

I3 Display Auto dete

LAN Segments... | Advanced...
v Description

VM fortiGatel!| Juadds agds

= Home [}l FortiGate-VM64 FORTIGA...

~" File Edit View VM Tabs Help -

Loading flatkc... ok
Loading /rootfs.gz...ok

Decompressing Linux... Parsing ELF...
Booting the kernel.

e el gy

kil it/ k| 469 (< 12 Aaiall
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Loading flatke... ok
Loading /rootfs. gz

Decompressing Linux... Parsing ELF... done
Booting the kermel.

System is starting...

Formvatting shared data partition ...
Starting system maintenance...
Scanning sdev/sdal... (100

Scanning sdev/sda2... (188%)
Interface mapping (E1868)

Serial number is FGUMEUJ2LHXRZFBE7

Disk usage changed, please wait for reboot. ..

Formatting the disk...
- unmounting sdata? : ok
Partitioning and formatting -devssdb label LOGUSEDXE49788DB ...

Loading flatke... ok
Loading srootfs.gz. ..ok

Decompressing Linux... Parsing ELF... dome.
Booting the kermel.

System is starting...
Interface mapping (E1868)
Serial number is FGUMEUJZLHXRZFB?

rtiGate-UMB4 login: _

(blank)g,Ls ga oo 1A8¥1 3 y9wldly admin ausiud] gl JWsak 03

kil it/ k| 469 (< 13 il
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Loading flatke... ok
Loading /rootfs. gz

Decompressing Linux... Parsing ELF... done
Booting the kermel.

System is starting...
Interface mapping (E1088)
Serial number is FGUMEUJ2LHXRZFB?

FortiGate-UMG4 login: =ATTENTION=: Admin sessions removed because license regist
ration status changed to 'INUALID®

FortiGate-UMG4 login: admin
Password: _

Loading flatke... ok
Loading srootfs.gz. ..ok

Decompressing Linux... Parsing ELF... dome.
Booting the kermel.

System is starting...
Interface mapping (E1868)
Serial number is FGUMEUJZLHXRZFB?

FortiGate-UMB4 login: =ATTENTION=: AdmMin sessions removed because license regist
ration status changed to 'INUALID’

FortiGate-UMB4 login: admin

Passuord :

You are forced to change your password, please input a new password.
New Password:

FortiGate-UMG4 login: admin

Passuord:

You are forced to change your password, please input a mew password
New Passuord :ssesss

Confirm Password:seses_

o (blank)&,I1Ls e Yoy Mis admin ) ool A8Y1 5 59w lell puiS o3

JS ¥ Aedzll wgd| e lan1 a8 id) &S e vm FortiGate J! ! Jgo gl LiSas ¥ (¥ Eoe

Mol 92 5 15(dMSIN) 8.1 S9uing] (wasdlsleaedl (e (o oz (F35all J) Jguo gl e 14
..vm fortigateJ lan1 A il &,S an s gud | (udi e o ge

s g | pe SIS Lozt o gl | (s Juo g0 e (5980 sl lan 1l asadt &y
.. Host only d< 439 VMnet1

kil it/ k| 469 (+ 14 Aaiall
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c8Lal palg¥l LeS ellsg VML aylidlg port 1) aSiid! o)S sty p9ds Bgeo (¥ 1
192.168.2.20 ou¥L port 1 48l &)S pzmis Loliedl o lgll 44liS wie i
Config system interface
Edit port1
Setip 192.168.2.20 255.255.255.0
594all L€ (Vm FortiGate e laad)lased! dlluy pdas 4l

"Can't change dynamic ip"

You are forced to change your passuword, please input a new passuword.
New Password:

FortiGate-UME4 login: admMin

Passuord:

You are forced to change your passuword, please input a new password.
New PassWord:sssxx

Confirm Passuord:sssss

Uelcome ?

FortiGate-UMB4 # cls
Unknown action B

FortiGate-UMB4 # clear
Unknoum action B

FortiGate-UMB4 # config system interface
FortiGate-UMB4 (interface) # edit portl

FortiGate-UMB4 (portl) # set ip 182.168.1.2@8 255.255.255.8
Can’t change dynamic IP

FortiGate-UMB4 (portl) # “~

FortiGate-UME4 (portl) # _

LeS static JI <,SI1 Jomiy pgds g |0 DHCP uSlagigl Sl § 59w Al <) o el

Config system interface
Edit port1
Set mode static

Setip 192.168.2.20 255.255.255.0

kil it/ k| 469 (< 15 il
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Set allowaccess https http ping ssh telnet
g,m FLA RPN o culi oS I slidgsg port1 o, SU @.ﬂ NURESF) FPV-JLAES

.. telnet g ssh g ping g http g https 34, (e 4dl Jguo 9dls Lo 192.168.2.20

set snMp-index 3
next
edit "port4™
set vdom “root™
set type physical
set snmp-index 4
next
edit "ports5™

FortiGate-UMG4 (interface) # end

FortiGate-UMG4 # config system interface

FortiGate-UM64 (interface) # edit portl

FortiGate-UMG4 (portl) # set mode static

FortiGate-UMG64 (portl) # =et ip 192.168.2.28 255.255.255.8

FortiGate-UMG4 (portl) # set allowaccess https http pin ssh telnet

FortiGate-UMG4 (portl) # end
end

FortiGate-UMG4

e lan1 il o) ¥ ey (Host) deuds cagis¥ ) ora JINININTLLEG 2 il ddes
e 2908l (o lidl ASLAd) &S an da |y il g Jgo g0 s ‘éi Vnet1(host only)

& vm fortigate J lan1 a8 a1 &,89 192.168.1.121 g8 gD i pulod| ASCE ) o yS i
..192.192.168.2.20

w2l Jidgud! e Jhoge ASad) 0yS Jazmig vm win 8.1 =iy pgdivw |

. vm fortigateJ lan1 a8 ) &yS an Juo g0 0555 I Vnet1(host only)

kil it/ k| 469 (< 16 Aaiall



st (] 10 ittt

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IF address:

IP address: | 192.188 . 2

Subnet mask: | 255 .255.3255.

Default gateway: | 192 . 168 . 2

Obtain DMNS server address automatically
(@) Use the following DMS server addresses:

Preferred DMS server:

Alternate DMS server:

[]validate settings upon exit

win ) S 5l e (0 pivaie Alal5:(192.168.2.20) sl (M5 (ha Fr9all midin o3
(8.1

1an1:192.168.2.20 :alas>Ma

LS 192.168.2.20 (¥ pe 8.1 ST 3L oo g cugdl pe Jogall JI gl pgdin
v 8031 8 ygually
I e

Q|| D |_152.168.2.20/loginredir=32Fngsi2F__§ (©

Username

& s ezl ol il ) Lol Lia
wjall ple 2Bl sl da)c

Skl it/ k| 469 (» 17 aiall
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: VMumll (14) pleid) st reset Juub dut s

550 g5 Sl Ay 20 8 501 4555 b J8 1Y (p 90 14 » fortigate vm J 4oy 201 5 50

D AU ol ghsdl LS VM Reset jos o5 lisY 7 5200 e LS ez 59 o b
(Y Ly pigr) Slalae¥) o ol S s 351 -1

8Ll §,9:ll LS ¥l ulisy v reset  Jos-2

"= FortiGate VM64 FW-MARFADI

® Dashboard v CLIConsole [ IR ) x
Status
Connected
Top Usage LAN/DMZ
Security : operat i m to factory default!

System Events

X Security Fabric >
u FortiView >
b Network »
¥ System »
K Policy & Objects >
¥ Security Profiles >
4 VPN >
b User & Device >
i Log & Report >
¥ Monitor >
W FortiGate-VME4 _marfadi 2 - ViWMware Workstation — O =

File Edit WView WM Tabs Help
- (=] (&5 S O = = g (i |

Home Lp FortiGate-vM64 _marfadi2 Lp Windows 8 (2)
s=et wvdom "root”
set ip 192.168.35.184 255.255.255.8
set type physical
s=et alias "HANZ™
set snMp—index 3

FortiGate-vM2020

H-MARFADI # config system interface
H-HMARFADI (interface) # edit port2
H-MARFADI (port2) # set allowaccess https http ping

H-MARFADI (port2) #
H-MARFADI (portZ) # end

H-MARFADI # Tirmeout

H-MARFADI login:
is resetting to factory default...

he svustem is going down NOH *%

lease stand by while rebooting the sustem.

(Reset) ruall wiholsel solainl Jos LI o3y

kil it/ k| 469 (+ 18 Aaiall



ol (o 1 i et bl
ol FortiGate-VIME4 _marfadi 2 - ViMware Workstation

File Edit View WM Tabs Help
M = R & | O = E T | |3

Home L) FortiGate-VM64 _marfadi 2

Loading “rootfs.gz...ok

Decompressing Linux... Parsing ELF... done.
Booting the kermel.

System is starting. ..
Interface mapping (E1888)
Serial number is FGUMEUSGHLP1EOQES

FortiGate-UMG64 login: admMin
Passuword:

You are forced to change your password, please input a new password.
New PasswWord e
Confirm PassHord :ssxssx_

Windows 8 (2) (1] FortiGate-vM2020

O o0 Yoy i3y sl a4 05 LeS 5 31 0 po A1 g 45 lolas! bud LTy 9y gl o0 ol b

kil it/ k| 469 (< 19 il
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il pod ol Okid) 61 gually ksl (sulied) ki (License) wiesid] Gl 19l dliist <
.. G2l bl &) e ] ol

FortiGate VM Licenae

© Evasuation Bcense has expired. Upkoad 8 new icense

Expiredon  1969/12/31

Upioad Uicense Flle

Select She © Upiosd

[ o R

ey pgr 14 Q.J cdacly cdaidlg.... ‘5):-1 80 Lasluelg VMII Jujiis ceodd

: ot it et § VIVl il )ik Xl i) il Jfora i

=
« c e

.- :
o FortiGate VM&4

% Daahboard v

Top Usage LANDMZ

Security

System Events
¥k Security Fabek ’
= FortiView »
o Network >
© System »
B\ Policy & Objects >
@ Security Profiles >
2 veN »
& User & Device »
M Log & Report >
B Monizor >

Sub l | it/ k|

OF 181

marfadi
FGVMEVSGHLP1ECES
v6.2.3 buld 1066 (GA)
NAY

2020/01/21 12:36:44
00:00:02:53

Unkntmm

© Not Supported

© FortiCare Support

© Firmwace & Genersl Updates
QWS

© AntiVine

© Web Filtering

.
.
>

469 (1« 20 4aiall

i MDY =

| © System .

l‘, Configur ation l-

8 Change Password
@ Logout
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"= FortiGate VM64
s

B Daahboard v
T

Top Usage LANDMZ

Security

System Events
X Security Fabric »
= FortiView ]
e Netwock >
© System >
B Policy & Objects >
@ Security Profiles »
(=R »
& User & Device >
M Log & Report »
B Monor >

System Informatios
Hertrane macfadi

o Number  FGVMEVSGHLMECES

v6.2.3 bula 1066 (GA)
Mox NAY
System T 2020/01/21 12:3446
00:00:02:53

VAN IF Unknown

FortiGate Cloud

© Not Supported

v6.2.3 bulld 1064 IGA)
© FortiCace Support

© System ’

© Firmware & General Updates

O ws 8 Change Pasyword
© AntiVines | @ Logout
© Web Fittering
5 0/0
B=  Security Fabric 1=
&2

i Dashbosrd -

Seatu

Top Usage LAN/TDME

Secuity

System Everas
3 Security Fabwic 3
e, FontVies »
ok Mot *
& Syitem ¥
B iPodicy & Otjects: »
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Jio 2N e do il | Slavsd! arazmy Dleglas (Ao ggixs: Internet service database  -¢
 J292) mll DNS

w9 ae Lol imin! o e (hae g dyus (Sew : Schedule -0

¥ § (eae 3L limit bandwidth s max bandwidth sty ¢l mowd : Traffic shaper -1
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="= FortiGate VM&4 marfadi-vm
.

B WAN (port?)

WAN

[® Physical Interface

G

]
-]

0

kbps Upstream

kbps Downstream

DHCP

| 192.168.1.60/255.255.255.0

B

>

@ Dashboard > "~ Edit Interface
& Security Fabric >
Name
b FortiView >
Alias
+ Network ~
Type
Role @
DNS
Estimated bandwidth @ | 0
Packet Capture
SD-WAN
SD-WAN Rules Address
Performance SLA Addressing mode
Static Routes IP/Netmask
Policy Routes Secondary IP address
RIP
OSPE Administrative access
BGP |Pv4

[ TE Sy

HTTPS
O FMG-Access

HTTP
(JssH

PING
[J sSNMP

Network>Interfaces>port2>Edit>alias(Write WAN)>Role=WAN>

Addressing mode :manual or DHCP

255.255.255.0/192.168.1.60 4, iss p ol <S¢ manual Ee>

w33 9y00 ope 939l iy d5 L dgw 518 DHCP s | olg

&199 HTTP g HTTPS s &yl (o AST WANJ! daid | 31 Jguo o) ddssls wyoizes (o Salll (oo
.PINGJI| e &yt I Jj.,aj.lb ch.wJ‘ bais o Q’)}M‘ Y t,..suﬁj

Joad Ol (Host) gvase bl ogi¥ (o (SCas I3 dy

-
@ Dashboard
NX Security Fabric

e FortiView

4 Network
Interfaces
DNS
Packet Capture
SD-WAN
SD-WAN Rules
Performance SLA
Static Routes
Policy Routes
RIP
OSPF
BGP
Multicast

¥ System

75 FortiGate VM64 FW-MARFADI

2E FortiGate VM64

> 1]
2 II Editl W Delete Search

Name

Type Members

IP/Netmask

WANLJI <98 ‘é\.ﬂ}nj Ping 192.168.1.60

Q Group By Type

Administrative Access DHCP Clients DHCP Ranges Ref.

[=] ® Physical Interface

portl Physical Interface 192.168.1.20/255.255.255.0
™ port10 M Physical Interface 0.0.0.0/0.0.0.0
[ vort2 ® Physical Interface 0.0.0.0/0000 )
port3 Physical Interface 0.0.0.0/0.000
port4 Physical Interface 0.0.0.0/0.00.0
> port5 Physical Interface 0.0.0.0/0.00.0

Sub l | it/ k|

PING 0

HTTPS

SSH

HTTP

TELNET
0
0
0
0
0
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@ Dashboard » "™ Edit Interface
¥% Security Fabric > _
& FortiVi Name ™ port2
ortiView >
2 Network Alias LwanN B |
etwor w
Type ™ Physical Interface
Interfaces
Role @ WAN -
DNS = —
Estimated bandwidth €@ (8] kbps Upstream
Packet Capture
| 0 | kbps Downstream
SD-WAN
SD-WAN Rules Address
Performance SLA Addressing mode Manual gsleiel
Static Routes Retrieve default gateway from server @O
Policy Routes Distance | 5
RIP Owerride internal DNS [ &
QSPF
BEGP Administrative access
Multicast IPv4 O HTTPS PING [ FMG-Access
& System N [JssH (J SNMP OFT™M
. Security Fabric
B Policy & Ohiactc s () RADIUS Accounting U Cannection @
I FortiView > " (R =
246810
b Network v
Interfaces i # Edit || B Delete ‘ Search ‘ Q ‘ ® GroupBy T
DNS
Name Type Members 1P/Netmask Administrative Access DHCP Clients DHCP Ranges Ref,
Packet Capture
T [2] B Physical Interface
SD-WAN Rules portl B Physical Interface 192.168.1.20/255.255.2550  PING 0
HTTPS
Performance SLA SsH
Static Routes HrTP
TELMET
Policy Routes
o port10 B Physical Interface 0.0.00/0.000 0
0sPF port3 B Physical Interface 00000000 0
BGP 1 ports B Physical Interface 0.0.0.0/0.0.00 0
Multicast port5 B Physical Interface 0.0.00/0000 0
2 System N porté B Physical Interface 00000000 0
B Policy & Objects > port7 [ Physical Interface 0.0.0.0/0.0.00 0
& Security Profiles H port§ B Physical Interface 0.0.0.0/0.000 0
QVPN > port9 B Physical Interface 0.0.0.0/0.000 0
& User & Device > | W WAN (port?) ™ Physical Interface 192.168.1.105/255.255.2550  PING I 0
il Loz & Report »

e 79 pingJ! (b salls 9o LS5 192.168.1.105 gl e Jha> WAN Jaidl ol Lasdls

static gul lan2=wan ;S Jazi g oy
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sLal 8 y94alls LS 192.168.1.6

+ Network v
# Edit | 1@ Delete Search Q
DNS . o
Name Type Members IP/Netmask Administrative Access D
Packet Capture
SSH
SD-WAN TP
SD-WAN Rules TELNET
R dlA ™ port10 ™ Physical Interface 0.0.0.0/0.0.0.0
. ™ port3 ™ Physical Interface 0.0.0.0/0.0.0.0
Policy Routes ™ port4 [® Physical Interface 0.0.0.0/0.0.0.0
RIP ™ portd ™ Physical Interface 0.0.0.0/0.0.00
OSPF ™ portd M Physical Interface 0.0.0.0/0.0.0.0
BGP ™ port7 ™ Physical Interface 0.0.0.0/0.0.00
Multicast ™ port8 ™ Physical Interface 0.0.0.0/0.0.0.0
£ System > #_port9 [® Physical Interface 0.0.0.0/0.0.0.0
B Policy & Objects 5 i WAN (port2) [ Physical Interface 192.168.1.60/255.255.255.0  PING
HTTPS
Security Profiles >
& ty HTTP

l3g(Host) g (i (o cugdl e o iogall Silsluel I J5us of I3 sy cliSlas S
resources | U@ clld U8 0555 ey i BY) mivaio § 192.168.1.60 ga9 wan (qul LSS
o odaidly Gedaidly Joadl wie g
e CIIST Sl e e Fogdll lslael JI g udl £1s lia i Eo>

>apply

FortiGate VMé64 FW-MARFADI

. dllf ghadl

Al ol glaselly oS con Sisgall shet DNSI isluel lags
Network >DNS>Specify>:8.8.8.8 8.8.4.4

Use FortiGuard Servers -

@ Dashboard > ™ DNSSettings
& Security Fabric >
DNS Servers
& FortiView >
Primary DNS Server 8.8.88
|+ Network v
Secondary DNS Server 8.8.4.4]
Interfaces
" Local Domain Name
DNS w
Packet Capt
acket-apture DNS over TLS @
SD-WAN
SD-WAN Rules Dynamically Obtained DNS Servers
Perf: SLA
ertormance Interface DNS Server
Static Routes 22114.160.45
Policy Routes B WANGot2) 5511426046

RIP
OSPF
BGP

Multicast

Sub l | it/ k|

[+)

Enable Enforce

469 o 42 iniall

DNS Servers

208.91.112.53

208.91.112.52 ELEELIS

Acquired DNS Servers

82.114.160.45 XL

§2.114.160.46 LIS

DNS Filter Servers

111.108:191.92 [Ty

45.75.200.89 L=t =

@

= Setupguides

& DNSlocal domainlist ('
& Using FortiGate as a DNS server [
& FortiGuard DDNS &

Documentation
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Network>static route>create New>
Destination:subnet 0.0.0.0/0.0.0.0 48 s éi dl z oyt ke éi
Gateway:192.168.1.1 pagdl !
Interface :port2(WAN)
OK
oY1 i o3 GUIpe CLI I Jo5 s g o3

Execute ping 8.8.8.8

O i gl 3Lt 7 e el ¥l ol asdid

@ Dashboard > ™ NewStatic Route

¥& Security Fabric >
Dynamic Gateway €@ >

e FortiView >
Destination € I Internet Service
++ Network ~
0.0.0.0/0.0.0.0

Interfaces
Gateway Address @ Dynamic 192.168.1.1
DNS
Interface ® WAN (port2) -]

Administrative Distance @ | 10

Packet Capture

SD-WAN

Comments Write a comment s
SD-WAN Rules Status YRRl © Disabled
Performance SLA

Static Routes T 0 Advanced Options

Policy Routes —
OK I Cancel
RIP

OSPF
BGP

Multicast

75 FortiGate VM64 FW-MARFADI

@ Dashboard > CLI Console

¥& Security Fabric »
Destination Gateway IP Interface
I FortiView >

I+ Network v )
0.0.0.0/0 192.168.1.1 WAN (port2) & = c ttl=46 t

=1 ttl=46 T
DNS & o : i ttl=46 ©

Interfaces

Packet Capture
SD-WAN
SD-WAN Rules
Performance SLA
Policy Routes
RIP

OSPF

BGP

Multicast
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108 8gkasell § L e (&I configuration J sslaiuwl Jes o (g Loeudd| Colis salels pgdiw
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J4a3 ol JI &9 5.6 J1 5.0 e Mie upgrade path iy gl 48 AL 0945 O iy Js 04l
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: Upgrade firmware pladl/ dsiisi §s
Ay Alnswl gy 0 ydilee i AN fpe vl el ity pgds o ‘éi fortiGuardJ! dawlgs -\
S (098
il § 0S JI ddeud 0555 ¢ L”51) local device ddawlgs  -Y
AWl Sl glaselly pgds o
System >upload firmware >select file>choose the file of 0S>Backup config and upgrade >

oo iy Juaddd) solel iuw o
I Jgadly cldg daulaw cdipy lalae¥l ol oo cliSs 4801 dulas 7= (e Sl o

Main>firmware >
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.. Upgrade mlf Gifglad i (gub downgrade s/ desdeet <3

amm ) A y
= _= FortiGate VM64 FW-MARFADI

@ Dashboard »  Firmware Management
SA Security Fabric >
Currentversion FortiOS v6.2.3 build 1066 (GA)
s FortiView >
b Network ’ Upload Firmware

£ System
s -
Administrators

Admin Profiles FortiGuard Firmware
All available

Settings

HA

A Nofirmware available from FortiGuard
SNMP

Replacement Messages
FortiGuard
Feature Visibility
Certificates

B Policy & Objects

@& Security Profiles

O VPN

& User & Device

Il Log & Report

€ Monitor

v ow v v v v

. Administration types &profiles

Nike Jomy o Jygall (e login oy Bgw 15591 suzs M5 (e :Admin profiles
o 13Ley (Smig 1 13La L gdiag

prof admin g super admin Lea 4ol A8Y1 oL g ]
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FortiGate VM64 Fw

@@ Dashboard »  Edit Admin Profile
84 Security Fabric 3
Mame super_admin
I Fortiview ¥
Comments /255
+ Metwork »
|ﬂ System ¥ | Access Permissions
Administrators
Admin Profiles Access Control Permissions  Set All~
(FRILIETS Security Fabric @ Mone | ® Read
Settings
Mone | @
o FortiView @ MNone
SMMP

User & Device @ Mone | @

Replacement Messages

: MNone | @ Custom
FortiGuard Firewall @ Mone | 4 £ Custom
Feature Visibility Log & Report @ Mons | @ % Custom
Certificates

. . Network @ Mone | ® % Custom

B Policy & Objects > stwar " =

& Security Profiles > System @ Mons | @ % Custom

0 vPN >

. i None | @ Custom

& User & Device N Security Profile @ Mon & Custom

4 Log & Report > | ven @ Mone | ® Read

& Monitor >

WANOpt & Cache | @ Mone | @® Read

WIFi & Switch @ Mone | @

Ll 3B e super_admin £.58 (e odei Jakb gl Gl Badls

@& Dashboard » | Edit Admin Profile
¥ Security Fabric >
MName prof_admin
s FortiView b
Comments 255
&+ Network >
% System ~

Access Permissions
Administrators

Admin Profiles 4

Firmware

Access Control Permissions | Set All»

Security Fabric @ Mone | @ Read EgCELRNNY
Settings
HA FortiView @ None | ® Read
SHMP User & Device @ None | ® Read QIR

Replacement Messages

FortiGuard Firewall @ None | ® Read [P gEEERRUGIEY &F Custom
Feature Visibility Log & Report @ Mone | @ Read JEAUTELRWETEY £F Custom
Certificates
B Policy & Objects , | | Metwork @ Mone | @ Read [PgETERRIHER &% Custom
8 security Profiles | system @ none | @ read [N @ Custom
2 vPH »
& User & Device N Security Profile @ Mone | @ Read EACELRWTEY £# Custom
4 Log & Report > lwen @ MNone | @ Read [EgitEnRIVS
& ronitor >

WAN Opt & Cache | | @ MNone | ® Read
WiFi & Switch @ MNone | @ Read [ gEERRUIES

v Jaaaild 15 prof_admin Jslé g a0l oL oMel 8 yg4all oo Jasds

otherJ create gldelete Jic cun i)9a]l <ligSe JS Je full access 41 : Super admin
. firmware J1 deudd (75 o) 4B y3 Liaaylg salaiwly of b Je29 administrator
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239l Bl ol (G geSeud! (0 £ 948 35| ol ‘57 Jladmin e Jiomie dyis 390 eLddl Jundy
-super_admin gg5 351539 ¢LaS| w2y admin

72 FortiGate VM64. FW-MARFADI o I @ 02 (@ admin-
& Dashboard ’ # Edit | © Delete Search Q
Sk Security Fabric >
n Profile Name Comments Ref.
s FortiView >
+ Network , | prof_ admin 0
I" e . | super_admin 2

Administrators
Firmware
Settings
HA
SNMP
Replacement Messages
FortiGuard
Feature Visibility
Certificates

B Policy & Objects

& Security Profiles

O VPN

& User & Device

Il Log & Report

€ Monitor

-5 FortiGate VM64 FW-MARFADI

@ Dashboard ’ # Edit || T Delete Search Q

% Security Fabric >

Profile Name Comments ot
. FortiView s
£ System . super_admin :

Administrators

Admin Profiles

SNMP

Replacement Messages
FortiGuard

Feature Visibility
Certificates

B Policy & Objects >

e dlyand o Say i Lo gl B> o Say ¥ il oMLl 5 ygunlls Lasdls LS
: CLI e/l sk 316l shaitl) &liisdd ~ +
#config system admin
#edit marfadi
#set password 123
#set accprofile prof_admin or super_admin

#end
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n 80% e ®

.............. S ) LAY ’ admin

CLI Cansole
@ Dashboard 3 Edit Admin Profile -

%% Security Fabric >
MName prof_admin
s Fortiview >
o network > -
|ﬂ System -

Administrators

Permissions Set All~-

Admin Profiles 4
(RO 275 Security Fabric @ MNone
Settings

e @
HA @ Hone
SHNMP -

Replacement Messages

FortiGuard
Feature Visibility @ ® 4 Custom
Certificates
: ; @
B Policy & Objects >
& Security Profiles * System @ Mone | ® Read ¥ Custom
M vmn .

ey super_admin g| prof_admin g4 Lo gy ¢ Ladly 123 5 594lig marfadi pels 39 £Ldd) o3

o dayi Lo

e Sil3)e¥ ] Lo o

rarfadi

| ...I |

ma

FW-MARFADI FortiCare Support

Top Usage LAN/DMZ Not Supported
Security FGYMEVSGHLP1EOES Firmware & General Updates
System Events ¥6.2.3 build1066 (GA) Ps
[ security Fabric > HAT Antivirs 1002 MiB/2 GiB
j FortiView > 2020/01/2208:13:01
Web Filtering
[+ Network > 00:00:45:24
< o/o
& System » VAN IP Unknown
2 rolicy s Objects >
& Security Profiles * [ security Fabric P Administ: rs i
o ven >
@ TP © FortiExplorer
& User & Device >
marfadi
it Log & Report >
[€& nonitor > N
FW:MARFADI (Fabric Root) Security Rating is unavailable when VM license is
inevaluation mode or when HTTPS is unavailable.
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I CLI daw/gel 3 s6ui wlisdd] <%
#config system admin
#delete marfadi

End

B FortiGate VM64 FW-MARFADI a- > 1 08 oz (@ adwin-

Status b4 _

Top Usage LAN/DMZ

Security

System Events
Security Fabric
FortiView

Metwork

System

Folicy & Objects
Security Profiles
VRN HTTP FortiExplorer
User & Device

Log & Report

v v v v v v v v

Monitor

|
.. marfadi 3¢l Bl o) 32 4 admin el sMe 5 ygualls LS
e Jadad Jos Sy iSd super admin s gag ool A81 JSdy eeldd| o - Prof_admin
&1 99 network g log&report g firewall Jis poliall
Jild g il B cliSas Y Linylg moliall custom sl write gl read g none Lloai ,Sas Eoe

. prof_admin aud|

v 339 L) AdS e Sy ¥ prof_adminl dus
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15 FortiGate VM64 FW-MARFADI

@ Dashboard > 8 Delete | | [Search Q

$k Security Fabric

>

I FortiVi Profile Name Comments Ref
ortiView ’

+ Network 14 o

£ System . | super_admin ,

Administrators

Admin Profiles

Firmware
Settings

HA

SNMP

Replacement Messages
FortiGuard

Feature Visibility

Certificates

B Palicy & Ohiects >
amm —
= _= FortiGate VM64 FW-MARFADI

@ Dashboard > # Edit | 8 Delete | [ Search Q

%% Security Fabric >
Name Trusted Hosts Profile Type Two-factor Authentication
I FortiView >
& Network s & System Administrator €
£ System v Local © Disabled

Administrators

Admin Profiles

Firmware

Settings

HA

SNMP

Replacement Messages
FortiGuard

Feature Visibility

Certificates

super_admin profile g5 (0 admin eud| 594! Ol oMel 8 ygually Lasdls

S igedl 3 (o G poliadl (0 badms de gama pamasly agds sl custom profile (Ladl 44 b
Ll b 0 (el A1) syl a0

Yasser Ossimi gwly J1ld 9y o331 g Jin

System >admin profile>create New>
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@ Dashboard

¥% Security Fabric
s FortiView

+ Network

& System

Administrators

Admin Profiles

Firmware
Settings
HaA
SHMP
Replacement Messages
FortiGuard
Feature Visibility
Certificates
B Policy & Objects
& Security Profiles
0 vPnH
& User & Device
il Log & Report

& Monitor

Mew Admin Profile
Mame Yasser Ossimi
Comments /255

Access Permissions

Access Control

Security Fabric

Permissions | Set All =

RN @ Read | # Read/Write

Fortiview RN @ Read | & Read/Write

User & Device @ Mone @ Read

Firewall @ Mone @ Read EEAEEGHNOIM #F Custom
Log & Report @ Mone @ Read WAGEAVLICE ¥ Custom
Metwork @ Morne ERECE # Read/Write | #F Custom
System @ Mone @ Read WA AV0-E % Custom

Security Profile

VPN

WARM Opt & Cache

@ Mone @ Read WAV L-E % Custom

@ Morne B NTENE # Read/\Write

@ tene | @ s

WiFi & Switch RN @ Read | # Read/Write

. OK @

Yasser ossimi ga 4y (ol Lo gl £45 (950 Bgwy Yasser puwbly s 390 £Lddls pgdi Aguw (Y

System>administrators>Create New>administrator>

Sub l | it/ k|
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=" FortiGate VM64 FW-MARFADI

New Administrator

@ Dashboard

SX Security Fabric > i
= FortiToken Cloud
- o Username *
FartiVi > :
ortiView Type I — £ FortiToken Cloud Dashboard (£
4 Network >

Match auser on a remote server group

@ Documentation

i System

Match all users in a remote server group

i i i .
Use public key infrastructure (PK1) group & OnlineHelp 7
W Video Tutorials (21

Administrators

Admin Profiles Password @
Firmware Confirm Password @
Settings Comments comment... 25
m Administrator Profile | Yasser Ossimi h
Email Address Q,Search + Create
SNMP -
admin_no_access Admin Profiles Yasser Ossimi
Repl, £ I .
SRS O sMs prof_admin References 0
FortiGuard super_admin
Feature Visibility O Tworfactor Authend ooy admin rezdonly # Edit
5 . . er Ossimi
Certificates (O Restrict login to tru
B Policy & Objects > ) ) o
(P Restrict admin to guest account provisioning only
B Security Profiles >
0 vpn >
& User & Device > Bk Cancel

& Dashboard > || # CreateNew~ | | # Edit | ® Delete | |Search Q

% Security Fabric >
Name Trusted Hosts Profile Type Two-factor Authentication
I FortiView >
System Administrator @
Ntk , e —
& admin super_admin Local © Disabled

1} System

Administrators Local © Disabled

Admin Profiles

Firmware
Settings
HA
SNMP

Replzcement Messages

FortiGuard

Feature Visibility

Certificates
B Policy & Objects >
@ Security Profiles >

Yasser Ossimi pwbs Lyl dyaasei o5 gl Jsld g all aals Yasser puwls 5 390 ¢ Ldidl o3 by Lasds
¢ FortiGuard R  **

c Y Gaylo e ddl Jguogdl oy 2SI § douts g
J 292>91! &I Application control . Web filter.IPs.antispam.Antivirus ;o JS Sodeei o

.. Fortiguard jc co> gb}éJle@-

iy ssde Slaza sl Layly cua Josall 5k JI aliziss update Jos oy dyuar (w9 pld 61
. 1dSay L wus update i

Fortiguard as( license ) &fildw 0955 o) cumm |
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SD-WAN=WAN Link Load Balancing

a ™ isp1
#
Ryt pp— L) I YRR
isp3
R

... Jadd us>|g logical interface JI physical interfaces (o AS| Jsg2es
Network>SD-WAN>status:enable>create New>interfaces:
(load balance) Lizmas 51yl | A8 &) &9, wgumiy 09 o3

deadylg3 sd=i 05 WAN2 gWAN ASid) 2 g,S e g il bgks 2 Luud oL o Aa
e iuce ) co G Ej}.ﬁ

Ll 8 ygualls LaS wan2Jl o ) S slue ) Jagiay podd Yol

:E FortiGate VM64 marfadi-vm

# Network ¥~ EditInterface

Interfaces T
e Name ﬁ port3 ]
Packet Capture Alias e

Type [® Physical Interface
SD-WAN

Role € WAN -
SD-WAN Rules

Estimated bandwidth € | 0 kbps Upstream
Performance SLA

0 kbps Downstream

Static Routes
Policy Routes Address

RIP Addressing mode DHCP
OSPF IP/Netmask 192.168.35.60/255.255.255.0{
BGP Secondary IP address (B
Multicast
& System Administrative access
B Policy & Objects IPv4 O HTTPS (J PING () FMG-Access
[ ssH ) SNMP O FT™M
& Security Profiles . .
(J RADIUS Accounting (0 €Uty Fabric

Sub l | it/ k|
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& "= FortiGate VM64 marfadi-vm

& Dashboard >
N& Securlty Fabric >
8 FortiView >
4 Network v

Interfaces

DNS

Packet Capture

SD-WAN w

SD-WAN Rules

Performance SLA

Static Routes

Policy Routes
RIP

OSPF

BGP
Multicast

& Sustem v

Cancel

SD-WAN New SD-WAN Member
Name SD-WAl |nterface |E| WAN (port2) v|
Type SDWA Gateway | 192.166.1.1 |
Status @ Ef Cost lo |
Status (+NDELN © Disable
SD-WAN Interf;
+ Create N
Interfaces

="= FortiGate VM64 marfadi-vm
@ Dashboard > o
& Security Fabric >
i FortiView >
|0{~ Network v
Interfaces
DNS
Packet Capture
SD-WAN w
SD-WAN Rules
Performance SLA
Static Routes

Policy Routes

SD-WAN New SD-WAN Member
Name SO-WAl Interface | B WAN2 (port3)
Type SOWA Gateway |192.16835.1
Status | @ Ef Cost [o
Status (+NDELEN © Disable

SD-WAN Interf

+ Create N

Interfaces
M. WAN (p

Cancel

~ | SD-WAN

MName SD-WAN
Type SD-WAN Interface

Status ECrRSELEN © Disable

SD-WAN Interface Members

’
# Edit W Delete

RIP
=-= FortiGate VM64 marfadi-vm
@& Dashboard >
NA Security Fabric >
| FortiView >
|0§° Network v

Interfaces

DNS

Packet Capture

SD-WAN w

SD-WAN Rules

Performance SLA

Static Routes

Policy Routes

RIP

OSPF

BGP

Multicast
£ System >
B Policy & Objects >

Sub l | it/ k|

Interfaces Gateway Cost
™ WAN (port2) 192.168.1.1 0
¥ WAN2 (port3) 192.168.35.1 0

e,

S5D-WAN Usage

Bandwidth  Volume
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wor 850 B y94ally LiS SD-WAN s logical interface ¢Lid! o3 ily Jasdli o3

P - Iy
| Fortiview , ‘ ]| i 4 o 8 ‘
2 4 6 8 10
+ Network v
+ CreateNew~ | ¢ Edit @ Delete | Search ‘ Q ‘ ™ GroupBy Ty
DNS
‘ Name # ‘ Type = ‘ Members = IP/Netmask ~ | Administrative Access ~ DHCP Clients = D
Packet Capture
SD-WAN ™ port10 ™ Physical Interface 0.0.0.0/0.00.0
SD-WAN Rules ™ port4 [® Physical Interface 0.0.0.0/0.00.0
Performance SLA ™ port5 [® Physical Interface 0.0.0.0/0.0.0.0
Static Routes ™ porté [® Physical Interface 0.0.0.0/0.0.0.0
Policy Routes ® port7 [® Physical Interface 0.0.0.0/0.0.0.0
RIP # ports [ Physical Interface 0.0.0.0/0.00.0
OSPF B port9 [ Physical Interface 0.0.0.0/0.000
ek [E] & SD-WAN Interface @ | 2 Memberis)
Rulicas = @ SD-WAN @ SD-WAN Interface Bl WAN (port2)  0.0.0.0/0.00.0
£ System > H ™ WAN2 (port3)
& Policy & Objects > [ Physical Interface 192.168.1.60/255.255.2550  PING
& Security Profiles > HTTPS
HTTP
M /DN N - ~m —~
i FortiView > ‘ 111 BEEEE ‘
246810
4+ Network v
# Edit|| 8 Delete | | [ Search a) = Group By Tyi
Name % | Type = Members = IP/Netmask = ‘ Administrative Access + DHCP Clients = DHCP Ranges =
Packet Capture = port1u =¥ Physical Intertace LAV L RVAVAY)
SD-WAN ® ports i Physical Interface 0.00.0/0.000
SD-WAN Rules # porté B Physical Interface 00.00/0.000
RespmanceSUL B port? B Physical Interface
Static Routes
™ port8 B Physical Interface
Policy Routes
™ port9 ™ Physical Interface
RIP
WAN2 (port3) | B Physical Interface PING
@ HTTPS
BGP HTTP
Multicast [ & SD-WAN Interface @ | 2 Member(s)
£ System > @ SD-WAN @ SD-WAN Interface ™ WAN (port2)  0.0.0.0/0.000
® Policy & Objects 5 B WAN2 (port4)
@ Security Profiles > * B WAN(port2) M Physical Interface 192.168.1.60/255.255.255.0  PING
oveN > s
HTTP
& User & Device > FMG-Access
il Log & Report > e B WAN2 (port4) B Physical Interface 192.168.35.1/255.255.255.0 T
= 1009 vx 1 lndntad 1729000 |
@ Dashboard >~ SD-WAN
N4 Security Fabric >
Name SD-WAN
I FortiView >
Type SD-WAN Interface
|'§- Network ~ =
Status I O En © Disable
Interfaces
B rSD*WAN Interface Members h
Packet Capture
SD-WAN Rules Interfaces | Gateway | Cost
Performance SLA ® WAN (port2) 192.168.1.60 2
Static Routes B WAN2 (portd) 192.168.35.1 .
Policy Routes F
RIP
. v,
OSPF SD-WAN Usage
BGP
CELGIUMOY Volume | Sessions
Multicast
& System N Upstream Downstream
B Policy & Objects N ] port2: 5.7 kbps M| port2: 6.8 kbps
porta © porta ©
& Security Profiles >
O VPN >
& User & Device >
| Log & Report >
Lo
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wand| & 9,S2 FE{PN o sdwand| dgols Jeaas

&"= FortiGate VM64 marfadi-vm

==
@ Dashboard > A PacketLoss Jitter
% Security Fabric >
& FortiView >
I*{- Network v
Interfaces No data
DNS
Packet Capture
SD-WAN
SD-WAN Rules
— # Edit | W Delete | | Search Q
Static Routes Name Detect Server Packet Loss Latency Jitter Failure Threshold Recovery Threshold
Policy Routes Default AWS http:/faws.amazon.com/ 5 10
RIP Default_FortiGuard http:/ffortiguard.com/ 5 10
OSPF Default_Gmail gmail.com 5 10
L2 Default_Google Search  http://www.google.com/ 5 10
Multicast Default_Office 365 httpi//www.office.com/ 5 10
& System >
slal 8.8.88 WAN (port2):@1.00% WAN (port2:@119.48ms  WAN (port2):$28.45ms 5 5
B Policy & Objects > 8.8, WANZ (port4): @& WANZ (port4): & WANZ (port4): @
& Security Profiles >

SLA1 Y monitoring profile ¢La3| adMs o0 o - Performance SLA
ping 8.8.4.4 5ping8.8.8.8 ey a3l by cux i 9all JsdT agun Dis

wan’ lasll M5 ¢ Ja ping J| ddony pgdiw ol (ro o=y 2945 Participants )Ll e S
S Gayb (e ol wan2 pe ol e

wan1 je pingJ! ddea 3351 8 guw Mo

SLA1 p..wb sl 8 ygualls LS SLA (Lidls pods - PO
wan1 kil e 8.8.4.4 9 8.8.8.8 ( ping) sam=dll ciiug

45l cayas S g1- 455 Le 500 JS8.8.4.4 5 8.8.8.8 JI (ping) pamall Jluyl deles pitus o
-echo request Jlu;| Jons o8
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@ Dashboard > * NewPerformance SLA
e , .
: :::’:V:abrlc : Name Select Entries
I"I‘ Network 5 Protocal | Ping [EAE Q Search
Server 8.8.8.8 x WAN (port2)
Interfaces = WAN2 (port4)
DNS
Packet Capture Participants ’w .
ShAR Enable probe packets o
SD-WAN Rules
Performance SLA b= SLA Targets
Static Routes © Add Target
Policy Routes
RIP Link Status
QSPF Check interval 500 ms 1
BGP Failures before inactive @ | 5 2
Multicast Restore link after @ 5 check(s) @ 3
£+ System >
B Policy & Objects 5 Actions when Inactive
@ Security Profiles 5 Update staticroute @ @
S VPN ’ Close
& User & Device >
i | oe & Renort B o] Cancel

yas S - asli e 500 S 8.8.4.4 98.8.8.8 I (ping) pamall Jluyl deles gl dues -
-echo request Jlu;| Joay 08 46l

(echo reply) 5, 1 pdius oJ98.8.8.8,8.8.4.4 Il echo request 5 JLuyl g3 glé -¥

load J! 4elos § J5uu oI wan L6 Al s 28 down Ul> JwanT Lzl ob aels

ols 45l 500 JS 84 ia decho request Jlu,l i b dasdle 2 balance(SDWAN)

~down Lozl of e Il Jluyd! didae (pe a8g0y

Jaxld &l 5 suatechoreply Juas> oJ oy ‘ém wanl=down lasll zyol ol day -¥
wan1=upl|

@ Dashboard > ~| Packet Loss Jitter
$ Security Fabric > 1ms I portz
& FortiView > | |100ms —
4 Network v Joms
Interfaces
DNS 50ms
Packet Capture 25ms
SD-WAN e
SD-WAN Rules 17:51 17:52 17:53 17:54 17:55 17:56 17:57 17:58 17:59 18:00
Performance SLA 7 # Edit & Delete Search Q
Static Routes Name Detect Server Packet Loss Latency Jitter Failure Threshold Recovery Threshold
Policy Routes Default_AWS http://aws.amazon.com/ 5 10
RIP Default_FortiGuard http://ffortiguard.com/ 5 10
@ Default_Gmail gmail.com 5 10
Lep Default_Google Search  http:/fwww.google.com/ 5 10
(DS Default_Office_365 http:/fwww.office.com/ 5 10
& System >
Slal 8888 WAN (port2):©000%  WAN (port2):@93.86ms ~ WAN (port2:@5.11ms 5 5 ]
B Policy & Objects > E 838.
& Security Profiles >
0O VPN >

sal2 Lilé 5 | ne wan2 Lkl monitoring profile ¢Lid|
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& Dashboard > ™ Mew Performance SLA
¥ Security Fabric » |
MNarne sla2
& FortiView > L_]
Protocol [ Pinz |EEINE
b Network v p—
Server 4422 | %
Interfaces
1.1.1.1 | %
DNS
- 5
Packet Capture Participants ™ WAN2 (port4) x
HDARTN Enable probe packets ©
SD-WAN Rules
SLA Targets
Static Routes © Add Target
Policy Routes
RIP Link Status
OSPF Check interval 800 ms

BGP Failures before inactive @
Multicast Restore link after €@ check(s)

£ System >

B Policy & Objects N Actions when Inactive

& Security Profiles N Update static route @ @
O VPN »

sla2 g sla1d ping JI ddes Jazs o) Min pd pud | s (amed Sy ¥: dlasdla

- PR 3130 8.8.4.498.8.8.8 qul udi e

I8 FortiView >
I'{' Network v
Interfaces No data
DNS
Packet Capture
SD-WAN
SD-WAN Rules
— # Edit | | & Delete | | [ Search [a]
Static Routes Name Detect Server Packet Loss Latency Jitter Failure Threshold Recovery Threshold
Policy Routes Default AWS http:/faws.amazon.com/ 5 10
RIP Default_FortiGuard http://fortiguard.com/ 5 10
OsPF Default_Gmail gmail.com 5 10
Lies Default_Google Search  httpi//www.google.com/ 5 10
Multicast Default_Office_365 httpi/wwwoffice.com/ 5 10
£ System >
Fla1 8.8.8.8 WAN (port2):00.00%  WAN (port2):@91.39ms  WAN [port2):03.67ms 5 5
B Policy & Objects > 8844
& Security Profiles > Nsiaz 4422 WANZ (port4): @ WAN2 (port4): @ WANZ (port4): @ 5 4
N > 1111
E & User & Device >
il Log & Report >

sLisl 8 g4alls LeS (v |81 Ui LS5 oI Euemmy SD-Wan rules pe Ledgdas pitw sd-wan I dles

iGate VM64 marfadi-vm

5 =
@ Dashboard ’ # Edit | B Delete | | [ Search [a]

3k Security Fabric >

D Name Source Destination Criteria Members

I8 FortiView >
I-[- Network ~

sd-wan Source IP

Interfaces

DNS

Packet Capture

SD-WAN

Performance SLA
Static Routes
Policy Routes
RIP

QSPF

BGP

Multicast
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FortiGate VMé4 m:

@ Dashboard >
N4 Security Fabric

Edit Implicit Rule

LaadEaIanc\‘ngAlgDrithm Sessions | Spillover = Source-DestinationIP | Volume
Iiw FortiView >

Interfaces

DNS

Packet Capture

SD-WAN

SD-WAN Rules

Performance SLA

Static Routes
Policy Routes
RIP

OSPF

BGP

Multicast

: Sessions JI laass <liSes Mie

@ Dashboard > ~  Edit Implicit Rule

% - .
% Security Fabric 4 Load Balancing Algorithm  Source P Spillover  Source-Destination IP | Volume
e FortiView >

I & Network o Interface Weight

Interfaces B WAN(port2) | |1

DNS

Packet Capture B WAN2 (portd) | | 1

SD-WAN N
porta

Performance SLA

Static Routes 0%

Policy Routes

RIP

OSPF

BGP

Multicast “ Cancel
£ System >
B Policy & Objects >
@ Security Profiles >

WAN2ZS %40 s WAN1J %60 Mie dsull pudi 5iSay s

FortiGate VM64

@ Dashboard > ~  EditimplicitRule
e Socurt )
& Security Fabric Load Balancing Algorithm | Source IP Spillover | Source-Destination IP | Volume
s FortiView >

I,.[_ Network . Interface Weight

Interfaces B WAN (port2)
DNS

L ) &
Packet Capture B ANz ports)

SD-WAN

SD-WAN Rules

Performance SLA 40%

M port2
portd

Static Routes
Policy Routes
RIP

OsPF

BGP

Multicast W Cancel
78 %60 dudy Leas s9% a9dy Do Sz S )9all Gl (Sessions) dud 1000 Ly oIS od Ml
. WAN2Z e %40 s WANT

*hkkkkkkkkkkkkkkkhkkkkkkkkkkkkkhhkkhkkkkkkkkkkkkhkkkkkkkkkkkkkkk
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: Source-Destination IP ol | 3541 ¢ gill L

i pe d 5| @iy interfaced| uas e (ninli 193455 destination ipJlg sourceip Ji ¢J

interfaced|

s>l interface pe dolsl @iy 4ld calizes destination e !y source JI gJ L

From 192.168.1.20 to 8.8.8.8 >>>WAN1
From 192.168.1.40 to 8.8.8.8 >>>WAN2
From 192.168.1.50 to 8.8.8.8 >>>WAN1

From 192.168.1.60

From 192.168.1.20

t0 8.8.8.8 >>>WAN2

to4.2.2.2 >>>WAN2

1 i

3k 3k 3k 3k 3k 3k sk ok 3k 3k sk sk ok 3k 3k 3k sk ok ok 3k 3k ok ok 3k 3k sk ok 3k 5k 3k 3k ok ok 3k %k sk ok 5k 3k 3k 3k sk ok ok %k 3k ok ok 5k %k %k ok ok k k

&7 FortiGate VMé4 marfadi-vm

:Volume &JLI @.J‘

@ Dashboard

X Security Fabric

I FortiView
I-i- Network
Interfaces

DNS

> * | Edit Implicit Rule

Load Balancing Algorithm | Source IP | Sessions = Spillover  Source-Destination \P

b3

Interface Weight

Packet Capture

SD-WAN
SD-WAN Rules

) port2
port4

Performance SLA
Static Routes

Policy Routes

RIP
OSPF
BGP

bytes| 4eS e uaiad &l iyl (o podl da

Multicast

4idl %30 g WANT e (955 g Liza %70 oL ciyly 1000 S oy packets Lyt cslS 1513
WAN2I e 98w
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Gedad @iy g 2lidl 3 éi old ool A8l LaliSyig SD-WAN Rule éi eLddly odi of 1918
- 8Lis ) 03 Lo ey criteriad] Gedas piws sLaT 5 yg4alls LeS duyn| 8% rule I

£72 FortiGate VM64  marfadi-vm

& Dashboard

>
& Security Fabric >
i FortiView >

I-{- Network

D

B Implicit @

sd-wan

Search \ Q |

Source Destination Criteria Members

Bal Hall Source IP O any

Interfaces
DNS

Packet Capture
SD-WAN

SD-WAN Rules

Performance SLA
Static Routes
Policy Routes
RIP

OSPF

BGP

Multicast

X3

i LS dadad SD-WAN Rule shesf &l pla <2

: WANTJI pe alla; ICMP trafficJl Jax v/

&

- o=l wan1Jl ae adlas Laosy| ping deles 1 éi

@ Dashboard
Sk Security Fabric

Interfaces

DNS

Packet Capture
SD-WAN

SD-WAN Rules

Performance SLA
Static Routes
Policy Routes.
RIP
OSPF
BGP
Multicast
£ System
B Policy & Objects
& Security Profiles

L VPN

Sub l | it/ k|

ID

- |+ Create New I # Edit | @ Delete ‘ Search ‘ Q ‘

Source Destination Criteria Members

>
>

|8 FortiView >

&+ Network M ] Implicit @

sd-wan

Bal Ban Sessions O any
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¥¥ Security Fabric >
) Name [ICMP TRAFFIC |

e FortiView >
+ Network v P—

Interfaces

Source address x

DNS

Packet Capture User group | *

SD-WAN

SD-WAN Rules Destination

Performance SLA Address Bal »®

+

Static Routes
Protocol number TCP  UDP  ANY l¢
Policy Routes

Type of service Bit Mask

RIP

OSPE Internet Service @

bGP Application @

Multicast

QOutgoing Interfaces
L& System >
i . Strategy

B Policy & Objects > Best Quality
& Security Profiles > Lowest Cost (SLA)
0O VPN 3 Maximize Bandwidth (SLA)
& User & Device 5 Interface preference l WAN (port2) - '
il Log & Report N Status [+ HHELEE © Disable

- | o | Cancel
protocol ald;l e Jog> § Zemd| 2liSay Sy 1 32 ICMPJ protocol number: dasdle

.numbers

‘ admin|

& Dashboard i~ # Edit | ® Delete ‘ Search ‘ Q ‘

$& Security Fabric >
D Name Source Destination Criteria Members
s FortiView >
|*I~ Network M C Pv: @
Interfaces i ICMP_TRAFFIC WAN (port2)
DNS ] Implicit @
Packet Capture sd-wan Hal 2al Sessions O any

Static Routes

Policy Routes

RIP

OSPF

BGP

e h iC X
.
:wan 2 md) yhf ttps traffic X
* 3
@& Dashboard > ™ Priority Rule
& Security Fabric > Name ﬁTPS_TrafﬁcJ
It FortiView >
S

+ Network v ouree

Interfaces Source address all x®

*
DNS
User group +

Packet Capture

SD-WAN Destination

SD-WAN Rules Address

Performance SLA

Static Routes Protocol number UDP | ANY | Spedify &

Policy Routes Port range

RIP Internet Service @

OSPF Application @

BGP

Multicast Outgoing Interfaces
£+ System > Strategy

Best Qualit
& Policy & Objects > est Quality
Lowest Cost (SLA)

& Security Profiles > Maximize Bandwidth (SLA)
O VPN > Interface preference WAN2 (port4) -
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&% Dashboard > ™
N4 Security Fabric >
I FortiView >
IG-E- Network v
Interfaces
DNS
Packet Capture
SD-WAN

SD-WAN Rules

Performance SLA
Static Routes

Policy Routes

RIP

OSPF

BGP

Multicast
& System >
B Policy & Objects >
& Security Profiles >
O VPN >
& User & Device >

: wan 1 mdl a6 adlad http traffic mdl Jaa

Friority Hule

Mame l HTTP_Traffic 1 |

Source

Source address E all l x
+

User group

Destination

Address all x
+

Protocol number UDP | ANY | Specify 6
Portrange |- | 80 i | |

Internet Service €@

Application €@

Qutgoing Interfaces

Stratesy Caruat
Best Quality

Lowest Cost (SLA)

Maaimi idth (SL Al
Interface preference WAN (port2)

Chakiar A Nicahla

@ Dashboard > # Edit | B Delete Search |0~ ‘

¥4 Security Fabric >
I FortiView > o
+ Netwark v
Interfaces
DNS
Packet Capture
SD-WAN &2 Implicit @

SD-WAN Rules

Performance SLA
Static Routes
Policy Routes
RIP

OSPF

BGP

Multicast

Sub l | it/ k|

Name Source Destination Criteria Members

ICMP_TRAFFIC WAN (port2)
HTTPS Traffic WANZ (port4)

HTTP_Traffic WAN (port2)

sd-wan Bal Bal Sessions 0O any

469 (< 63 daiall

/
0’0



o (ool bt

iy Tl Juaid) badll yandy 09dd Gasd INTERNET uaibi SLA sl <>

' MX Security Fabric »
“ MName INTERNE
s Fortiview > e
Protocol Ping [ZIRIY
Network v
I'I-‘ Server 5.8.6.8
| Interfaces o
DNS -
Participants ¥ WAN (port2) E
Packet Capture ® WANZ (port4) x
SD-WAN =
SD-WAM Rules Enable probe packets @O
Performance SLA 4
SLA Targets
Static Routes
- Targetl x
Policy Routes &=
Latency threshold €O 5 ms
RIP
Jitter threshold [ OB ms
OSPF
Packet Loss threshold @O | O %
BGP
ool © Add Target
£ System 5
Link Status
B Policy & Objects >
. Check interval 500 ms
& Security Profiles >
Failures before inactive € 5
0 vPn >
. Restore link after € 5 check(s)
& User & Device H
bl Log & Report ’ Actions when Inactive
& Monitor 3

Update staticroute €@ @O

OK Cancel

(o pllasy 8.8.8.8 J> g2 (e check Jose piy o> sLisl 8 yg4alls LS SLA o Lid| dilos s
N.ﬁﬂ@claé-dé‘

dodel iy J> g2 e mudl Gagbe e wan ,wan2 (uasd! e sladl dais e Sus
SQ34191|?Léﬁg‘%hws-ggs;l:5-Cyw:J

Jeadl il e oylus ] e JaY wslidlg wan1,wan2 calasd! éﬂ.&iﬁﬂ wzyt latency JI
s

-(8.8.8.8)du ! JI yuuall u(ping) Sl dakad,y oI cdgll £ latency J| Eo>

bytez=32 time=88msz TTL=117
bytes=32 time=8%ms TTL=117

o L 88 s
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oyl | iy G313 J3¥1g Lty JodT eIy cadgll § Byl csnmy © jitters—|

Pinging 8.8.8.8 with 32 hytes of data:

Reply from 8.8.8.8: buytes=32 time=88ms TTL=117
Heply from 8.8.8.8: bhytes=32 time=8%ms TTL=117

Jitters=89-88=1

dddg bolastl gusl 095 (Suw Sy SLiledl § waall 4y wad, Ida: packet loss]|
ploads e S UL Siligalid) alusei! § dage sy Jldiwily Jlupdl LS| &bl
sl jliseiwg o)lis by sd-wan agds o SLLdl § Jadd dud | sl > Diguall §

3|

DN5

Packet Capture
SD-WAM
SD-WAN Rules

+ CreateNew | & Edit || & Delete Search Q
w

Name Detect Server Packet Loss Latency Jitter Failure Threshold Recovery Threshold

Default_AWS http:/aws amazon.com/ 5 10

RIP Default FortiGuard http/fortiguard.com/ 5 10
OSPF Default Gmail gmail.com 5 10
BGP Default_Google Search http=//www google com/ s 10
Multicast Default_Office_365 http=//www.office com/ 5 10

& System > | INTERNET 8888 'WAN {port2): @0.00% WAN (port2):@ 115.50ms WAN (port2):@ 44.20ms 5 5

B policy & Objects > WANZ (port4): @ WAN2 (port4): & WANZ (port4):©

@ Security Profiles 5 | slaz 4422 WAN2 (portd): @ WAN2 (portd):@ WANZ (port4): @ 5 4

1111

=RV >

& User & Device >

Ll Log &Report >

© Monitor >

ey die 77 95l Juad¥l interface JI uyu=id Rule Joa p gl (52|

Ll LeLiisls Liad (&3 SLA=INTERNET
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@ Dashboard > | Priority Rule
¥4 Security Fabric > Name [ voice Trafic )| |
W FortiView >
o+ Network . | Seurce
Interfaces Source address *®
+
DNS
User group | + |
Packet Capture
ERANAN Destination
5| N Rules
D-WAN Rules Address = 2l P
Performance SLA +
Static Routes Protocol number | TCP | UDP W@ Specify | O
Policy Routes Internet Service @
RIP Application €
OSPF
BGP Outgoing Interfaces
Multicast Strategy Manual
& System N Best Quality
Lowest Cost (SLA)
& Ppolicy & Objects ’ Maximize Bandwidth (SLA)
@ Security Profiles * | Interface preference WAN [port2) x
0 wPN > WANZ (portd)
& User & Device >

Measured SLA INTERMET
i Log & Report

>
¢ Quality criteria Ib
Monitor ¥
Status LHRELEY © Disable

@ Dashboard > [+ Createtiew || & Edit | @ Delete | | [ scarch la]

% security Fabric »
1D Name Source Destination Criteria Members
M FortiView

>
1P
e metwork =
) ICMP_TRAFFIC Dall Ball WAN (port2)
Interfaces
v HTTPS Traffic Bal Bl WAN2 (portd)
DNS

Packet Capturs " HTTP Trafhic 2l 2.l WAN (port2)

sooy i Voice Traffic R2al Ball Latency ¥ WAN (port2)

VAN2 (port4]
SD-WAN Rules 14

[ implicit €@

Performance SLA
sd-wan Hall Hall Sessions O any

Static Routes

Policy Routes

Multicast
# System >

B Ol £ Ahiarte N

(features)dum@lal] JLRR dui i ekt Oudeilidd O'pind HLRMD| At pld >

outgoing sl incoming interface (s AS| dyuees Ul =i 319 Multiple interface policies
radWdl Slghastl cUig policy Jes wic interface

System>features visibility >Multiple interface policies :enable .
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++ Metwork g i E :
ESystEm ZI [ O VPN } @ DN Filter o [ (O Domain & IP Reputation ]
Administrators [  Email Filter } [ D Dos Policy ]
Admin Profiles i
[ el o } { (O Email Collection ]
Firmware —
Settings [ QD Explicit Praxy [+ } [ (O Advanced Endpoint Control ]
HA [ O Intrusion Prevention } [ - o ]
SMMP e =
[ (O Web Application Firewall [+] } [ e o ]
Replacement Messages
[ © WebFilter } [ @ Implicit Firewall Policies ]
{ (D Load Balance ]
Certificates
B policy & Objects 3 [ (B Local In Policy ]
B Security Profiles H [ (B Local Reports ]
2 vPN 3
(P Multicast Palicy
& User & Device >
|4 Log & Report » I @D Multiple Interface Policies I
& Monitor ‘ { @O Multiple Security Profiles [+] ]
[ (O Policy Advanced Options ]

(B Policy Disclaimer [+] ]
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@& Dashboard > Mewr Policy
s ity Fabri >
¢ Security Fabric Select Entries x
i Fortiview > Name @ Q5earch
o+ Mebwork > Incoming Interface portl x port1
ortd 3 =
£ System > :" N WAN (port2)
B policy & Objects ~ ; WANZ (port3)
Outgoing Interface ﬁ WAN (port2) x porta
WANZ (port3) » s
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Awuthentication Rules th
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Local In Policy Source port7
IPv4 Das Policy Destination port&
-
Addreses Schedule B always porte
) Service + port1l0
Internet Service Database & =oNAN
. Action + ACCEPT [=Rsldiyy -
Services *0 any
Schedules Inspection Mode @SR Proxy-based
Wirtual IPs
IP Pools Firewall / Metwork Options
Protocol Options MAT [ »)
Traffic Shapers IP Pool Configuration Use Outgoing Interface Address TN s L it 120 2]
Traffic Shaping Policy Preserve Source Port O

4

: odilid Rule policy shesl diipda

Policy&object>ipv4 policy>Create New>Name: Jo,J| el >
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@ Dashboard > New Policy

NX Security Fabric >

& FortiView > Name © full_access

+$+ Network > Incoming Interface ™ port1i

£ System > L 2

B Policy & Objects > Outgoing Interface ™ WAN (port2) .
A oliey L Source =Hrca
Authentication Rules & mohamed marfadi
Local In Policy *
|Pv4 Dos Policy Destination = all "
Addnesses Schedule VVLB always
Internet Service Database Service I =
Seevices Action PPN a8l © DENY
Schedules
Virtual IPs Inspection Mode Proxy-based
IP Pools

= Fi /N i
Protocol Options irewa etwork Options

Traffic Shapers RIAT. ©

Traffic Shaping Policy IP Pool Configuration

= P P
Traffic Shaping Profile reserve SOURCRBOLL/C

Protocol Options

& Security Profiles >
2 VPN > 2
Security Profiles
& User & Device > o
AntiVirus »
l Log & Report > —— i
& Monitor >
—

ooyl AU Aawlgs 3L Loy Device

T () e
x Aol & \
ai A
T oAl s
x

0t Osa 035 9 O g el jaeaall
ADJ (i 45 gana gl g
b i—
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L 0eLid! o3 1dag pel (ud | yigueesdl 3> e Ladd §udasg wan(port2) ae z;sLillg Port1
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Network>interface>Create New>Zone>Name: .5 gl ]

>Interface member : Lizeas /41 S8 5liks >OK

FortiGate VMé&4 FW

:zone J|

@ Dashboard >
¥X Security Fabric >
I FortiView >
|+ Network ~

DNS

Packet Capture

SD-WAN

SD-WAN Rules

Performance SLA

Static Routes

Policy Routes

RIP

OSPF

BGP

Multicast
& System >
B policy & Objects >

O Garswitv Drefilae “

ii FortiGatevmessa 1 3 5 7 ¢

Il

LR Y]

2 46 810

[ Crestenew—] & Edit @ Delee

Interface

Type

Virtual Wire Pair

FortiExtender Physical Interface
port10 Physical Interface
port4 Physical Interface
port3 Physical Interface
porté Physical Interface
port7 Physical Interface
portd Physical Interface
port9 Physical Interface

IP/Metmask

192.168.1.20/255.255.255.0

0.0.0.0/0.0.00
0.0.0.0/0.0.00
0.0.0.0/0.0.00
0.0.0.0/0.0.00
0.0.0.0/0.0.00
0.0.00/0.0.00

0.0.0.0/0.0.00

Administrative Access DHCP Clients DHCP Ranges

PING
HTTPS
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HTTP
TELNET
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¥ Security Fabric > p——
. rMame | R | | |
. Fortiview >
Blockintra-zone traffic I
g Metwork i
Interface members WWAN (port2) »
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DS s
Packet Capture Comments [ | arazr

SD-WVAT

SD-WWAN Rules
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Static Routes

Policy Routes

RIP

QOSPF

BGP
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¥ System >
B, Policy & Objects >
& Security Profiles >
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@ Dashboard
¥ Security Fabric

>
>
e Fortiview >
o} Metwork >

>

& System

| X policy & Objects ~

Authentication Rules
Local In Policy

1Pv4 Das Policy
Addresses

Internet Service Database
Services

Schedules

Wirtual IPs

1P Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy

Mew Policy

Select Entries
Mame @ full_access |OJS=_2|':*
Incoming Interface I: + :I port1
Outgoing Interface + portd
Source + ports
Destination nterface [0 TOTALWAN porté
Schedule 8 alw] Link (4] port?
Service Type 0 Zone portd
Action Members WAMN (port2) WARN2 (port3) r::iﬂ

TOTAL WAN

Inspection Mode Prowy-based & SD-WAN

*0 any

Firewall / Metwork Options

AT O

1P Pool Configuration Use Outgoing Interface Address [REERwEL TS| 2]
Preserve Source Port ()

Protocol Options default - | &

Security Profiles

Blewd | zone J| di> )5 ol 1. o, éi & dodmiune <GS 131 zone Il B> Sy ¥: dlasdle

et ] qutd g Il (o ddi> Yol oy TOTAL WAN

:Schedule 2w
:schedule JI ¢ 1451

. Rl 03 Jadd suslg b0 Laddis iy : Onetime schedule -3

roius JSCay Ladudis et Recurring schedule -Y

:schedule skeiid) disisks <+

Policy&objects>schedules>Create New>schedule >type: Recurring

>Name:sou,s el éi >Days:dgllal fl.ﬁfbl.i'm“
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Virtual IPs
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& FortiView >

F Network , Bl
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Protocol Options

One Time @

Traffic Shapers
Traffic Shaping Policy
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R
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Authentication Rules
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Local In Policy day
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IP Pools

Protocol Options
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B Policy & Objects B Tuesday
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a
Authentication Rules
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1Pv4 Dos Policy Tuesday
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Internet Service Database
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% Policy&objects>schedules>Create New>schedule >type: Onetime>
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Days/Members Start End Ref.
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& FortiView >
o foeme
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onday
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IP Pools

Tuesday
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Protocol Options
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Traffic Shaping Policy
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pwb 2 sue schedule ¢Ladl o3 4L cne el 8 y94alls Jashls LS

o 8L 8 940l LeS((gutd 31) J 9 31 £ L £ L1 unlsiius| (5039 Open day s Work_time

Sub l | it/ k|

469 (1« 73 4aiall



st (] 10 ittt

= FortiGate VM64 FW-MARFADI

@ Dashboard >
b Security Fabric >
& FortiView 3 MName €@
o+ Metwork > Incoming Interface +
## System > Outgoing Interface +
B Policy & Objects ~ Source +
IPv4 Policy fwd  Destination +
Authentication Rules [Schedule ] @ always v
Local In Palicy Service Q]Ee;r:’ + Create
IPv4 Dos Policy Action 8 RECURRIMNG SCHEDULE (4)
8 always #
Addiesses Inspection Mode @ default-darrp-optimize
Internet Service Database B none
Services Firewall / Metwork O
schedules AT & OMETIME SCHEDIILE (1)
Virtual IPs IP Pool Configuration se Dynamic IP Pool
IP Pools Preserve Source Port (B
Protocol Options Protocol Options default v &
Traffic Shapers
Traffic Shaping Policy Security Profiles
Traffic Shaping Profile AntiVirus @ ]

: policy mall (f actions md/ Sladf

(L8| 1) LI o a3 4351911 : Accept -
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@ Dashboard » Mew Policy
b Security Fabric K3
I Fortiview K MName @
+} Mebtwork » Incoming Interface +
£ System » Outgoing Interface +
B policy & Objects ~ Source +
Destination +
Authentication Rules Schedule 8 always h
Local In Policy Service +
BILETE Inspection Mode Proxy-based
Internet Service Database
services Firewall / Metwork Options
Schedules AT O
Virtual IPs IP Pool Configuration [Ny e = A eyt s =l Use Dynamic IP Pool
IP Pools Preserve Source Port ()
Protocol Options Protocol Options default | &

F T
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: traffic shapers JI &ljﬂ
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Policy&object >traffic shapers>Create New>type: wlil! @.i." S

>
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@ Dashboard » | MNew Traffic Shaper
8% Security Fabric >
L Type EGEIL N Per IP Shaper
b Fortiview ¥
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o Metwork »
# System ’ Quality of Service

.

rElicy.ScObjects Traffic priority High

1Pv4 Poli - N
7 Bandwidth unit Ebps

Authentication Rules Maximum bandwidth @ | 1

EcallnEehcy Guaranteed bandwidth (B
IPv4 Das Policy - >
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Schedules

Virtual IPs

IP Pools

Protocol Options

Traffic Shapers

Traffic Shaping Policy

Traffir Shaning Profile

= FortiGate VM6&64 FW-MARFADI
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-mw
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5 2 .
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IPv4 DoS Policy Reverse DSCP »
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Internet Service Database
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Schedules
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IP Pocls

Protocol Options

Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile
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@ Dashboard > New Application Sensor

NX Security Fabric >

Name
& FortiView > This field is required.
« Network > Comments Q235
£ System >
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» pPolicy & Objects >
~ AllCat i
IQ Security Profiles ol TREN
AT s @ - |Business (179, & 6) @ - |Cloud.IT (31)
Web Filter @ ~ | Collaboration (293, & 6) @ ~ Email (87, & 12)
DNS Filter @ - |Game (124) @ - |General.interest (241, & 9)
Application Control w @ ~ |Mobile (3) @® ~ |Network Service (332)
Intrusion Prevention @ - P2P (83) @ ~ |Proxy (106)
SSL/SSH Inspection @ ~ RemoteAccess (91) @ ~ Social.Media (150, & 31)
Web Rating Overrides @ - |Storage.Backup (296, O 16) @ ~ |Update (48)
R @& ~ | Video/Audio (206, & 13) & ~ VolIP (31)
Web Profile Overrides S ey iy T e 0 R AR
@& ~ Web.Client (18) @ ~ Unknown Applications
Custom Signatures L PSS -4

2 ven % (® Network Protocol Enforcement
& User & Device >
|l Log & Report > Application and Filter Overrides
Priority Details Type Action
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@ Dashboard > New Application Sensor

NAX Security Fabric > Name

i FortiView > This field is required. :

o Network 5 Comments | o2ss

£+ System > =

Categories

B policy & Objects >

8 Security Profiles = ~ All Categories
AntiVirus @ ~ Business (179, & 6) @ ~ |Cloud.IT (31)
Web Filter @ - Email (87, &5 12)
DNS Filter @ ~ Generalinterest (241, & 9)

Application Control

Intrusion Prevention

SSL/SSH Inspection

Web Rating Overrides

Web Profile Overrides
@ ~ Unknown Applications

Custom Signatures
2 VPN

& User & Device

1 Log & Report > Application and Filter Overrides
© ronior > s 8

Priority Details Type Action
13l (e 88,0 Mie syl 130 ... cardimill Cewlid | actiond! jlas | clias sMel 8 y94alls LS
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@& Dashboard >  New Application Sensor Wiew Application Signatures
3% Security Fabric > Name + CreateNew | & Edit Qa | m Clou
& FortiView > This field is required. - ot — e E—
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+f Metwork >
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olicy jec
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I . Alpemix B8 Remote Access Client-Server
LTERTTS @ ~ |Business (179, &3 6) @ ~ |Cloud.IT (31)

AmmyyAdmin B8 Remote Access Client-Server ===

web Filter

DINS Filter AnyDesk B8 Remote Access Client-Server
e — Anyplace Control Bm Remote Access Client-Server EEEES

Intrusion Prevention Apple Remote. Desktop B8 Remote.Access Network-Protocol =]

Client-Server

SSL/SSH Inspection

(296, &3 16) Back Orifice B8 Remote Access Client-Server EEEE
2 (206. £513)

(18)

Web Rating Overrides
BeAnywhere Support Express B8 Remote Access Client-Server

‘Web Profile Overrides
Peer-to-Peer

Custom Signatures

BomgarJump.Client ™ RemoteAccess Client-Server =
2 ven >
(© ) Gz AR Eae | E e Chrome.Remote Desktop B8 Remote Access Client-server ERERE
& User & Device > .
e et o e e e CitrixICA_FileTransfer ™ RemoteAccess Network-Protacol ]
kil Log & Report * o Client-Server
& rMonitor > + Creat=Mew | & Edit & Citrix ICA_Print B8 Remote Access Metwork-Protocal EEEEE
Client-Server
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@ Dashboard
¥% Security Fabric
s Fortiview
o+ MNetwork
£ System
B policy & Objects
B Security Profiles
AntiVirus
Web Filter

DMS Filter

3 Mew Application Sensor

Intrusion Prevention

S5L/55H Inspection

Web Rating Overrides

Web Profile Overrides

Custom Signatures

0 vPH

& User & Device
[ Log & Report
@& Monitor
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”
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@~ Mobile {3) ® - |Network Service (332)
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@~ RemoteAccess (91) @~ SocalMedia (150, & 31)
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4 Create Mew

Priority

Options

# Edit | & Delete
Details Type Action
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Block applications detected on non-default ports €@ OB

Allow and Log DMS Traffic
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AntiVirus
Web Filter
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Intrusion Prevention
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4 VPN

b User & Device
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& -

General Inter

@~ |Mobile (3) @~ | Network Sery
@~ |P2p (83) @-
D |[Erraesss B ol
@~ |Stor up (296, O 16) @
@~ |Video/Audio (206, & 13) @~ |VolP (31)
@ v |webClient (18) @ ~ | Unknown Apy
(O Network Protocol Enforcement
Application and Filter Overrides
% CreateNew | | # Edit | @ Delete
Priority Details Type Actiof
1 Application @ B
Options

Block applications detected on non-default ports @

Sub l | it/ k|

Edit Override ]

S, Add All Results [1- Add Se\ecte:ﬂ Search | Q ‘ Selected @ AN Cloud
] Mame Category Technology Popularity Risk
5] Application Signature
lown W Video/Audio Client-Server L]
E . lund1Mail ™ Email Browser-Based :] o]
25afe I Storage Backup Browser-Based [T
___25afe FileDownload W Storage Backup Browser-Based EEEES
25afe_File.Upload B storage Backup Browser-Based L]
2ch W Social Media Browser-Based o
2ch_Post I Social Media Browser-Based | T}
2shared_File Download W Storage Backup Browser-Based [T
2shared_File Upload W Storage Backup Browser-Based [T
3PC W Network Service Netwark-Protocol L il
45ync W Storage Backup Browser-Based [T
Client-Server
4Sync_File Upload B Storage Backup Browser-Based [T
Client-Server

469 (1« 79 4aiall



st (] 10 ittt

- - X
= = FortiGate VMé64 FW-MARFADI

@ Dashboard » Mewr Application Sensor
¥ Security Fabric > | |®~ [Mobile (3) ® - | Network Service (332)
W FortiView » @ - P2P (83) @ - |Proxy (106)
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Web Rating Overrides 1 ___Psiphen3 Application @ Block

web Profile Overrides | | T T
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Priority Details Type Action
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Security profile>web filter>+>Name: ccuwlin gl jliss
>fortiguard category based filter:enabled
Jo duad! i cawlidl action I jlizs oF Lple o1 53 ei(category) caduail! sums du

.. monitor g/ allow glblock

@ Dashboard > | New Web Filter Profile

NA Security Fabric > =
e Name full access
s FortiView >

Comments | W

oi2ss
4 Network > -

# System * BortiGuard category based filter
® Policy & Objects >
& Security Profiles v Warning: This device is not licensed for the FortiGuard web filtering
- service
AntiVirus
Web Filter b 4 Traffic may be blocked if this option is enabled.
DNS Filter
Application Control @ Allow & Monitor @ Block Warning Authenticate
Intrusion P ti 5
ntrusion Prevention Kame Ation
SSL/SSH Inspection
[2] Local Categories @ oy
Web Rating Overrides
custom1 @ Allow
Web Profile Overrides
custom2 @ Allow

Custom Signatures
[F1 patantiasllviishla ER

2 VPN >

& User & Device >

I Log & Report > Hacking @& Monitor

€& Monitor > icgalor @ Block @ Allow
Discrimi Warning @ Allow
Explicit @ Allow

Authenticate

Category Usage Quota @

9 Custom 1 Lea ((rdedat) e gs 4ds| iy i gag local categories dowl cidas §:dlasdle

o Ll 4.‘;'3‘.4413 lj‘}o gamass (Sew Sy custom 2
4Ll ol ghazedly <U3g www.bab.com adse Mis Ll adlge s adlinl audatud do

Security profile >web rating overrides >create New>

URL:www.bab.com
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Override to:

Category: custom category

Sub category: custom 1
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@ Dashboard > MNews Web Rating Owerride
%% Security Fabric >
o URL wonnw bab.com I Loockup rating
M Fortiview »
+ Metwork > A Warning: This device is not licensed for the FortiGuard web filtering
service.
£ System >
B Policy & Objects »
& Security Profiles ~ Override to
IS Category l Custom Categories il
- _
Web Filter Sub-Category -
DMS Filter

Application Control
Intrusion Prevention

S5LYSSH Inspection

Owverrides

Web Profile Overrides

Custom Signatures

0 wPM >
& User & Device »
sl Log & Report >
& MMonitor »

FortiGate VMé4 Fw-

customz2

Cancel
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& Security Fabric
I FortiView
o Metwork
& System
B Policy & Objects
& Security Profiles
AntiVirus
Web Filter
DNS Filter
Application Control

Intrusion Prevention
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@ Delete

> || + CreateNew | 4 Edit

Status~ | @ Custom Categories Search

URL

@ Enable

Web Profile Overrides
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& User & Device
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@ Dashboard 3 MewWeb Filter Profile
8% Security Fabric 3
. Mame
b Fortiview ¥
Comments Write a comment... Q255
o Metwork >
& System ’ @or‘tiGuard category based filter
B Policy & Objects >
& Security Profiles ~ Warning: This device is not licensed for the FortiGuard web filtering
e SErVice.

AntiVirus

‘Web Filter Traffic may be blocked if this option is enabled.

DMS Filter

Application Control @ allow || ® Monitor || @ Block Warning Authenticate

Intrusion Prevention .
MName Action

S5L/S5H Inspection
[F1 Local Categories @ ~
‘Web Rating Overrides

Web Profile Overrides

Custom Signatures @ Monitor
0 vwPN 3 @ Block
& User & Device 3 Warning
Authenticate
|l Log & Report 3 h uthenticate 4 S Allow
@ Monitor N lllegal or Unethical @ Allow
Discrimination @ Allow
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Static URL filter

Security profi|e>web filter>URL filter:enable>Create New>

URL: www.kooora.com

Type:simple
Action:block
Status:enable

OK
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@ Dashboard 5> MewWebFilter Profile it URL Filter
—
3% Security Fabric > .
} URL | wwwkooora.com
. Fortiview >
Type Jall Resular Expression | Wildcard
o Network > @ SearchEngines
Action | Exempt [EI929] Allow | Monitor
& system > . v !, Bil
s Enforce 'Safe Search’ on Google, Yahoo!, Bing, Yandex (¢ status Disable
B Policy & Objects > | Restrict YouTube Access [e } \
|ﬂ Security Profiles ~ | Logallsearch keywords >
Antivirus oK Cancel
Web Fil O static URL Filter

DNSFilter Blockinvalid URLs (0

Application Control WL ©

Intrusion Prevention + CreateNew | | # Edit || @ Delete

SSL/S5H Inspection

URL Type Action
Web Rating Overrides
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Web Profile Overrides
Custom Signatures
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* e + | Black malicious URLs discovered by Fortisandbox (B
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SN Security Fabric > [ v = | !
e Fortiview »
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¥ System > Enforce 'Safe Search’ on Google, ¥Yahoo!, Bing, Yandex O
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Antivirus

B sStatic URL Filter

DMS Filter Blockimvalid URLs ¢
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SSLSSH Inspection

URL Type Tl FrCTroTT J Status
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Log & Report » Content Filter (> )
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@ Dashboard > " Edit Policy
N& Security Fabric >
& FortiView 5 Inspection Mode ELEEWEEEWE Proxy-based
« Network >
Firewall / Network Options
£ System >
NAT ©
B Policy & Objects v
- IP Pool Configuration (VLYo =0T A TG LT Gl Use Dynamic 1P Pool
1Pv4 Policy w

Preserve Source Port (B
Authentication Rules

Protocol Options default v &
Local In Policy
IPv4 Dos Policy Security Profiles
Addresses AntiVirus >
Internet Service Web Filter @!E Web-sites _J - &
Database
. DMNS Filter @ ]
Services
Application Control (B
Schedules
IPS @ ]
Virtual IPs
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content filter
JUIE cldg adoll it izl cowses action I Jue o

security profiles>web filter>content filter:enable
>create New>Pattern Type:WildCard

>patern :sex

>action:Block

Status:enable

OK
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@ Dashboard
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I FortiView
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>
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B Policy & Objects >
| & Security Profiles ~
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DN Filter
Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
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Content Filter
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& Rating Options
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©
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Security profiles>web filter>+>static URL filter >url filter >+create
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Action:block
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AntiVirus & File Filter
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Web Rating Overrides
Wb Profile Qverrides Meresults
Custom Signatures < >
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& User & Device ¥ & search Engines
i Log & Report * | Enforce ‘SafeSearch’ on Google, Yahoo!, Bing, Yandex (B
@ Monitor L4 Restrict YouTube Access »
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& static URL Filter

Block invalid URLs (I

URL Filter
# Edit Searc Qa
URL Type Action Status

FortiGate VM&4  marfadi-vm

@ Dashboard > | MNewWeb Filter Profile
% security Fabric > Restrict YouTube Access »
s FortiView ¥ Log all search keywords »
++ Metwork 3
& System , | @ Static URLFilter
B Policy & Objects 3 Block invalid URLs (0
I & Security Profiles ~ URL Filter O
FnhviE - # Edit || @ Delete Search Q
URL Type Action Status
DMS Filter
Application Control
Intrusion Prevention Mo resuls
S5L/55H Inspection
Web Rating Overrides Block malicious URLs discovered by FortiSandbox O
Web Profile Overrides Content Filter »
Custom Signatures
o VPN N B Rating Options
& | lcar & Meviee N Allow websites when a rating error occurs (B
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Application Control
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Mew URL Filter
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@ Dashboard > NewWeb Filter Profile
3 Security Fabric > | Restrict YouTube Access fo 3
& FortiView > | Logallsearch keywords fe )
o+ Network >
& System » @ Static URLFilter
B Policy & Objects > Blockinvalid URLs (¢
| & security Profiies ~ | URLFilter ©

AntiVirus

# Edit | ® Delete
|
URL Type Action

DN Filter

Application Control

Intrusion Prevention No results
SSL/SSH Inspection

Web Rating Overrides Block malicious URLS discovered by FortiSandbox (B

‘Web Profile Overrides Content Filter »
Custom Signatures

o ven N & Ratinz Options

& llcar £ Mawira N Allow websites when a rating error occurs (B

FortiGate VMé4 marfad

New URL Filter
URL
Type Simple  Regular Expression

acionexemos (EY o enitor

Status Disable

cancel

@ Dashboard > MewWeb Filter Profile
¥ security Fabric ? | Restrict YouTube Access e )
& FortiView B | e e >
+f+ Network >
£ system 5 & StaticURLFilter
B Policy & Objects 3 Block invalid URLs (B¢

I @ Security Profiles «  URLFilter ©

AntiVirus

s e
|
URL Type Action

DNSFilter
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Application Control
Intrusion Prevention
SSL/SSH Inspection

‘Web Rating Overrides Block malicious URLs discovered by FortiSandbax (B
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New URL Filter
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Status En Disable
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@ Dashboard » | MewWeb Filter Profile

%% Security Fabric ¥ Restrict YouTube Access o

e FortiView > Log all search keywords »

& MNetwork 3

£ System , B static URLFilter

B Policy & Objects » Block invalid URLs (B

@ Security Profiles v URLFilter O
GO # Edit & Delete Search | Q |

. URL Type Action Status

i::i::::n e *facebook.com  Wildcard @ Block ® Enzble
Intrusion Prevention JeriiEEn | e @ Black @ Enable
SSLfSSH Inspection N
Web Rating Overrides Block malicious URLs discovered by Fortisandbox O
Web Profile Overrides Content Filter »
Custom Signatures

(=R R & Rating Options

& User & Device N Allowwebsites when a rating error occurs O

|4 Log & Report N Rate URLs by domain and IP Address @ ]

€ Monitor N Rate imagesby URL @O

© Blocked images will be replaced with blanks
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S Security Fabric 5
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& system & search Engines
B Policy & Objects N Enforce 'Safe Search’ on Google, Yahoo!, Bing, Yandex (B
I 8 Security Profiles . Restrict YouTube Access >
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Web Filter

@ Static URL Filter

DNS Filter o
Block invalid UR

lication Control ;
Appl URLFilter [ @]

Intrusion Prevention

SSL/SSH Inspection * CreateMew | 4 Edit & Delete | Search | Q, |

Web Rating Overrides URL Type Action Status
Web Profile Overrides *faceboolk.com ‘Wildcard @ Block @ Enable
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& User & Device 3 . - )
Block malicious URLs discovered by Fortisandbox O
il Log & Report » .
Content Filter >
@& Monitor 3

B Rating Options

Allow websites when a rating error accurs (B
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AntiVirus
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Application Control
Intrusion Prevention
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Enforce 'Safe Search' on Google, Yahoo!, Bing, Yandex @O

Restrict YouTube Access
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URL Filter O
# Edit & Delete
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*youtube.com Wildcard

Search
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DMS Filter o

B Proxy Options
Application Control
Restrict Google account usage to specific domains @O

Intrusion Prevention
55L/55H Inspection
Web Rating Overrides

Web Profile O id . i
eSS L= = Restrict YouTube access to specificchannels @ @

Custom Signatures
# CreateNew | 4 Edit & Delete
0 wvPN »
& User & Device » Channel ID Comments Link
[l Log & Report »
@& Monitor * No results

HTTP POST Action

Remaove Java Applets (B
b

Domain 1 facebook.com

Domain 2 youtube.com

OK Cancel

Oy Cemy o g bl s Restrict Google account usage to specific domains

bads Cguisd! e saume @l gid Wyuxi (S @ Restrict YouTube access to specific channels
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@ Dashboard >
K security Fabric >
1w FortiView >
4+ Network >
£ System >
B Policy & Objects >
Iﬂ Security Profiles v
AntiVirus
DNS Filter

Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures

0 ven >

B Policy & Objects
8 Security Profiles

AntiVirus

DMS Filter
Application Control
Intrusion Prevention
S5L/55H Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures

= VPN

& User & Device

il Log & Report

B Monitor
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Edit Web Filter Profile

New YouTube Channel Filter

Content Filter (e ]

B Rating Options
Allow websites when a rating error accurs (B
Rate URLS by domain and IP Address @

Rate images by URL @D

@ Blocked images will be replaced with blanks

B Proxy Options

Restrict Google account usage to specific domains @

Domain 1 facebook
Domain 2 youtube.cf

Restrict YouTube access to specificchannels @ @

Channel ID

‘Comments

‘ + CreateNew | # Edit @ Delete
I I

Rate images by URL {0

B Proxy Options

1
Rate URLs by domain and IP Address »

@ Blocked images will be replaced with blanks

Restrict Google account usage to specific domains @

Domain 1

Domain 2

Cancel

| facebook.com

| youtube.com

Restrict YouTube access to specificchannels @ @O

N + Create MNew | | 4

5 Channel ID

Edit i Delete

Comments Link

» EcwthdzEvsh__

] @

HTTP POST Action

Remove Java Applets (B

[ JR S A v -

oo gzl sliatl o] 7 Lo ! pittsn
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@ Dashboard > Edit Web Filt
SX Security Fabric > Enforce 'Saft
[ FortiView > Restrict You
'i" Network > Log all searc]|
¥ System >
B Policy & Objects > S staticu
I & Security Profiles ~ Block invalid
AntiVirus LbiL Al
Web Filter 7 e
DNS Filter
U
Application Control
=facebog

New URL Filter

URL e
Type Simple = Regular Expression [RUIL[1e)
Action Exempt Block Allow Monitor |

Status Disable

Cancel

o G 90 3l e daucd Joo g ¥ T Jie Jee Jundy Vg

marfad

@ Dashboard

? | # CreateNew | & Edit T Clone | @ Delete Search ‘ Q ‘
¥k Security Fabric >
Name Comments Ref.
i FortiView
 Network o |
& System 5 | = default Default web filtering. 0
B Policy & Objects N EZ3 monitor-all Monitor and log all visited URLs, flow-based. 4]
Iﬂ Security Profiles o | I wifidefault Default configuration for offloading WiFi traffic. 1

AntiVirus

Web Filter

DNS Filter
Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides

.IT_DEP cwl; web filter security profile JI :Liil o3 sMei 5 yq4alls LS

Sub l | it/ k|
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. Web category based filterin

GIET o3 Mie) 281 gh ! (0 e ilat (e (mas action Gedail auseiud category based filterd!
Static URI § 4a,Ludl da,lalls LeS s> (o adga JS LS p sl oo Yud (ioliydl adlge JS
N oo |08 filter

actiond! gudas gl (category) adiad! jlas | ladd oy web category based JI dlasilgid

% Security Fabric >
Name IT_DEP
I FortiView >
Comments Write a comment... or3ss
“ Network >
© System s @Forticiuard category based filter I
B Policy & Objects >
I & Security Profiles e Warning: This device is not licensed for the FortiGuard web filtering
AntiVirus A Service
Web Filter Traffic may be blocked if this option is enabled.
DNS Filter
Application Control Allow Monitor Block Warning Authenticate
Intrusion Prevention a
Name Action

SSL/SSH Inspection
Local Categories €

Web Rating Overrides
Web Profile Overrides

Potentially Liable @

S Sl s Adult/Mature Content @B
O VPN Bandwidth Consuming @
& User &Device
lml Log & Report

AR NAnnitar

Security Risk @
General Interest - Personal €&

>
>
>
.

VM| deudd! e Jony ¥ FortiGuard category based filter J1 : alasMa
odle| A gl| & it Alis L LeS license I ¢ |pds cuzmsg Ayl

"Warningz This device is not licensed for the FortiGuard web filtering service.

Traffic may be blocked if this option is enabled.

: (raud Il categoryl| eude Co é)}ﬁ| LTS
Adult/Mature content Mis 4wyl &eiladl: Main category -

o (F3d iiai 15 e oLl 5940l LS (gimd Cu> A yall daslall: Sub category -Y
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| Policy & Objects >
Security Profiles 0
AntiVirus
Web Filter w
DNS Filter

Application Control
Intrusion Prevention
S5L/SSH Inspection
Web Rating Overrides
Web Profile Overrides

Ll
[E Adult/Mature Content @

Abortion Warning
Other Adult Materials Warning
Advocacy Organizations Warning
Gambling Warning
Nudity and Risque Warning
Pornography Warning
Paﬁng Warning y

. Gambling (ol | Ledd| a8lg0 Mia SUL| HliSass

@ Dashboard

N4 Security Fabric

s FortiView

b Network

£ System

B, Policy & Objects

| & Security Profiles

AntiVirus
Web Filter
DNSFilter
Application Control
Intrusion Prevention
S5L/SSH Inspection
Web Rating Overrides
Web Profile Overrides

Custom Signatures

4% Security Fabric

s FortiView

b Network

& System

B Policy & Objects

& Security Profiles
AntiVirus
Web Filter
DNS Filter
Application Control
Intrusion Prevention
55L/55H Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures

O VPN

& User & Device

Ll Log & Report

Sub l | it/ k|

> | Edit Web Filter Profile

T

Name

@ Allow @ Monitor = @ Block Warning

Action

Authenticate

=] Adult/Mature Content @

~
>

~ Alternative Beliefs Warning
Abortion Warning
LAl Other Adult Materials Warning
Advocacy Organizations Warning
[Gambiing @ Block |
Nudity and Risque Warning
Pornography Warning
Dating Warning

Category Usage Quota @

Adult/Mature ! suti )l aiaill sub category JI JS 5L | woy5 918
sLisl 8 940l LeS dewlidl action JI jliss o3 Alt+A e paully JSII dgozs Joay 2945 <Lils

T

© Allow = @ Monitor @ Block Warning Authenticate
>
N Name Action
~
3 [E Adult/Mature Content
b s Warning
Warning
” @ Allow
W Warning 3
@ Monitor
Warning Warning
Nudity and Risque Warning Authenticate
Pornography Warning
Dating Warning
., o v

Category Usage Quota @

> + CreateNew | &' Edit [0 Delete

Category

Total quota
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u FortiView >

@ Allow @ Monitor | @ Block Warning Authenticate
b Network >
Name Action

¥ System >
k Policy & Objects y B Adult/Mature Content @B
¥ Security Profiles v Alternative Beliefs @ Block

AntiVirus Abortion @ Block

Web Filter X Other Adult Materials @ Block

DNS Filter Advocacy Organizations @ Block

Application Control Gambling @ Block

Intrusion Prevention Nudity and Risque @ Block

SSL/SSH Inspection Pornography @ Block

Web Rating Overrides Dating @ Block

Web Profile Overrides . o hd

Custom Signatures Category Usage Quota @
1 VPN ’ + CreateNew | ¢ Edit [ Delete
b User & Device >

Category ~ Total quota

il Log & Report >
» .
= Monitor ’ oK Cancel

Sokil ] e/ i) 469 = 100 iainal
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; Web category usage quota

¥ Security Fabric > G

b FortiView > @ Allow | @ Monitor | @ Block Warning Authenticate 1

 Network > ) [
Name Action

& System >

B Policy & Objects LeglEln il

>
= .
@ Security Profiles . Potentially Liable @@
AntiVirus [ Adult/Mature Content €8

Web Filter ¥ Alternative Beliefs @ Allow

DN Filter Abortion ® Monitor
Application Control Other Adult Materials Warnin{ @ Block
Intrusion Prevention Advocacy Organizations Warning
SSL/SSH Inspection Gambling Authenticate
Web Rating Overrides Nudity and Risque Warning

Web Profile Overrides -

Custom Signatures Category Usage Quota @

O VPN > + CreateNew | # Edit [0 Delete

& User & Device b Category Total quota

Ll Log & Report >

Gambling Mie a8lgald J5oy (g1 5394l yuies Joe 4y iady Warning action |
il 4 g3 e skl Jass 0sSas

adldl el el pdas warning 53l e yad) 5 pmay Cos

FortiGate VM64 marfadi-vm

@ Dashboard > | EditWeb Filter| Edit Filter
N4 Security Fabric > | | ‘ ‘ | |
i Warning Interval | | O hour(s) | 5 minute(s) | O second(s) I
b FortiView > &) (S s E
Network >
+ Warnit
£ System > A service Cancel
Policy & Objects >
s v ! Traffic
| & Security Profiles ~
AntiVirus
- @ Allow
Web Filter W
DNS Filter

Application Control
Intrusion Prevention

SS5L/SSH Inspection

Web Rating Overrides Alternative

voe ‘55‘3.5 5 L(f..\.ﬁﬁ.:\:ﬁ.“ 4.“-«9))-(‘-‘63-&0 iq.#
: Authenticate action J|

.sex education —adaill
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£ System
B Policy & Objects
I & Security Profiles
AntiVirus
Web Filter
DNS Filter
Application Control
Intrusion Prevention
SS5L/55H Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures
O VPN
& User & Device
Ll |og & Report

€ Monitor
;

XX Security Fabric >
b FortiView >
b Network >
£ System >
B Policy & Objects >
| & Security Profiles v

AntiVirus
Web Filter W

DNS Filter

Application Control
Intrusion Prevention
SSL/SSH Inspection
Weh Rating Overrides
Web Profile Overrides

Custom Signatures

0 VPN >
& User & Device >
Ihd §omm © Dmmmaet ~

marfadi-vm

ortiGate VM6&4

Y¥GI I, 111D USVILS 13 1IUL IVEHSEU 1UL LIS 1 UL LS UGHU WEL HILGT 1S
> service.
A
b
Traffic may be blocked if this option is enabled.
" @ Allow @ Monitor | @ Block Warning Authenticate
w
Name Action

Dating Warning .

Weapons (Sales) Warning

Marijuana Warning

Warning I
Ll
Alcohol B Warning
@ Monitor

Tobacco @ Block Warning
> Lingerie and Warning Warning
> q

Sports Hunt Authenticate Warning
>

>

@ FortiGuard category based filter

Warning: This device is not licensed for the FortiGuard web filtering
service.

A
Traffic may be blocked if this option is enabled.

@ Allow = @ Monitor | @ Block Warning Authenticate
Name Action

Dating Warning ~
Weapons (Sales) Warning

Marijuana Warning

Sex Education Authenticate |
Alcohol Warning

Tobacco Warning

Lingerie and Swimsuit Warning

Sports Hunting and War Games Warning

Cancel

@ Dashboard >
~& Security Fabric >
. FortiView >
b Network >
£ System >
I Policy & Objects >
| & Security Profiles v

AntiVirus

Web Filter w

DNS Filter

Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides

Edit\Web Filter| Edit Filter

&) FortiGuard Warning Interval Q | hour(s) | 5 Iminute(s) ‘ 9]

‘ second(s)

Selected User Groups| T FSSO-GROUP-IT I x

‘Warnii il
servicd

Traffic

Cancel
@ Allow
Dating

Weapons (S:

Marijuana

Sex Educati

0352 ¢ sex education J il adge ‘éi 20 a9l e iz I gy ddlin] @5 S
AT groupd! fpess ol ‘zgif 39wbig padyige JBobi pgdy O cazms o IT groupl! (pess

Sob l | it/ k|
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iyaigy deluw Mie suzi Sozy online meeting J| Sy (rae adiai] Quota Joay pgdivw (5
- a8gh) (e 7z 9s5tl ol Lacayg Jadd

el s e

Remote Access @ Allow

i FortiView b
+ Network 5 Web Analytics ® Allow
b System 3 Online Meeting @ Allow —
\ Policy & Objects , v
I Security Profiles = Category Usage Quota @

AntiVirus & Edit | @ Delete

O Al s Category Total quota

DNS Filter

Application Control

No results

Intrusion Prevention

SSL/SSH Inspection

Web Rating Overrides
® Allow users to override blocked categories
Web Profile Overrides
& FileFilter
Custom Signatures
1VPN > log ©
i ©
, User & Device N Scan Archived Contents
Edit Web Filter | New/Edit Quota Select Entries x
| Qfearch
Catego I +
gory © FORTIGUARD WEB FILTER CATEGOF®
QUUta Type T‘n]e Trafﬁc Adult/Mature Content (12}
eersesed Totalquota | O hour(s) | 5 Abortion
Armed Forcé Advocacy Organizations
Web Hostin Alcohol
Alternative Beliefs
Secure Web! Dating
Web-based Gambling
Charitable d Lingerie and Swimsuit
Marijuana
Remote Acct Nudity and Risque
Web Analyt Other Adult Materials
Online Meet Pormography
Sex Education
Unrated Sports Hunting and War Games
Category Us Tobacco
Weapons (Sales)
+ Create General Interest - Business (1)
Online Meeting
Categ] ST

é Warning o/ Authenticate sl Monitor LJ Jscal! &laduaill ¥ quota Juos (ySas ¥ o

... FortiGuard web category filter !

Wl s 03 (09 duaig (nielw sl Online meeting adyaill a8lg0 ol ok S

authenticate J|
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= FortiGate VMé64 marfadi-vm

@ Dashboard > | EditWeb Filter] New/Edit Quota
NA Security Fabric >
@ Allow Catego Online Meetin, x
I FortiView > gory g
% Network > QuotaType
& System > e, Total quota ‘ hour(s) ‘ 30 I minute(s) | o] ‘ second(s)
B Policy & Objects >
‘Web Hosting
I & Security Profiles ~
e [ ok |
AntiVirus OK Cancel
Web Filter Py Webbased
DNS Filter Charitable G
Application Control Remote Accf
Intrusion Prevention Web Analyt
S5L/S5H Inspection

Web Rating Overrides

Web Profile Overrides Category Us:

Custom Signatures
+ Create
o . |[crea]

FortiGate VM64 marfadi-vm

@ Dashboard > | Edit Web Filter Profile
™ T — |
%4 Security Fabric > Remote Access © Allow
i FortiView > Web Analytics @ Allow
&+ Network > Online Meeting Authenticate
£ System > Unrated @ v
& Policy & Objects > Category Usage Quota @
| & Security Profiles v
i + CreateNew | #" Edit [ Delete

AntiVirus

Web Filter ¥r Category Total quota

DNS Filter Onling Meeting 2 hour(s) 30 minute(s) I

Application Control
Intrusion Prevention

55L/55H Inspection

Web Rating Overrides @ Allow users to override blocked categories

streaming media and download J! a8lg0 mid oy O ool G o) Lea
.. 1234 Lxis 500

¥& Security Fabric >

Freeware and Software Downloads @ Allow
& FortiView ’ File Sharing and Storage @ Allow
>
 Network | streaming Media and Download Warning .
& System > " .
Peer-to-peer File Sharing @ Allow
B, Policy & Objects >
Internet Radio and TV @ Allow
& Security Profiles v
Internet Telephony @ Allow
AntiVirus
7 Security Risk
Web Filter w S ty hd
DNS Filter

Category Usage Quota @

Application Control ~
+ CreateNew | # Edit @

Intrusion Prevention

$SL/S5H Inspection Category
Web Rating Overrides Online Meeting
Web Profile Overrides Streaming Media and Dowr 500 MB

Custom Signatures

S VPN >
& User & Device > @ Allow users to override blocked categories
il | og & Report > @ FileFilter
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@ Dashboard > | Edit Web Filter| New/Edit Quota
& Security Fabric >
) F
- oA Category Streaming Media and Download
e FortiView ’ File Sharing
“ Network 4 Streaming QuotaType  Time
£ System > Peer o pee| Totalquota MB  w
B Policy & Objects >
Internet Rad
| & Security Profiles o
Web Filter w
DNS Filter

Application Control
+ Create

Intrusion Prevention

SSL/SSH Inspection Categ

Web Rating Overrides Online Mee

. Web Category Based Filter Overriding

Fortiguard web category! § block LJ Jseas caiiias é? (39lz=s)override Joas

(2 group J

o5 g1 Security Riskdl a8lg.0 §l& 9l=iy oL IT_Managers daw! o g2 ool Bl ooyl Mie
9w IT_Managers o 9,2l cems 3 &y 3941 |y« Fortiguard web categoryl! § 43312
- Security Risk cadiaill o daryul | a816k1 I Jguo gl oo mosin

Traffic may be blocked it this option is enabled.

: Security Fabric by

. FortiView >

+ Network N @ Allow @ Monitor Block Warning Authenticate

+ System > Name Action

1 Policy & Objects > "
Security Profiles o Bandwidth Consuming @
AntiVirus = (]

Web Filter Malicious Websites @ Block
DMS Filter Phishing @ Block
Application Control Spam URLs @ Block
Intrusion Prevention Dynamic DNS @ Block
SSL/SSH Inspection Mewly Observed Domain @ Block
Web Rating Overrides Newly Registered Domain @ Block
WeEhohlaOvegkiss General Interest - Personal €& 0%
Custom Signatures Category Usage Quota @

. VPN > -

+ CreateNew | ¢ Edit [0 Delete

User & Device >

. Log & Report 3 Category Total quota
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& Dashboard > | Edit Web Filter Profile

— —
S ity Fabri >
oK Security Fabric Select Entries x
i, >
ta« Fortiview | Q, Search | + Create
&+ Network >

m allow-all
EZE default

I() Allow users to override blocked categories

£ System >

B Policy & Objects +/ =2 monitor-all ¢
I & Security Profiles Profile Name allow-all x K= wifi-default

AntiVirus +

Switch applies to User 1P| Ask

BREIRIE The original user or group must be specified as th
Application Control policies using this profile

Switch Duration Predefined 53

0 | day(s) | 0 i

Groups that can override

£

s
Lp

Web Filter

Intrusion Prevention

55L/55H Inspection

Web Rating Overrides
Web Profile Overrides @ FileFilter
Custom Signatures Log ©

O VPN > | ScanArchived Contents @

& User &Device > e - -
Getdad o Comy IT_Managers slewd | i gyld Jild g 1 1] -override- jole=s Jos o3 by Lasds
-..IT_Managers w9zl coexs zyuis (&l wly3edl Ao allow-all desl i y51 profiled|

#& Dazhboard » | EditWehb Filter Profile
s Sseurity Fabric Mame [ moep |
4 FartiView Comments | Write 3 comment... | orats
- Metwork b
s ortiGuard category bas ter
& System » | @ FortiGuard based fil
B Policy & Objects 3
& Security Profiles v Warning: This device iz not licensed for the FortiGuard web filtering
service.
AntiVirus A
Web Filter Traffic may be blocked if this option is enabled.
DIMS Filter
Application Control @ Allow || @ Monitor | | @ Block Warning Authenticate
Intrusion Prevention Name Action
S55L/55H Inspection
Web Rating Overrides

[ Potentially Lisbie @
‘Web Profile Overrides
E] AdultMature Content e
Custom Signatures
[#] Bandwidth Consuming €
2o :
Security Ri
& User & Device >

[#] Local Categories ) ~

il Log & Report 5 Malicious Websites @ Block

@ Monitor » Phishing @ EBlack
Spam URLs @ Elock
Frunamic FhS [z, J-T v
< 0% M

Category Usage Quota @

# Edit W Delete

Category Total quota

Noresults

o I
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@ Allow users to override blocked categories

Groups that can override | @& IT_Managers x

Prafile Mame = sliowe-all ®
+

Switch spplies to User e | Ask

The original user or group must be specified as the "Source’ in firewall
policies usimg this profile

Switch Duration Predefined [

] dayls) | O hour{s} | 15 minute{s)

: Web Rating Override

a9 ol (e el ) etd s Ol ki www.bab.com ks aiga iyl oS Al
<L zyain (&I categoryd] dd e e jols a2

Web Rating JI dlalgs L8 5,51 category JI 4lis . 5g category G 39290 adoll i ol ol

L 2ld Jos (SCas Override

@ Dashboard
$% Security Fabric

+ CreateMew [| # Edit | @ Delete | Status~ || ©8 Custom Categories | | | Search Q B Show original categ

. URL Status
& FortiView

@ System

B Policy & Objects

| B Security Profiles

AntiVirus

>
>
>
<} Network >
>
>

Web Filter
DNSFilter
Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides *
Noresults

Web Profile Overrides
Custom Signatures

j=RvoN

& User & Device

1 Log & Report

@ Monitor
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E:E FortiGate VM&4  marfadi-vm

@ Dashboard

0 Security Fabric

& Fortiview

++ Metwork

£ System

B Policy & Objects

I & Security Profiles

AntiVirus
Web Filter
DMNS Filter
Application Control
Intrusion Prevention

SSLYSSH Inspection

Mew Web Rating Override

URL vaw.bab.com :I Lookup rating

Warning: This device is not licensed for the FortiGuard web filtering
SETViCe.

Override to
ol R
Category General Interest - Business hd
Sub-Category Finance and Banking - |
_—

Web Rating Overrides

Web Profile Overrides
Custom Signatures
0 vPN

@ Dashboard
\,’\ Security Fabric
& FortiView
'f" Network
£ System
B Ppolicy & Objects
& Security Profiles
AntiVirus
Web Filter
DNS Filter

Application Control
Intrusion Prevention

SSL/SSH Inspection

Web Rating Overrides
Web Profile Overrides

Custom Signatures

O VPN
s | L.;E{ Iykas SJs www.bab.com adgal) ciaiiiaill 48,00 pitw Lookup rating 5331 e yaL
oo solaiwd e jols ps ‘z,au FortiGuard web filtering license _lc gg¢i=i¥gfortigate vin o

Sob l | it/ k|

General Interest-Business J| il 45 www.bab.com adge cirliai o3

. Finance and banking (oud! (£,31) Cagdiai]| cos

L]

T

>

New Web Rating Override

URL [ www.bab.com(] ﬂ Lookup rating

Warning: This device is not licensed for the FortiGuard web
filtering service.

Override to
Category Potentially Liable h
Sub-Category Drug Abuse v
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: Web Profile overrides
J 39 (eae web filter profile e Gdas (nae sul o) (e w952 9155392 3929 Ul § aieiug

...y web filter profile 4de Gdais o) (nre =dg

=" = FortiGate VM64 marfadi-vm
-

@ Dashboard > Edit Administrative Override
NA Security Fabric >
Scope range WLETE User group | Source P
b FortiView >
User & marfadi A
4+ Network »
Original profile | I8 IT_DEP -
£ System >
New profile m allow-all v
. . 5
& Policy & Objects Expires B YV AT [ @, aTioei s
@ Security Profiles v
I B Status Disable
AntiVirus
Web Filter
DNS Filter
Application Control

Intrusion Prevention

SSL/SSH Inspection

Web Rating Overrides
Web Profile Overrides W
O VPN ¥
} asnovara ? || 4 CreateNew | ¢ Edit | @ Delete Search Q
: Security Fabric >
Initiator Scope Original Profile New Profile Status Expires
« FortiView >
 Network M) C] & Admingenerated @
. System N i & marfadi allow-all @ Enable 2020/08/23 15:55:00
1 Policy & Objects >
Security Profiles v
AntiVirus
Web Filter
DNS Filter

Application Control
Intrusion Prevention
SSL/55H Inspection
Web Rating Overrides
Custom Signatures
- VPN >

User & Device >

| ne B Dannrt

IT_ManagersJl o g,z crasds Jua¥ls ¢! marfadi @wd! 59! Ob el el ygualls LS
pidw ST web filter profile =IT_Dep Lole 3das Joa¥! Sl
. 15:55:00 dcludl 2020-08-23 7,5 JI 5 4all eda § web filter profile =allow-alll! §udas
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:ADDRESS

Sbel Guyal AU sy Gl gie cLad) Ad,b

N Security Fabric > B Delete | Search ‘ Q ‘
s FortiView > ) L
ame Type Details Interface Visibility Re
&+ Network > Address Group
L=l Address ei®
£ System >
I Policy & Objects o & FABRIC_DEVICE Subnet 0.0.0.0/0 & Visible 0
=
\Pvé Policy & FIREWALL_AUTH_PORTAL_ADDRESS Subnet 0.0.0.0/0 © Hidden 0
Authentication Rules B SSLVPN_TUNNEL_ADDR1 IP Range 10.212.134.200- 10.212.134.210 @ S51-VPN tunnel interface (ssl.root) @ Visible 1
Local In Policy Bal Subnet  0.0.00/0 © visible 2
1Pv4 Do Policy & gmail.com FQDN gmail.com @ Visible 1
Ad & login.microsoft.com FQDN login.microsoft.com @ Visible 1
Internet Service & login.microsoftonline.com FQDN login.microsoftonline.com & Visible 1
Database L .
& loginwindows.net FQDN loginwindows.net @ Visible 1
Services
& none Subnet 0.0.0.0/32 @ Visible ]
Schedules
o & wildcard.dropbox.com FQDN *dropbox.com @ Visible 0
irtual IPs
1D Brarle & wildcard.google.com FQDN *.google.com @ Visible 1

marfadi-vm

NA Security Fabric >

b FortiView >

4 Network >

£ System >

B Policy & Objects v
IPv4 Policy

Authentication Rules
Local In Policy

IPv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Pools

Praotocol Ontions

Sob l | it/ k|

* New Address

I PC-Client-MAC I

Name

Color & Change

Type ! “evice ’MAC Addre;gj hd
MAC Address Scope

MAC Address

Interface

Show in address list @O

Comments | Write a comment..

Cancel
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@ Dashboard >
Nk Security Fabric >
14 FortiView >
b Network >

£ System >
B Policy & Objects

1Pv4 Policy

Authentication Rules
Local In Policy

IPv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Pools

Protocol Options

Edit Policy

Select Entries

Name @ [ allow_all | LUGIEI User | Internet Service
Incoming Interface \LE portl " + Add
Qutgoing Interface @ WAN (port2) " B ADDRESS (10)
Source ‘ L+ | ‘ B all
Destination Bal x = FABRIC_DEVICE

+ 2 gmail.com
Schedule always e & login.microsoft.com
Service AL x I3 login.microsoftonline.com

+ I3 loginwindows.net
Action @ DENY * g none

PC-Client-MAC
L wildcard.dropbox.com

Inspection Mode [EENEIEEEGN Proxy-based

Firewall / Network Options
©

Use Outgoing Interface Address RUSSARYGEN T80

L wildcard.google.com
@ ADDRESS GROUP (2)
T3 G Suite

T§ Microsoft Office 365

NAT
IP Pool Configuration

Preserve Source Port (B

Close

Traffic Shapers Protocol Options [ 3 default v
Traffic Shaping Policy e
@ Dashboard > *  Edit Policy
N& Security Fabric >
l FortiView > Name € | allow_all |
4 Network > Incoming Interface | ™ portl v|
£ System > Qutgoing Interface | ™ WAN (port2) ﬂ
B Policy & Objects v Source B PC-Client-MAC ;-
1Pv4 Policy A
Authentication Rules Destination Sl s x
wrallseie, Schedule | [e always -
IPv4 DoS Policy Service @ ALL ®
Addresses +
Internet Service Action @ DENY
Database
Services Inspection Mode Proxy-based
Schedules
Virtual IPs Firewall / Network Options
IP Pools NAT ©

Protocol Options

Traffic Shapers

IP Pool Configuration

Use Outgoing Interface Address RUEIRUGE T IEE ]
Anfaunlé

Preserve Source Port (B

a

Nratncal Mintians

@ Dashboard >
¥& Security Fabric >
la FortiView >
b Network >
£ System >
B Policy & Objects ~

IPv4 Policy ¢

Authentication Rules
Local In Policy

IPv4 Do§ Policy
Addresses

Internet Service
Database

e

.
# car

| Q ‘ Interface P:

il Delete ‘ Q Policy Lookup ‘ ‘ Search 28 By Sequence

ID Name Destination Schedule Service Action NAT Security Profiles Log Bytes

[E] M port1 — M WAN (port2) €@

= + ACCEPT inspection €@ Disabled

1 allow_all
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Fortinet solution
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“clg8) database o 4olal Slezxd! (o dlo 2l J84s 5L o6 o)Les: fortiDatabase -0
(obledt
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. Firewall*»
UTM gNext Generation firewall gFirewall 3| cns 3 ,al!
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9390 S dS & (e pfsense g oiiig clid 4S 34 (0 Zonealarm Jia: pgidgu -2

| ¥ 9TMG Jie cud g9 ,Solo 45 1 (10 Forefront

: JO99ilhll JElg Juikesd >

U Firewall & UTM & Next Generation Firewall concepts

T T S

Transparent Firewalls v’ Thesefirewalls do not have IP address except for management
Layer 2 interface
¥ No NAT in this mode
v’ Inspect traffic flow based based on pre-configured rule
First Generation v' Static packet-filter firewalls are first generation devices that
Traditional Firewall or packet filters examine data packets at OSI layer 3, based on pre-configured rules
Layer 3 v Includes: Packet filter— NAT — VPN
Second Generation ¥’ These second-generationfirewalls validate that a packet is eithera
Gircuitlovel connection request or part of a connection between two peers at
Layer 4 the Transport layer
Next Generation v’ The goal of next generationfirewallsis to include more layers of

the OSI model up to layer 8 (today), previously it was at layer 7

NGFW or Application-layer
v Application layer firewall also called application layer proxies offers

Layer 7
! the highest of level security by examiningtraffic at all seven layers
of the OSI model
v Includes: Web & App filter— IPS — bandwidth management
UTM v" UTM product able to perform multiple security functions within

onesingle appliance, Startin 2005
Includes: App firewall-GW-AV — GW-spam - DLP
Multilink management content filtering—Load Balancing

Unified threat management

el 5 gualls LS

: Transparent firewall layer 2 -1

e ¥ add Aol Aadall le Jaida

Joplall oS g0 Yol Joais Ads o (e gl qul ¥l qul e g1z ¥

nating Jeay ¥
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e Joay 5¥ packet filter (g Ll gtraditional firewall oy o First generation -2
4 Aa

network layer 3 431 Y1 IPJ1 s Jalais

ls !l aSad! o Jas JVPN 9 NATING o adaiun Ll 9 2L (6 g (e J16 Jos pudaiun
(631 3y

S Je! giay S (transport layer) (p gyl JI &adall § Jory: Second generation -3
second JI (e el d>L> next generation JI ¥ ( next generation L tuads ¥) J g9 wladl ce
Al Jl i dall I asldl dadall e JLan Y @3 Eoe . generation

> NGFW | Lot | eua: Next generation -4

& g e ae Jaladdl |y Eos(Application layer) debudl dadall ae Joladdl @i g gill 1a §
a9 application filter gweb filter gbandwidth management gIPS Liayi Llas ybs 9 slaedazll
sl e 06 aild ool 30 lel gdlen i Lol as¥ ALl t|335ﬂ.3 4 Jie ol ga dugee
s pud|

: UTM(Unified threat management) -5

559,318 135 i ol S I 0 (i) plea bt sl e 50801 44 Jer 6 0 fus
gateway gdata leak prevention (PLD) gload balancing J! <lJ 3i=y gnext generation firewall
S A Jolatigdo yad b g M g gl 92 Ida gapp firewall ggateway Antivirus gantispam
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Bandwidth ,Throughput ,Concurrent Sessions

t daee Silellaias

dslalad 8 puall gl) sliadl Js1s po3 CSLA sue (oadl ga:Bandwidth -1
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& (i) Jelaty Yzt Liie Wl jon G 2SI sue ga: Throughput -2
e | L

&I (sessions )connections JI sue @< & e £: Concurrent sessions -3
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FortiGate Serie

FOATINET

[le===l] " J ey
PLo évg 4 WAN Internal
' Interfaces Interface
Statu
LED DMZ
LED

T -
iaEEess T
[ - -}

=
Ground Power | USB DMZ WAN1
Cable Tie o Internal Interface, WAN2  MODEM
Mourtting RJ45 Serial giteh conneclors (Not enabled
Hole Connection 1108 on this model)
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. 3=l wus firmware
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B pigall Jlae ¥l g 6yl auseius : Entry level -1

84S0 & il auseins : MIDRANGE -2

¢19:¥1 5981 9a o(ISP) Anciedl (3930 K yad pukivn :HIGH-END -3

+J 99 »laS Jaay 03 (0 9 e oI Aalas ¥l Cilemiia (g e Ll 5 oz Virtual appliances 4

o gll Slao go | a5 Lo iy 23 g Joad!l § il Lo | ey 23 961 i) (rae a3 90 adtomd o
il il Lo | sums & s Liagl g

ey (Sgci fil b glas cliud oS Mia

e a8 a0l L b g J Sl 3l o pasbiasdl 2y

vpn Hlas | gloay b gun (pddl ulidl sue oS @ad 8 ol 9!¥ al vpn 7 limiw Ja

Operating system OS key features 5 2
xS0l L) Jedsdll allas o fortiOSJl ol pee ple

(d FortiOS operating system key features

Firewall

Network Services and Support

VPN

WAN Optimization, Web Cache and Explicit Proxy®
User & Device Identity Control

Integrated Token Server

SSL Inspection

Data Leak Prevention (DLP)

Endpoint Control

Vulnerability Scanning

Wireless and Switch Controller
Anti-Malware / Advanced Threat Protection
Application Control

High Availability

Web Filtering

Administration, Monitoring & Diagnostics
Log & Reporting
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Home lab Design
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Antivirus -1
Antispam -2
Web filter -3

Ips -4
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FortiGate basics Registering FortiGate
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: Security profiles -3
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: User& devises -4
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Transparent mode

= m FortiGate VM64 marfadi-vm
u_mw

& Dashboard v i : i !
asnooar System Information ¥~ | Licenses 0 i~

Hostname marfadi-vm FortiCare S rt
Top Usage LAN/DMZ © FortiCare Support
Security Serial Number FGVMEVD1FZOJRLDC Q Fl['_mware &General qu?tes_
System Events Firmware v6.2.3 build1066 (GA) & Ips
N& Security Fabric > | Mode NAT © Antivirus
[ FortiView » System Time  2020/01/3011:23:16
""""""""""""" © Web Filtering
s Network > | Uptime 00:00:29:01
FortiToken 0/0
& System > WaANIP Unknown
B Policy & Objects »
& Security Profiles - " - - "
FortiGate Cloud i~ | Security Fabric i~
8 VPN o
& User & Device » Status @ Not Supported mwA
Ll | og & Report »
€ Monitor b

ialasSh

oo 9 CLI a3 iy Juicall oslel of Jusdll BLasl 531 e 8 gims ¥ e i 9ill S

. GUI

g featuresd/ ‘”ﬂb
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=" = FortiGate VM64 marfadi-vm
-.w

@& Dashboard >~ Feature Visibility
NX Security Fabric > :
Core Features Security Features
& FortiView >
I Rickion: 5 [ © Advanced Routing (4] ] Feature Set: | Custom v
l'ﬂ System 2 | [ \Pv6 ] [ © AntiVirus ]
Administrators [ S ——— ] [()Application Control 4] J
Admin Profiles i e
Firmware [ © VPN 0o ] [ @ DNSFilter ]
Settings [ (O Email Filter ]
HA Additional Features
[ @ Endpoint Control ]
SNMP "
® Allow Unnamed Policies
Replacement Messages [ O Explicit Proxy ]
: @ Certificates ]
[ [ @ Intrusion Prevention ]
Feature Visibili [ (O DNS Database ]
Certificates [ (B Web Application Firewall ]
[ (® Domain & IP Reputation [+] ]
B Policy & Objects > [ @© Web Filter (+] ]
& Security Profiles > [ @ DosS Policy ]
o
SN 2 [ (® Email Collection ]
& User &Device > > 3

JAPVE pes ¥ cua i) 9adl o L8 03lel B gually LeS
o 3 ) deda featuresd! G

advanced Jis securitys d8Me LJ i AT Aot aibazll »: Core Features 1

.(license PES N 55 adaiw! g VPN 9IPV6 groutin
Q> O 9N 2 2 g

AV,application control,ips,web Jis Lleztly dolidl jailasl! R : Security features -2

g 3 ¥ Jead ¥ ailaztl sda gfilter,email filter

Jerdds p gdra S full UTM Mie &l cewlid | fiis ] gfeatures set (p (asbiased! Jaoad (Sea g
(features) yailz! JS
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@ Dashboard > Feature Visibility
¥x Security Fabric » i
Core Features Security Features
lda FortiView >
4 Network N { @© Advanced Routing ] Feature Set: | Custom v
:_ — NGFW :
ﬂ o { D 1rve ] @ AntiVir .
Administrators ——— © Applica NGFW + ATP
i Switch Controller
Admin Profiles UTH
Firmware { © VPN ] @© DNSFil
Settings ® Email F| WF
HA Additional Features Custom
@ Endpoint Control
ST { ® Allow Unnamed Policies ]
Replacement Messages { B Explicit Proxy ]
) @ Certificates ]
{ { & Intrusion Prevention ]
Feature Visibility e { B DNS Database ]
Gt { (O Web Application Firewall ]
{ (® Domain & IP Reputation ]

B Policy & Objects > { @ Web Filter ]

& Security Profiles > { @ DosS Policy ]

S VPN 4 { B Fmail Crllartinn m ]

@ Dashboard > " Feature Visibility
N& Security Fabric > .
Core Features Security Features
e FortiView >
4 Network , [ © Advanced Routing ] Feature Set:| Full UTM -

Iﬁ System v [ D IPvé ] [ @© AntiVirus ]
Administrators [ e Cooer ] [ D Application Control ]
Admin Profiles -

Firmware [ © VPN ] [ (B DNS Filter ]
Settings [ @© Email Filter ]
HA Additional Features
[ @ Endpoint Control ]
SNMP .
I Allow Unnamed Policies
Replacement Messages [ @ Explicit Proxy ]
. & Certificates ]
FEHEHERG [ [ @ Intrusion Prevention ]
Feature Visibility T [ (B DNS Database ]
Certificates [ (O Web Application Firewall ]
) ) [ (» Domain & IP Reputation ]
B Policy & Objects > [ & Web Filter ]
& Security Profiles > [ @ DosS Policy ]
[m)
= VPN ? [ C® Email Collection ]
& User & Device > ( \
Ll Log & Report > Apply
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@ Dashboard > *  Feature Visibility
% Security Fabric > i
Core Features Security Features
s FortiView b
4 Network 5 [ @ Advanced Routing ] Feature Set:|_NGFW hd
& System v [ P 1Pv6 ] [ B AntiVirus }
Administrators . [@ Application Control J }
Admin Profiles Switeh Confroller
Firmware [ © VPN ] [ (I DNS Filter }
Settings [ (B Email Filter }
HA Additional Features
[ (® Endpoint Control }
SNMP -
® Allow Unnamed Policies
Replacement Messages [ B Explicit Proxy }
p @ Certificates [+] ]
FEATEERE [ I() Intrusion Prevention l }
Feature Visibility r [ 3 DNS Database ] :
Certificates [ (O Web Application Firewall }
[ (® Domain & IP Reputation ]
B Policy & Objects > [ B Web Filter }
& Security Profiles > [ @ DoS Policy ]
S VPN > [ v e - |

. features set=NGFW Jas| e

ADVANCE THREAT PROTECTION=ATP (cout > Lisll g

@ Dashboard > “| Feature Visibility
NX Security Fabric > ;

Core Features Security Features
I8 FortiView >

& Network > { @© Advanced Routing ] Feafure Set:

& o Y I 1 o)
Administrators { TS ] { (B Application Control ]
Admin Profiles S e
Firmware { @© VPN ] { C® DNS Filter ]
Settings { C® Email Filter ]
HA Additional Features

[() Endpoint Contrcﬂ ]
SRl { B Allow Unnamed Policies
Replacement Messages { D Explicit Proxy ]
. & Certificates
oitiGuand { { ® Intrusion Prevention ]
Feature Visibility 7 { (B DNS Database ]
Certificates (3 Web Application Firewall ]
{ (I Domain & IP Reputation ]

B Policy & Objects > @ Web Filter ]

& Security Profiles > { @ DoS Policy ]

2 VPN 4 { (B Fmiail Callactinn m

Lededas ¢1) ASadly w6l (e Ldadaty day o o LS g 2o Lt Jeadiny Jadd Lied Lia dus
o3 J Sl e Jg9 S

DNS @W‘Mf}.&smudnssewerd Jory Co G980 e Ja Mo s § old
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="= FortiGate VM64
& Dashboard
N4 Security Fabric
lba FortiView
< Network
£ System
Administrators
Admin Profiles
Firmware
Settings
HA
SNMP
Replacement Messages

FortiGuard

Feature Visibility s

Certificates
B Policy & Objects
8 Security Profiles

#& Dashboard >
¥& Security Fabric >
& FortiView >
b Network v

Interfaces

Packet Capture
SD-WAN
SD-WAN Rules
Performance SLA
Static Routes
Palicy Routes
RIP

OSPF

BGP

Multicast

A Coctam N

marfadi-vm

> ™ Feature Visibility

[ @ Advanced Routing

> [()IPvé

[ Switch Controller

[()VPN

Additional Features

[ O Allow Unnamed Policies

[ @ Certificates

| @JoNs Database

[ (B Domain & 1P Reputation

[ @ DoS Policy

> [ (O Email Collection

DNS Service on Interface

+ CreateNew | ¢ Edit @ Delete

] Feature Set: | Custom -
] [ @ AntiVirus ]
] [ @ Application Control ]
] [ @ DNS Filter ]

[ (® Email Filter ]

[ & Endpoint Control ]
|

[ B Explicit Proxy ]
|

[ & Intrusion Prevention ]
|

[ B Web Application Firewall ]
|

[ @© WebFilter ]
|
|

ol daild 2l ylas 4518 DNS Database Juds 3 peasd

Interface Mode
No matching entries found
DNS Database
+ CreateNew | ¢ Edit @ Delete
DNS Zone Domain Name Type

No matching entries found

View

sLisl 35 g4alls LeS DNS SERVER

DNS Filter

TTL (seconds) # of Entries

: Gty (ool 1) (J Revisions g ke

o8& J(configuration file ) ol LI deud Ladmy 2 931 Lo G (S 9l b deles (o 6 fee (P

.
. A
A
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= FortiGate VM64  marfadi-vm

FortiGate VM64
v6.2.3build1066 (GA)

Dashboard

System Information i~ | Licenses [i IR A Virtual Machine

Hostname marfadi-vm i
Top Usage LAN/DMZ @ FortiCare Support A FGVMEV License & System R
Allocated vCPU' [ packup l 5 Conﬁéuration '

Sranitly Serial Number FGVMEVD1FZOJRLDC © Firmware & General Updates

System Events Firmware v6.2.3build1066 (GA) © 1ps ) Restore & Change Password
& Security Fabric > || Mode NAT © Antivirus Allocated RAM
M FortiView > System Time Script:

! © WebFiltering 2 scrpts
¥ Network > || Uptime
FortiToken 0/0
& System > || wanip Unknown
B Policy & Objects >
@ Security Profiles > - : -
FortiGate Cloud i~ | | Security Fabric
2 VPN >
B User & Device > || Status @ NotSupported
ul Log & Report >
& Monitor >
Security Rating is unavailable when VM license is in

= FortiGate VM64  marfadi-vm @~ 0@ @ admin-
Dashboard ¥ | % Delete i Details [0 Diff 'O Revert
Sl ConfigID Username Date Comments
Security 6 admin 2020/01/3114:16:01 2:15PM
System Events 5 admin 2020/01/3113:16:08 admin2
Security Fabric NE admin 2020/01/3113:13:57 1:13PM
FortiView >
Network >
System >
Policy & Objects >
Security Profiles >
% Delete F Save Revision Checkpoint
4
~ 9 Comments Backup of EW cconfiguration on
3 build 1¢ 31-01-2020 at 2:20 PM

Cancel

i Cuz S9al) Je e Lundn w39 0lale Ml ool &b diewd Jos o3 oMlel 55 gually LeS

4L 85 geally LeS checkpointd dalaiw ¥l deloay p gdiu (¥
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= FortiGate VM64 ma

Dashtoard ¥ | % Delete | i Details ([0 Diff 'O Revert Save

et ConfiglD Username Date Comments
PR UL [ 6.2.3 build 1066 (4)

Security 7 admin 2020/01/3114:22:44 Backup of FW cconfiguration on 31-01-2020 at 2:20 PM
System Events 6 admin 2020/01/3114:16:01 2:15PM

Security Fabric 5 |3 admin 2020/01/3113:16:08 admin2

FortiView N 4 admin 2020/01/3113:13:57 1:13PM

Network >

System >

Policy & Objects >

Security Profiles >

VPN >

User & Device >

Log & Report >

Monitor >

= FortiGate VM64 marfadi-vm H 1 admin ~
-

Dashbess ¥ || % Delete || i Details | [T Diff Save

S ConfiglD Username Date Comments

Top Usage LAN/DMZ B 6.2.3 build 1066 (4)

Security 7 2020/01/31 14:22:44 Backup of FW cconfiguration on 31-01-2020 at 2:20 PM
System Events 6 aamin 2020/01/3114:16:01 15 P
Security Fabric NE] admin 2020/01/3113:16:08 admin2
Fortiview N 4 admin 2020/01/3113:13:57 1:13PM
Network >

System >

Policy & Objects >

Security Profiles >

VPN >

User & Device >

Log & Report >

Monitor >

FortiGate VM64 marfa

& Dashboard ¥ | % Delete | | i Details | [T Diff Save REontun
Slalee ConfigID Username Date N . L )
Top Usage LAN/DMZ = A Reverting to a system configuration revision will cause the
[=] 6.2.3 build 1066 (4) device to reboot. Are you sure you want to continue?
Security 7 admin 2020/01/31 14:22:44 Backup of
System Events 6 admin 2020/01/31 14:16:01 2:15PM Cancel
% Security Fabric . B admin 2020/01/31 13:16:08 admin2
4 admin 2020/01/31 13:13:57 1:13PM
lda FortiView >
& Network >
£ System >
X Policy & Objects >
& Security Profiles >
D VPN >
& User & Device >
Ll | og & Report >
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J> Joad of Eusey revisions dd o 1 ALY, ualal ol b dsewd da b el LS Jund¥l g

revision o Al dud Jeadl U515 o ol S sl audatud o Sls c 54l

Skl | eing/ ook 469 (+ 128 aial)



st (] 10 ittt

NTP server(Network time protocol) <

}«?&“'@}ﬁ‘gﬁy|bi§a}@ﬁ@aéi NTP server &J Joay cua 5941 fa Jamin o

| FOrtIView

< Network

|E sttem I

Administrators

Admin Profiles
Firmware
Settings
HA
SNMP
Replacement Messages
FortiGuard
Feature Visibility
Certificates
B Policy & Objects
& Security Profiles
O VPN
& User & Device
Ll Log & Report

%o

- S () g

2020/01/3117:13:37

Current system time

Time zone (GMT+3:00) Kuwait, Riyadh -
Set Time PTP Manual settings

Select server Custom @

Syncinterval 60 Minutes (1 - 1440)

Setup device as local NTP serve
| ™ portl i x

Listen on Interfaces

Administration Settings
HTTP port 80
HTTPS port 443
A Port conflicts with the SSL-VPN port setting
HTTPS server certificate E7 self-sign -
SSH port 22

Apply

ot it S A grnn Cux ) 9all (e Aia 1 Adlaill g Jull i ol oL uSTRL W 93
.4d.85 60 JS fortiguard ntp server 8 g g i) 9all e (e g Sl 9ol gl dial 3o

5 3 M Acloell aSidl dule Jguo 90 M dall sagportT dall e ntp serer Jeads pitw Cu>

@ Dashboard
Status w
Top Usage LAN/DMZ
Security
System Events

¥& Security Fabric

e FortiView

b Network

£ System

B Policy & Objects

& Security Profiles

O VPN

& User &Device

Ll Log & Report

& Monitor

D N R

Sob l | it/ k|

System Information iv

Hostname

Serial Number FGVMEVD1FZOJRLDC

@ Firmware & General Updates Allocated vCPUs 1/1
e s G ———
Mode NAT Time Source FortiGuard NTP Allocated RAM 1002 MiB/2 GiB
SystemTime |2020/01/31 17:18:15

© Web Filtering
Uptime 00:00:08:55

FortiToken 0/0
WAN IP Unknown

FortiGate Cloud i+ | Security Fabric AN Security Rating i~

Status @ Not Supported =h

port1 Jailly dlis gilll 8 32 s Jill 9 i ol a3 65 s 9 ASEIL

Licenses

Li BERGN Virtual Machine i~
A FGVMEV License

marfadi-vm @ FortiCare Support

(= marfadi-vm (Fabric Root)

Security Rating is unavailable when VM license is in
evaluation mode or when HTTPS is unavailable.
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e el B3 gually LeS il lue Yl Jadndl o3

@2l e 0 e 9a ntp server JI ol e ol ¥ biaiy o 945 481 0 32l e (0 3
Lo ) 9all portl 929192.168.2.20

& Date and Time

Configure Internet time settings:

Synchronize with an Internet time server

Server: | 192.168.2.20 v | updatenow ||

The clock was successfully synchronized with 192.168.2.20 on 1/31/2020 at
£:08 PM.

Ok | | Cancel Apply
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U FortiGate Network Design

22 FoRrmMARnARseEA.
CENTRALZED MANAGEMENT O FoRrmriCuent
- SECURE PC /MOBILE CLEENTS
S 2 FoAarAnALszZen.
CENTRALIZED REPORTING ‘ a
\\
p N
1 22 FamsmilliF. 7
. SECURE WIRELESS NETWORKS

2 FoRrmEAaTe.
MULTI-THREAT SECURITY

;’ CORPORNIE . — INTERNET
LN
>\ < L FoRTiGAaTE.
\: MULTI-THREAT SECURITY
i § WEB SERVERS @
voIP @
L

VOIP CALL MANAGER
EMAL SERVERS

(38l ddl>) ddledl Edge O 685 b gun e () 92!

R BT P ES RU | - COA [ PYCR o) IRW éi Y ‘3 O 650 S é)}é." QB oMe| 5y9alls LS
s F5 ¥ (e Aealall Slaze ! (o deds ) ASCET) oy M g2 4s¥ edge

Al ga gt sall il 53 b Jalls (S F¥) e 392l plel ol 5 b fo clia
J(LAN)as 11

" M_g}al‘ Al of DMZ (ol cayail | é&)ﬁ'@j@‘ ‘3

on ke Rinternet (2 WL AN Cowatd LaST e (59411 Aa o 9 4 9 jr0 Al (2 DMZI) E>
oS!

ol dalie 0955 o Lacs § 2lisT g deloel | A id! e Q1 O 8 pudl asds g o 8 DMZI! E>
(<o 5% s o 1) AS5adl 8 5 o Ll by o
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o &g gadl sda Sleds e bt Of Liasl Sas <o Y1 ge Ll Juas

. mail server ¢l Web server daus Jia

dsle 8 j>! o &n.’lﬂng‘j‘&bé}w;'}wW‘QSWLANM%J}}.&J‘J&@I@T
.Qgé;ﬁ.ﬂ Sﬂw@'&jﬁd}ww‘gyké%yj

ialasSh

G Joplall Cals O 85 ol s dandll Aaiedl i Lago i 1Y e La 8 giae (S 1 gued
il g ells s §I DMZ

Fe e goim Laglyca il gl uz g g 9 IS 5l 08 § 1 g B9 oty S 0 2l (o i

> (P92
Cp g
& 22 FoRmilliFL. p,
5% SECURE WIRELESS NETWORKS ) 4
7 . 2 FoRrmiEATe.

MULTI-THREAT SECURITY

[ CORPORATE )

i 38l /\w /<
DMZ 2
é WEB SERVERS
R&D voIP @

VOIP CALL MANAGER
SALES EMAIL SERVERS

INTERNET

AN o
N FoRriGAaTeE.
N MULTI-THREAT SECURITY

VPNII 8 o (e i 13Y1 e (s e (nio gie (e ! S

o bu| 9 Al pr K g oy aa (o g1 (e a0l ey Cu
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28 Femll e oSl O palaianl G 5 1 A9 092 90 ¥ o Jabige Jiz g o Lias|
sl e g5k o gy ol SIS (o ali g 16 gt 1 S L 0 92 sl e (5 94!

SIRIRY

ICcCuenT

2 ForrmEAaTe.
MULTE-THREAT SECURITY

I N
[ CORPORATE ‘

>\LAN

|
? @ a@ .

— INTERNET

VOIP CALL MANAGER
EMAIL SERVERS

Advice administration

Lo gt golslael oo ded (Sl g o> o9l e po Joladdl G o

2! ¥l NS (e S5 05 6 S5 mivaie 2hhud O 955 O emst Web GUI(http https) -1

sl ol co éb,é." oS ae Juladd! oL Lea: CLI(console,Telnet,ssh,GUI widget) -2

s 4l & ll gu>l command line

Ot i 3398l o s puitty e gl el 35 550 J S S a5 sconsole — A
(3 Jall oda plusiwl oi el qu¥l B fe i o Go) o Gogall @l JI zlimile
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O ¢l o 5980 gl Wasl g5 putty Jie el p 26 Cuex i) 9adl JI J 951 oy stelnet -B
Al

O ¢l o o9l gl Aol s putty Jie mabi p 2o Cu i) 9adl JI J 95l oy 2 SSH-C

o il Y Llal 381 iST gtelnet ! uds gpian o ASEIL

Basic options for your PuTTY session

b Loggng Specify the destination you want to connect to
i Host Name (or IP address) Port
- Keyboard T -
Bell | ik 22
- Features Connection boe.
- Window © Raw © Riogn @
- Appearance ;
Behaviour Load, save or delete a stored session

Saved Sessions

Default Settings

Close window on exit:

() Aways () Never (@ Onlyon clean ext
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Service Ports for Administrative access can be customized
» Only using secure access methods is recommended |

[T —

¥ e way ¥l putty I mali p g telnet o ssh el g cua o 9all J1 J guo o1 i€y Wrdlas D

Set allowaccess ssh telent

el Jguo ol 51 L 59800 polidl ASadl & ST
< 8Lal 8 sually LeS GUI (o Ldl J g40 8l1 iy CMD Jia ¢ 9w 4iilit: GUI Widget — D

™= FortiGate VMé4 marfadi-vm Q- >~ I O Le 1 admin ~
- .

# Dashboard v . CLI Console CLiConsole g & iy x
Status b4

marfadi-vm
Top Usage LAN/DMZ
securtty FGVMEVD1FZOJRLDC E
T v6.2.3 build1066 (GA) 1ps
X Security Fabric AT AntiVirus
M FortiView 2020
. Web Filtering
Network
& System Unknown

B Policy & Objects
8 Security Profiles
2 VPN

& User & Device Not Supported
ul Log & Report
% Monitor

vV v v v v v v v v

marfadi-vm (F3
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. Gy ouls ) 0y (S J ool i ) (5 ity oy iyl

=" m FortiGate VMé64 marfadi-vm
-mw

@ Dashboard > 0  System Settings

¥& Security Fabric > e .
Administration Settings

s FortiView >
HTTP port

& Network > po

|of5ren ] -]

Administrators A Port conflicts with the SSL-VPN port setting

Admin Profiles

Firmware HTTPS server certificate ¥ self-sign -
Settings o SSH port 22
HA Telnet port 23
SNMP Idle timeout Minutes (1 - 480)
Replacement Messages Allow concurrent sessions @ @©
FortiGuard
Feature Visibility WiFi Settings
Certificates WiFi certificate ¥ Fortinet_Factory hd
B Policy & Objects 5 WiFi CA certificate | Fortinet_CA -

& Security Profiles >

g https:443 e &5 gl plé ) puds a8 oMel ) gt s Ayl 1YW 5 gl Ee
Yo 4433 JI 4l g

U LS &y 9l i 985 O s e (941 1 J 95l e 10
192.168.2.20:4433
w1382 g

Loy 9 33l8a 5 49 ye s logout Jes (e a5 9all 1ty Ao il sda:5= idle timeout s

cOle¥l e g 9iS 6 1 0 g0 55 gueledl g i 3 el JLsoly 3 gl g3

Device administration
83l Jos gdan Jaladll g )94l Jesull Sleado ol ! el ¥l : Administrator
:p administrator 3/ ¢ | i1 g $ =l
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JkdS ‘53 Oods S o gall S e Sl Mo 4 g ga: (super admin) Full admin
Leose| 4ty (pais > ddle Sl Do dyud gddl administrator Il ¢ g ¢ 9a: Profadmin -2
(SVD) single virtual domain

AU Loty ?351 G dauzme b Mo I J g4 9lI: Custom profile -3

Full access Custom access Full access within
a single virtual
domain
super_admin custom prof_admin

profile profile profile

w Ledl s oMol administratord! gu>Ylaslash a 981 I alae¥l 2 2 Admin profile

-administratorl Ladydz=s i Q1 ( read,write,none) cslesdall & : Permission

: dyd> administrator ¢La&d| 44 b

& Dashboard > New Administrator
N& Security Fabric > .
)
- Fortivi . Username M & FortiToken Cloud
ortiview Type | Local User i3 FortiToken Cloud Dashboard (£
+ Network >
Match a user ona remote server group @ Documentation
Match all users in a remote server group . -
Administrators Use public key infrastructure (PKI) group 2 \C/)irt:l‘ér‘;eTiteclﬁia% =
Admin Profiles Password b @
. Confirm Password e @
Firmware
Write a col 2
Settings Comments Vrite a comment. 07255
HA Administrator Profile b
Email Address \QS&?I:M—I + Create
SNMP N
admin_no_access &
Replacement Messages B SMs prof_admin
FortiGuard super_admin
Feature Visibility @ Two-factor Authent] super_admin_readonly
Certificates (B Restrict login to trusted hosts
B Policy & Objects »
(@ Restrict admin to guest account provisioning only
@ Security Profiles >
0 VPN >
e e . Cancel
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sues o o Lyl g dd 35 gl agoises @3 glocal user de i ghosam ga administratord! g

. oel Lali S3 LS ¢ 1 g3¥l (gumbly 35 940! | J administrator profile

ey U3 gcustom profile ¥4 ¢Lad! elile izeid custom profile jauasiy podi il w5 of Cu>

slial b)}‘a."

@ Dashboard > New Admin Profile
N4 Security Fabric > Name SHOW ONLY
s FortiView > Comments 0255
+ Network >
Access Permissions
|ﬁ System v
Administrators Access Control Permissions Set All~
Admin Profiles T
Security Fabric @ None ¥ Read/Write
Firmware
Settings FortiView @ None ¥ Read/Write
HA
User & Device @ None ¥ Read/Write
SNMP
Replacement Messages Firewall @ None ¥ Read/Write & Custom
FortiGuard
Log & Report @ None ¥ Read/Write & Custom
Feature Visibility
Certificates Network @ None ¥ Read/Write & Custom
B Policy & Objects >
System @ None ¥ Read/Write & Custom
& Security Profiles >
O VPN > Security Profile @ None ¥ Read/Write & Custom
& User &Device > L P IS -1
< g (SI( el 1) e LS 5 e kads sel 3l il Mo ddgshow_only ga Jslé g Al P LIPE

w oMel 8 g1alls LS Lalas Jalas|

259l Ll ydas o aaladl sda ol Labias none ! 4o du
Lple Jovaddl cliSlos Yo ladsd oel jall: read o

walalad de Jsoadl cliSay: read/write g
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="= FortiGate VM64 marfadi-vm
-

~
@& Dashboard 4 + CreateNew | ¢ Edit W Delete | Search ‘ Q ‘
¥ Security Fabric >

Profile Name Comments
& FortiView >

4 Network , | [sHow oy -<= 0

prof_admin 0

super_admin 2

Admin Profiles hod

Firmware

Settings

HA

SNMP

Replacement Messages
FortiGuard

Feature Visibility

Certificates
B Policy & Objects >
& Security Profiles >

s a)&si 5)}44."9 LoSaMglébﬁ Qy‘ Ln,g..d..\:'ﬁ
slisl 85 g4alls LaS hosam 3 gl show_only Mie cewlid! Jsld o Il cguzes LiSlay ¥

& Dashboard > 7 New Administrator

NA Security Fabric >

Username &
b FortiView > : |
Type Local User Bl
% Network >
Match a user on a remote server group @
£ System e Match all users in a remote server group
Administrators Use public key infrastructure (PKI) group :
Admin Profiles Password hd |®
Fi Confirm Password vee |@;
irmware
Settings Comments Write a comment... orzss
- Administrator Profile | SHOW_ONLY -
Email Address
SNMP

Replacement Messages D SMS

FortiGuard

Feature Visibility (@ Two-factor Authentication

Certificates (P Restrict login to trusted hosts
B Policy & Objects >
(P Restrict admin to guest account provisioning only
& Security Profiles >
O VPN > r_
OK Cancel
& User & Device >
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FortiGate VM64 marfadi-vm a- »

5
# Edit| @ Delete | | | Search a]

@ Dashboard

¥ Security Fabric >

& Fortivi Name Trusted Hosts Profile Type Two-factor Authentication
ortiView >
 Network N [E] System Administrator @

& admin super_admin Local © Disabled

£ System

Local © Disabled

Administrators

Admin Profiles

Firmware
Settings
HA
SNMP

Replacement Messages

FortiGuard

Feature Visibility

Certificates
B Policy & Objects >
& Caruribu Drnfilac 5

..Qb}jg_ZLQJJ.\;ﬁbM&iSJ}pJQLAS

Lasleo sLLadT gl 55 9ult IS (o s (35 9l S o guo W)

A Your session has expired.

hosam
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@& Dashboard > | Search | Q ‘
% Security Fabric >

Name Trusted Hosts Profile Type Two-factor Authentication
b FortiView >

4 Network N [=] System Administrator @

|¢ System « | & hosam SHOW_ONLY Local © Disabled

Admin Profiles
Add Favorite

Settings
HA
SNMP

Replacement Messages

FortiGuard

Feature Visibility

Certificates
I Policy & Objects >
& Security Profiles >
0 VPN >
& |lcar & Navira >

ortiGate VM64 marfadi-vim

& Dashboard > ‘ Search | a ‘
SR Security Fabric >
Name Comments Ref.
i FortiView >
& Network N m Web-sites 0
# System o [N default Default web filtering. o
B Policy & Objects > m monitor-all Monitor and log all visited URLs, flow-based. 0
| & security Proites v | A wifi-default Default configuration for offloading WIF traffic. 1
AntiVirus
Web Filter w
DNS Filter

Application Control
Intrusion Prevention

S5L/55H Inspection

Web Rating Overrides

= m FortiGate VM64 marfadi-vm Q- » 3 O A

-_mw
’ [® \ ]| Search
>

& Dashboard

a

N& Security Fabric

Profile Name Comments Ref.
s FortiView >
o Network SHOW_ONLY .
£ System prof_admin .
Administrators super_admin 5

Admin Profiles

Settings

HA

SNMP

Replacement Messages
FortiGuard

Feature Visibility

Certificates
B Policy & Objects >
& Securitv Profiles >

wo Jaadd! 35 9l 1 (Sag Fgread only (£ ) gell e laLAS oL LasXh

security Jie Slalid! (any dic clas| 03 Coo Yasser-it puoly duda Jald g Lddls p 9d5 <8 gu
. fortiView gfabric

:abial ) gally LeS Lsany panases g SLALAT jaay read/write desdho dydzs o3 LeS
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@ Dashboard » | Mew Admin Profile
e o i -
XX Security Fabric | Name | Yasser—lﬂ |
b FortiVview * | Comments | | s
+f Metwork ¥
¥ System + | Access Permissions
Administrators .
Access Control Permissions | Set All ~
Admin Profiles I
Firmware Security Fabric m @ Read ¢ Read/Write
Settings
FortiView m @ Read & Read/Write
HA

SMMP User & Device @ Mone @ Read W CEL RN

Replacement Messages

Firewall @ Mone @ Read W0 CE ## Custom
FortiGuard
Feature Visibility Log & Report @ Mone @ Read WEMEEELAVINON 4 Custom
Certificates -
Metwork @ Mone | @ Read PgBELRWAEN & Custom
B Policy & Objects »
8 Ssecurity Profiles > System @ Mone | @ Read PgBELRWAEN & Custom
0 vPM ¥
Security Profile @ None  ® Read & Read/Write
& User & Device >
[l Log & Repart 3 Antivirus @ Mone | @ Read [ g:EEN NN
Monitor H
*® IPs m @ Read | # Read/Write
wWeh Filter @ Mone | @ Read m
Eh bEl'_l.lrIt\_.f Fabric >
W FortiView 3 Antivirus @ Mone | ® Read [ al==Eh Yy
MNetwork ¥ .
+ IPS EIES @ read £ Readwrite
£ System v

Administratars Web Filter @ Mone | ® Read =Ly lH1T=
Admin Profiles N .
T e Email Filter @ Mone | ® Read B0 HL=

Firmware

Settings Data Loss Prevention m @ Read # Read/Write
Application Control @ Mone | ® Read W= AL ML=

SHMP

Replacement Messages ICAP @ Read # Read/Write

FortiGuard ViolP @ Read # Read/Write

Feature Visibility

Web Application Firewall & Read | # Read/\Write

Certificates
& Policy & Objects ’ DN Filter @ Read | & Read/Write
& Security Profiles b
o VPN 3 Endpoint Control Read & Read/Write
& User &Device RRYY ® Read | # Read/Write
il Log & Report »
& Monitor 3 WA Opt & Cache @ Read | # Read/\Write

WiFi & Switch & Read | # Read/\Write

®

i
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FortiGate VMé4

marfadi-vm

@ Dashboard > || # CreateNew | # Edit @ Search ‘ Q |
$X Security Fabric 3
Profile Name Comments
M FortiView >
SHOW_OMNLY 1
o Metwork
o
£} System bd
Administrators prof_admin 0
super_admin 2

Admin Profiles

Firmware

Settings

HA

SNMP

Replacement Messages
FortiGuard

Feature Visibility

Certificates
B Policy & Objects >
& Securitv Profiles >
it Jsldg Ml i 9 Mie L g eLddls a gdiws Y
- Yasser-it JsLd g | af suses g Mia Yasser puls 33 92 ¢Lddls p 9liss &
@& Dashboard > Mew Administrator
& Security Fabric > & FortiToken Cloud
. Fortivi N Username
oruiew Type £ FortiToken Cloud Dashboard (7
b Network ’ Match a user on a remote server group @ -
- D tati

& System b Match all users in 2 remote server group SeumenEsten

il Use public key infrastructure (PKI) group ﬂ e_':'“e_[Hte‘D_ Iri’l -

ideo Tutorials (4

Admin Profiles Password ‘ bl ‘Q

Eanraae Confirm Password ‘ was ‘@

Settings Comments Write a comment. /255

— Administrator Profile IYasser—lt :] '|

Email Address
SMNMP |
Replacement Messages B sMms

FortiGuard

Feature Visibility (B Two-factor Authentication

Certificates (B Restrict login to trusted hasts
B Policy & Objects > —
@ Restrict admin to guest account provisioning only

@ Security Profiles >

0 ven >

& User & Device > OK Cancel
il Log & Report 3

@& Monitor >

FortiGate VMé4
@ Dashboard ’ # Edit | & Delete | Search ‘ Q |
¥ Security Fabric >
Name Trusted Hosts Profile Type Two-factor Authenti
I FortiView >
o P
£ System . & admin super_admin Local @ Disabled
hosam SHOW_ONLY Local @ Disabled
Admin Profiles I yasser Yasser-it Local I © Disabled
Firmware
Settings
HA
SNMP

Replacement Messages
FortiGuard

Feature Visibility
Certificates

B Policy & Objects >
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yasser

- Yasser-it Jald g lls Lasutoes o3 (1 SLALA g sl Sally 55 96l 1hid J g3l s

daade v
Ol (1o dd ud 1148 Jads a8 &40 vpn connection J &l Mo I & 685 oL (AR )93 Jaad (Sae
v Jlee M pamass Jory cead g HLe¥ll 6 g cad )Ll e g Lele Jums g il Nall S midy

* Trusted hosts & L)

ann Q-

= _m FortiGate VM64 marfadi-vm

@ Dashboard ’ # Edit W Delete |Sea'd“ ‘ Q ‘
N& Security Fabric >
Name Trusted Hosts Profile Type Two-factor Authentication
e FortiView »
 Netwark N [E] System Administrator €

& System . | & admin super_admin Local Q) Disabled
w hosam SHOW_ONLY Local © Disabled
Admin Profiles yasser Yasser-it Local © Disabled
Firmware
Settings
HA
SNMP
Replacement Messages
FortiGuard
Feature Visibility
Certificates

B Policy & Objects >
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= _m FortiGate VM64 marfadi-vm

@ Dashboard »  Edit Administrator

N% Security Fabric » &
Username Yasser & Change Password

I FortiView

Type

b
b Network Match a user on a remote server group

£+ System ™ Match all users in a remote server group
Use public key infrastructure (PKI) group

- B

Admin Profiles Comments Write a comment... s
Firmware Administrator Profile | Yasser-it -
Sattings Email Address
HA
» 5M5
SNMP

Replacement Messages » Two-factor Authentication

FortiGuard @Restri ct login to trusted hosts

Feature Visibility TrustedHost 1 [[192.168.2.140/32 ]
Certificates o
B Policy & Objects »
& Security Profiles ? (® Restrict admin to guest account provisioning only
O VPN >
& User & Device p OK Cancel

G o e Yl S (J59all J g5 iSlay ¥ L Yasser | ) gl dedty @8 slias feiell lia
oS 9odd ASLAIL guie (rae Je> duo | Mia(4ed B¢ ga 1) divna 8 3>
Jer sl ooz Sr9all 31 J93 s g5l ia Jsl> o Gus 255.255.255.255/192.168.2.140

= = FortiGate VMé4  marfadi-vm

@ Dashboard ’ # Edit W Delete Search Q

& Security Fabric >

e, FortiVi N Name Trusted Hosts Profile Type Two-factor Authenticat
v R
£ System . | & admin super_admin Local © Disabled

Administrators hosam SHOW_ONLY Local © Disabled

Admin Profiles | vasser 192.168.2.140/32 Yasser-it Local 1 O Disabled

Firmware

Settings

HA

SNMP

Replacement Messages

O Olgde 192.168.2.140 Lol o ¥l cusn 3 9all I J g5l audatan o Vasser 3 gall oof

w3 guldlg e gl 49l

192.168.2.140 M Yo IO o0 sz 3390l J1 J g3l Liod
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-

iy Dashboard

| Network
Interfaces
Packet Capture
SD-WAN
SD-WAN Rules
Performance SLA
Static Routes
Policy Routes
RIP
OSPF
BGP
Multicast

K Policy & Objects

B Security Profiles

FortiGate VMé64 marfadi-vm

i FortiGateVM64 1 3 5 7 ¢
- (] [ ] [
54 I" ) [ i

2 4 6 3 10

# Edit i Delete ‘ Search ‘ Q ‘ [ GroupBy Type~

Name + Type Members IP/Netmask Administrative Access DHCP Clients DHCP Ranges
[Z] ® Physical Interface 4
. port1 [ Physical Interface 192.168.2.20/255.255.2550  PING
HTTPS
S5H
HTTP
TELNET
™ portl0 [® Physical Interface 0.0.0.0/0.0.0.0
™ portd [# Physical Interface 0.0.0.0/0.0.0.0
’ ™ port5 [ Physical Interface 0.0.0.0/0.0.0.0
’ W norté @l Phvsiral Interface aonoo/mnonn

4y ¥ Yasser ) gl o8 192.168.2.140 (ye ¥y 192.168.2.160 JI Jxd| gl pudis o 5l

Sob l | it/ k|

w Ommio 3 guld g o 53 9l ol (0 o I e S5 9ad1 JI J g5

Internet Protocol Version 4 (TCP/IPv4) Properties E

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192,188 . 2 . 160
Subnet mask: 255 . 255,255, 0
Default gateway: 182 . 168 . 2 . 20

Obtain DMS server address automatically
(®) Use the following DMS server addresses:

Preferred DMS server: 8 .8 .8 .8

Alternate DMNS server: 8 .8 .4 .4

[ validate settings upon exit Advanced

Ganca

@ Authentication failure

Username

Lia dlsaall z glgll lily Lial juul JLaill s
jall ple 2B )] da,e

1
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Interface ip address +*
AW 8 gially LeS o i) 9all daylillinterfaces JI ae Jalazll

S ) 9all Jxt interfaces JI S 2l ylay So>

8 FortiView > ‘ 1] HEEE ‘
2458 10
% Network v
Interfaces b # Edit || @ Delete | | [ Search Q Group By Type -
DNS
Name = Type Members IP/Ni k Administrative Access DHCP Clients DHCP Ranges Ref.
Packet Capture T BT e
SD-WAN HTTPS
SD-WAN Rules SsH
HTTP
Performance SLA TELNET
Static Routes port10 Physical Interface 0.0.0.0/0.0.0.0 0
RoRCYRouLES port4 Physical Interface 0.0.0.0/0000 0
P ports Physical Interface 0.0.00/00.00 0
OSPE _porté, Physical Interface 0.0.0.0/0.0.0.0 0
BGP
port? Physical Interface 0.0.0.0/0.0.00 0
Multicast _
port8 Physical Interface 0.0.0.0/0.0.0.0 0
£# System > _
port9 Physical Interface 0.0.0.0/0.0.0.0 0
B Policy & Objects >
N WAN (port2) Physical Interface 192.168.1.60/255.255.255.0 PING 2
& Security Profiles >
HTTPS
SO VPN > “, o
& User &Device > WAN2 (port3) B Physical Interface 192.168.35.60/255.255.2550  pING 0
Il Log & Report > HTTPS
HTTP

A .o

.. (administrative access)4d! J g0 ¢}l 4 o g ¥l 94 giginterfaces JI el zus g1y e
oo 5 LS elawe¥l el e Jiadd! (Sas g port o interfacesd] deed gty vin Jl § Eos

. dmz g wan2 gwan1 gl internal daw! 095 Adzll )9all Jezm Lol

JSCETL LeS & 988 (o5 45 dele ,aus Lsld port1 (St g cnae interface ilsluel bags i Leiad
Jud!
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@ Dashboard > " EditInterface

N4 Security Fabric > Name

i FortiView > Alias :]

+ Network v Type ™ Physical Interface
Interfaces Role @ Undefined - !
DNS
Packet Capture Address ll
SD-WAN Addressing mode DHCP
SD-WAN Rules IP/Netmask 192.168.2.20/255.255.255.0 j I
Performance SLA Secondary IP address Oy
Static Routes

Administrative access
Policy Routes

1Pw4 HTTPS HTTP PING
RiE [J FMG-Access B3 55H [J SNMP
OSPF TELNET OFM (J RADIUS Accounting
Security Fabric
BGP
. Connection €
Multicast Receive LLDP @  [IEROE NN ] Enable | Disable
£ System k¢ Transmit LLDP €@ RUEAYSeIYETSSii=8 Enable  Disable
B Policy & Objects 3
& Security Profiles 3 (O DHCP Server
D veN ’ Network
& User & Device b
Device detection @ OB
il Log & Report >

sdzmig lant Mie daidl e e 425 ) W 5 el gl alias d Joe Saagport ga interfaced! el
manual or dhcp Ja interfacel) (g ¥ ((yead) dpuses 44, o

dhep & 686 wandd el manual & ¢S5 land| ‘3 Jady S

https http ping telnet ssh & Jo ¢ interface i eMle 85 guadly LeS J guo ol 4 o sl JaM

ortiGate VMé4 marfadi-vm

@ Dashboard > A
. i FortiGateVMé4 1 3 5 7 ¢
¥4 Security Fabric > LECEE
| FortiView > I" N
246 810
+ Network v
Interfaces w & Edit | T Delete Search Q Group By Type
DNS
Name = Type Members IP/Netmask Administrative Access DHCP Clients DHCP Ranges Ref.
Packet Capture
Physical Interface €MD)
O 2 8 Phy: [10]
SD-WAN Rules B LAN1(port1)  ® Physical Interface 192.168.2.20/255.255.2550  PING 1
HTTPS
Performance SLA S8H
Static Routes HTTP
TELNET 4
Policy Routes s
e port10 Physical Interface 0.0.0.0/0.0.00 0
OSPF _port4 ® Physical Interface 0.0.0.0/0.0.0.0 0
BGP port5 Physical Interface 0.0.0.0/0.0.00 0
Multicast porté Physical Interface 0.0.0.0/0.0.0.0 0
£ System > port7 Physical Interface 0.0.0.0/00.00 0
R Dolicy & Ohiscte > ® nortd ® Phvsical Inferface 0.0.0.0/0.0.0.0 0

J g ol LliSlas Ea> qul oo 31 interfaced! sllac| s 5 Al § o8 secondary ip address jus Ll

e ! gL 4!
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b Dashboard > EditInterface
% Security Fabric > "
Nome B LAN1(port1) FortiGate
4 FortiView >
Alias [ LaN1 |
* Network ~
Type [® Physical Interface Status
Role @ | Undefined - <
DNS
MAC address
Packet Capture AP 00:0c:29:1a:58:9¢
SD-WAN .
Addressing mode (® Documentation
EgANRIIES IP/Netmask [ 192.168.2.20/255.255.255.0 & OnlineHelp &
) S =
Performance SLA Secondary IPaddress@ M Video Tutorials (4
Static Routes
& Edit W Delete ‘ | Search | Q |
Policy Routes
RIP IP/Netmask = | Administrative access —
OSPF
BGP No results
Multicast
F System >
& Policy & Objects > Administrative access
I Security Profiles > \Pva HTTPS HTTP PING
1VPN (J FMG-Access SS5H [ SNMP
\ User & Device TELN.ET . OF™M [ RADIUS Accounting
n Security Fabr_ll:

& Dashboard Edit Secondary IP
4 Security Fabric
I8 FortiView

+ Network

IP/Netmask I 10.0.0.20/255.255.255.0 I

Administrative Access HTTPS HTTP PING
[ FMG-Access [ ssH [ sNmP
O TELNET O FT™ [ RADIUS Accounting
O Security Fabric
Connection @

DNS
Packet Capture

SD-WAN
SD-WAN Rules

Cancel

Performance SLA

Static Routes

Policy Routes

RIP

OSPF

BGP

Multicast
£+ System
B Policy & Objects
& Security Profiles
O VPN
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o= FortiGate VM64 marfadi-vm

@ Dashboard » | Edit Interface
S% Security Fabric 3
Name LAN1 (port1)
I FortiView > P —
&N n Alias LANL
etworl hd
Type Physical Interface
Interfaces W
Role @ Undefined -
DNS
Packet Capture .
L Addressing mode m DHCP
il IP/Netmask 192.168.2.20/255.255.255.0
Performance SLA Secondary IP address @O
Static Routes

& Edit W Delete Search Q

Policy Routes

RIP IP/Netmask Administrative access
QSPF 10.0.0.20/255.255.255.0 PING,HTTR, HTTPS
BGP
Multicast
£ System 3
® Policy & Objects ? Administrative access
& Security Profiles ’ IPv4 HTTPS HTTP PING
O VPN > O FMG-Access SSH J SNMP
& User & Device 5 TELNET OFTM [J RADIUS Accounting

Leaglant wwdlinterfacell gul 2 Lo muo! dus

10.0.0.20 9192.168.2.20

ol (e o] qul ASad! & ST 6,das9192.168.2.140 cddSI! > e J g5l o 9ds G
10.0.0.140 s s !
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Ethernet0 Properties

IP Settings | pNS WINS

SEAILTT INELWLTE WUTINECLan

=~ I

IP addresses

IP address

192.168.2. 140
10.0.0.140

Subnet mask

255.255.255.0
255.255.255.0

Default gateways:

Gateway
192.168.2.20

Automatic metric

Inkerface metric:

& Dashboard

~& Security Fabric

s FortiView

+ Network
Interfaces
DNS
Packet Capture
SD-WAN
SD-WAN Rules
Performance SLA
Static Routes
Policy Routes
RIP
OSPF
BGP

Skl et/ o]

i |[ 2

System Information
Hostname marfadi-vm

Serfal Number FGVMEVD1FZOJRLDC

Firmware v6.2.3 build1066 (GA)

Mode NAT

System Time 202

Uptime

WAN IP Unknown
FortiGate Cloud

Status @ Not Supported

> | |Licenses [i B A
@ FortiCare Support
© Firmware & General Updates
Sps
© AntiVirus
© Web Filtering

FortiToken 0/0

~ | |Security Fabric

fl

=5

[= marfadi-vm (Fabric Root)

Q- >

Virtual Machin

A FGVMEY License

Allocated vCPUs

Allocated RAM

1002 MiB/ 2 GiB

Security Rating i~

ol (eds 10.0.0.20 ool e 55l I J g3l LiSas oMol 55 guall LeS

469 (< 151 4adall



st (] 10 ittt
sagdhcp server (pa (¥l da b dlaziw Lild wan & dlazi gHlinterface JI § L

o391 (0 ] 1 8151 A9 o a3l 1 ol ol s utd s (p511) 50,
static ip dazs a 943 O

VASA
s Security Fabric N Name L WAN (port) |
s FortiView N Alias WAN
T ™ Physical Interface
« Network v vpe i
Role €@ I VWAN b I
Interfaces vr
DNS Estimated bandwidth @ | 0 kbps Upstream
0 kbps Downstream
Packet Capture
SD-WAN Address
SD-WAN Rules Addressing mode Manual jblgled
Performance SLA Retrieve default gateway from server@
Static Routes Distance 5
Policy Routes Qverride internal DNS O
RIP
OSPE Administrative access
BGP I1Pvd HTTPS HTTP PING
() FMG-Access (JSsH [JSNMP
Multicast : ;
OFT™ () RADIUS Accounting (] SScurity Fabric
Connection
Q Sy’StE.‘ITI > ——
B Policy & Objects X Receive LLDP @ | Use VDOM Setting Disable
Transmit LLDP €@ RVERYBI VBRI Enable Disable
& Security Profiles >

&

dhcp server J)s (e O 85w port2 &) gl ¥l (read Ol cyitoes o3

Interfaces w & Edit @ Delete Search Q [ GroupBy Ty

DNS

Name # Type Members IP/Netmask Administrative Access DHCP Clients DHCP Ra
Packet Capture
TELNET
SD-WAN M port10 1 Physical Interface 0.0.0.0/0.0.00
SD-WAN Rules i port4 [ Physical Interface 0.0.0.0/0.0.00
Performance SLA i port5 [ Physical Interface 0.0.0.0/0.0.0.0
Static Routes ™ porté [ Physical Interface 0.0.0.0/0.0.0.0
Policy Routes i port7 1 Physical Interface 0.0.0.0/0.0.0.0
P W ports # Physical Interface 0.0.0.0/0.0.00
OSPF
™ port? ® Physical Interface 0.0.0.0/0.0.0.0
BGP
[ WAN (port2) [ Physical Interface 192.168.1.102/255.255.255.0  PING
Multicast HTTPS
£ System > Ll
B Policy & Objects 5 M WAN2 (port3) [ Physical Interface 192.168.35.60/255.255.255.0  PING
HTTPS
Security Profiles >
a ty HTTP

100% 10 | Updated: 14:57:00 &

! § o peladl(pa5h1) 55,01 (e 192.168.1.102 (¥l ds @3 olel 5 gually LeS

1 \/DNI

.secondary ip address duols e S iz Y als dhcp > ‘3:%)&
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o (ool bt
Static route(default gateway)(static gateway) **

(o B e Juams)s 531 J1 allay gz G35l S Jand B fo

P Y e o o 9adl e s o wu i 13U
dldge gl e L 48 Cua 5 9all E 9ld duls ) Al ayl gl 98 o (5901 (¥ — 1
caa ¥ 3 glio g oo sl Mha}eﬁw.\g{lﬁ;ﬁjﬂﬂ

sde Gogall e Caumdl e ham ST eo Bl Lol g0 0% of com > Gogdll 1> -3

AVJ! (pe S bl wel 98 Souzes adaiug Vo fun ¥l pums o )58l (S W o Ll O gd
&l... gWeb filtering g IPS 9

o 20 591 J1 (lan) aeds ludl 288! oo SLLed! den g5 delas (A static route § o Sl

.DHCP (o dsly dlazes of 59 1 iy uedi (oo wan | a,s.l‘éwa,asyj

(Sebi | it/ o] 469 (+ 153 daial)
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== FortiGate VM64 marfadi-vm

& Dashboard > ™ EditInterface
¥4 Security Fabric >
Name B WAN (port2)
s FortiView »
Alias | waN |
+ Network w — -
Type Physical Interface
Interfaces 1w
Role © | WAN -
DNS
Estimated bandwidth @ | 0 | kbps Upstream
Packet Capture
| 0 | kbps Downstream
SD-WAN
SD-WAN Rules Address
Performance SLA Addressing mode m DHCP
Static Routes IP/Netmask | 192.168.1.60/255.255.255.0
Policy Routes Secondary IP address (B
RIP
OSPE Administrative access
BGP 1Py4 HTTPS HTTP PING
Multicast () PMG-Access ssH D::Mi Fabri
. curity Fabric
£ System > OF™ O RADIUS Accounting O Connection @
® Policy & Objects ; Receive LLDP @ | Use VDOM Setting Disable
& Security Profiles 3 Transmit LLDP @ (UEERUN el ETSaili: 8 Enable | Disable
O VPN >

Traffic Shaping
& User & Device >

Omithannd shaning nrofile T

fortiguard dlada 0955 ol 331 S o o Jb Cu ) 9all dnsdl Silolael (e Jadd Sl o

DNS
= FortiGate VMé64 marfadi-vm
@ Dashboard > ™ DNS Settings
N Security Fabric >

DMS Servers Use FortiGuard Servers R0y
I FortiView »

Primary DNS Server 208.91.112.53
I + Network v

Secondary DNS Server | 208.91.112.52

Interfaces
. Local Domain Name |
DNS w
[+]

Packet Capture DNS over TLS € Enable Enforce
SD-WAN
SD-WAN Rules
Performance SLA
Static Routes

Policy Routes

RIP

O5PF

BGP

Multicast
£ System b
B Policy & Objects »
& Security Profiles 3

R YL N

Apply
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FortiGate VM&4 marfadi-vm

& Dashboard >~

Nk Security Fabric >
I FortiView >
[rerrra—

Interfaces

DNS

Packet Capture

SD-WAN

SD-WAN Rules

Performance SLA

Static Routes

Policy Routes
RIP

OSPF

BGP
Multicast

= = FortiGate VMé4 marfadi-vm

T
@ Dashboard >
%X Security Fabric >
Ie FortiView >

) -

Interfaces

. ¢ cax

static routed! iy p 9d5 O cums | 45

Edit Static Route

Destination @

M Internet Service

0.0.0.0/0.0.0.0
Gateway Address 192.168.1.1
Interface WAN (port2) )

Administrative Distance €@ | 10 ‘

‘Write a comment... a/2s5
@ Disabled

Comments

Status

B Advanced Options

Cancel

W Clone  © Delete Search ‘ Q |

Destination Gateway IP Interface Status Comments

© Enabled

192.168.1.1

DNS

Packet Capture
SD-WAN
SD-WAN Rules
Performance SLA

Static Routes

Policy Routes

RIP

OSPF

BGP

Multicast
£ System >
B Policy & Objects >
@ Securitv Profiles >

static route ¢Lédls Liad Eo>

F JUI oy Liod ugs

Jaill 3 o oo (o ¥ aSd) s S sa 5401 0.0.0.0/0.0.0.01 JI J guo o8 sy paie s 61 !

Execute ping google.com

Sob l | it/ k|

(paghl) 5o !l g8 g dd1192.168.1.1 gl giezdl 4 4o > wan(port2)

¥al o ¥ e o Josall fea Ja gisigcli JI Jius Lanay
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£
. “ 3 -
old (o1 i et bl
212 FortiGate VM64  marfadi-vm
@ Dashboard > & CLIConsole e F 2R E 3
NK Security Fabric >
Destination Gateway IP nterface
i FortiView >
I ++ Network ~
Interfaces 0.0.0.0/0 192.168.1.1 WAN (port2)
DNS
Packet Capture
SD-WAN
SD-WAN Rules
Performance SLA
Policy Routes
RIP
QOSPF
BGP

Multicast

el o B e ol i o 9adl ol s g3 8ol 85 gualls LeS

2 5 gusled! (ylid Al 3 5y gl salaiw¥ 4as b 1Password recovery
:JWIE eligadmin U

I el p Wl g 03 G (30 9l J g 68U1 S S 5 a3 J g o801 3 o e J5os -1
8Ll 8y gualls LS oilalue WL g Putty
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Data Bits
Parity
Stop Bits

Flow Control No Hardware FIowC’ontroI'j

Com Port

Value
Baud 9600 .
8Bit
None
3

The correct com-port

Category:

=1 Session
| Logging
= Teminal
H - Keyboard
i ‘.. Features
=) Window
i.. Appearance
... Behaviour
L. Translation
... Selection
‘.. Colours
= Connection
i Data
= Telnet
- Rlogin
@ SSH
“. Serial

Basic options for your PuTTY session ]

Specify the destination you want to connect to

Serial line Speed
COmM1 s600| l
Connection type:

) Raw () Telnet ) Rlogin

Load. save or delete a stored session
Saved Sessions

Default Settings

[ load |

Close window on exit:

) Always ) Never @ Only on clean exit

J[ concel |

admind! g saua 35 guls Caty p 95 (maintainer)Liluall ao 9 § J g5 o

Sob l | it/ k|

-2

maintainer ga m 55 9l ST B g o gl 1 § Eue
S 35980l Femm polidl Jhpud! 92 559l
: ALl jol ¥ ST o3
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o (ool bt

&
-
=
¥
F

S

#execute reboot
1010 2 gLaeni o3 (&I 3 gwldl gadmin ) gulls o 0 (a9
sda 3ol ool pudaiul I enabled ¢ ¢S maintainer mode & 9S4 &) oz 4 ol sda:alasdh
Gedas (0 (S5 (L8 DISABLED Lilazey cad 5lé (0] 181 JSdoy Jade mode I Ida plallydds Jall

w4 Joll ol

I 3 geoldl g o 33 9edt JL0Y Jadd 4l 14 Ladd cldaay maintainer modeJ! ddld §:alasdh

w3 guldl gmaintainer lS § Ay 0985 O o

. dadbidl 2009l LoS MAINTAINER MODEmad DISABLE (Jaub &gl *

#config sys global
#set admin-maintainer disable

(Sebi | it/ o] 469 (< 158 daiall



o iy ]
#end

.enable caSs 5 5 550 Lpadi oo 5 o9

Cu> admin o ) g1 Mie Cux 592l J g ol i 5 ) ol ilsle | dslews: Password policy
ladad 381 0985 O cum g el 22 1029 123 & 3 ) guoldl (SCoe

sudae Ola ) guols Caeats | 9 9y (o administratord! gom O o G5 9801 e (o 93 O cms 1]

= FortiGate VM64 marfadi-vm

& Dashboard »  System Settings
$& Security Fabric 5 Allow concurrent sessions @ @
I FortiView »
WiFi Settings
o Network >
WiFi certificate F§ Fortinet_Factory v
v
— WiFi CA certificate | Fortinet_CA v
Administrators
. N
I = Password Policy
Firmware
Password scope @ Off | Admin | IPsec
Settings v
Minimurn length 8
HA .
Character reguirements @
Sl Upper case 0
Replacement Messages Lower case 0
FITHERT Numbers (0-9) 0
Feature Visibility Special © 0
Certificates Password expiration O | %0 Days
B Policy & Objects L y
& Security Profiles » View Settings
O VPN ¥ Language English -
& User & Device > Lines per page 50 (20 - 1000)
1 -
sMlel 8y _9.44.‘ L LS

93l Jezmd o Sl Jomy | 90 983 gl adminl &l gd & 9 password policy Jeads @3 -1
ST s 0950 M 55 3uldl g2 9) vpna el IPsec o ol pre-shared keyd Liasl g o
Leala>Ypassword policy J! § giums duums San Eues.(Vpn 4 oy Jlas¥l > § 8 1udly
ol g Jadd

o B ISV e 05 sl Sl -2

Jgesl 9 it B9 > e (§gim 35 guldl Jazms Of pod¥l gl i Ja b ilo cown @i -3
o It La 435 a3l (e calloy Latay 592 90 (2 55 guull oLl oka Jami O Linal9 59059018 J 9
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Sob l | it/ k|

" Name | Requiremens

Minimum Length
Upper case
Lower case

Numbers
Special

Expiration days

10
1
3
3
1

60

26)4&‘&)344."%

10 92 35 5uulel(590,5 9 pL8 J) B9 2l (10 2ue J3I

35 9u0ldl § S w9 o lia O 555 O s JBY e
3;39ldl § Jgem B9 2 3 ool 0555 O cm JBYI e
Sl G ald J 3 b ¢ ¢S5 ol cum JBYI e

#$ @ ! Mia(special) w1 g 3o, J8Y e 6 gizy

35 9ldl 2kl 945 (5 p g9 60 S e
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Change Password

Your password does not conform to the password

a policy, please input a new password.

New password must include:

©  UpperCase Letters
(3] Lower Case Letters
® Numbers (0-9)
(2] Special Characters
Minimum length
Old Password
000000000
00000 OCROONS

dm Logout

w3 guldl Slagdad JI s LA4¥ 035 guld! Creatsy gu.ll.!a.n.\.md.»b oM 8y gualls LeS Lo
) )
M@rfadi123
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Suitdlf 00| Catdi Gtd (el 9| (gl DHCP server Juiid wid <>

U DHCP Concept 1 2

v" DHCP working method DHCPOISCOVER DHCPOFFER
1- Discover message Q&,ﬂ, oHCP Crent OHCP
Source IP/ 0.0.0.0 Source MAC / NIC address
Dest IP / 255.255.255.255 DestMac/ FF-FF-FF-FF-FF-FF

2- Offer message ( DHCP server on demand ) Crent oHCP Crent oHCP

3- Request message ( need TCP/IP configuration)

: G (9190 300 (30 DNSGateway.IPy aifalasdl adbi

Server Seever

DHCPREQUEST DOHCPACK

S

Server Sarver

4- ACK message ( hand over)

Note : all DHCP traffic at first time are broad Cast

O s Eus (Dhep server) 8 gud! Slads oo dediuwd oL U el @I serviced! (p: Dhcp client

%5 Services

.( by default)cdsMI $> §enabled gstarted ¢SS

File Action View Help

Y

IENE

= | I NI

- Senvices (Local)

. Services (Local)

DHCP Client Name Description Status  StatupType  Log On As
16, Data Sharing Service Provides data brokering between applications. Running  Manual (Trig... Local Syste...
Stop the senvice | €}, Data Usage Network data usage, data limit, restrict background data, metered networks. Running  Automatic  Local Service
— i), DCOM Server Process Laun... The DCOMLAUNCH service launches COM and DCOM servers in response to object .. Running  Automatic Local Syste...
i€, Delivery Optimization Performs content delivery optimization tasks Running  Automatic (..  Network S...
Description: ‘G, Device Association Service  Enables paiing between the system and wired or wireless devices. Running  Automatic (T... Local Syste...
Registers and updates IP addresses . i ) .
el NS revord for his compaten ff i Device Intall Serice Enables a computer to recognize and adapt te hardware changes with little or no us.. Manual (Trig... Local Syste..
this service is stopped, this computer 4 Device Management Enroll... Perfarms Device Enrollment Activities for Device Management Manual Local Syste...
will not receive dynamic IP addresses 1), Device Management Wirele... Routes Wireless Application Protocol (WAP) Push messages received by the device .. Manual (Trig... Local Syste..
and DNS updates. If this service is G Device Setup Manager Enables the detection, download and installstion of device-related software, If this s... Manual (Trig... | Local System
disabled, any services that explicitly .,
depend on f vl foil to start 8, DeviceAssociationBroker_e.. Enables appsto pair devices Manual Local Syste...
16, DevicePicker_ed23d32 This user service is used for managing the Miracast, DLNA, and DIAL Ul Manual Local Syste...

0} DevicesFlow_ed23d32

Allows ConnectUX and PC Settings te Connect and Pair with WiFi displays and Bluet.. Manual

Local Syste..

aroud 2 <t

Running  Automatic Local Service
ST

DNS records for this computer. If this

ocal

&), Diagnostic Pelicy Service  The Diagnostic Policy Service enables problem detection, troublesheoting and rescl..  Running  Autematic Local Service
£ Diagnostic Service Host The Diagnostic Service Host is used by the Diagnostic Policy Service to host diagnost... Running  Manual Local Service
£ Diagnastic System Host The Diagnostic System Host is used by the Diagnostic Palicy Service to host disgnos..  Running  Manual Local Syste...
£ Display Enhancement Service A service for managing display enhancement such as brightness control. Running  Manual (Trig.. Local Syste...
€3, Display Policy Service Manages the connection and configuration of local and remete displays Running  Automatic (.. Local Service
€ Distributed Link Tracking Cli... Maintains links between NTFS files within @ computer or across computers in anetw... Running  Autematic Local Syste...

..&ui,gm‘}@&ab)jm*

o ST & e A Slalae ¥l 2259% p 9ds A gw dhep server JI Cu
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Internet Protocol Version 4 (TCP/IPvd) Properties >

General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability., Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Use the following IP address:

(@) Obtain DNS server address automatically
(") Use the following DNS server addresses:

Validate settings upon exit P —

Cancel

8 je> YA adl &g S (§ Obrain an IP address automatically fusedl Jeadis o 95 (o 5 ymoy o>
s> gpde Ul § Ll el 35 guatls LeS ol sl el 22590 p 9w dhep server ! RERARY 4
apipa(automatic private ip ¢y gl Js-liw S M1 6 31 18 ASEIL JLa dhep server

lda S ST i Lew Eu 169.254.255.254- 169.254.0.1 (o i b (e @i.p‘.:\.ng address)

v Sy MU qul 5 929 4S&dL 7 Lie dhiep serverJl muas of JI ¥l

gHl o S da o¥lan1 interface JI e cus 980! 1> § dhep serverdl Jeadts o g3l o
e Al | ASLAD) G0 e | JST ololae ¥l g 5 g (ST dels o) Al o gio

s dlas Sk
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e ] ]
én.'t.g)/&." & > FaSeddl &g S § Obtain an IP address automatically fudedl Jendis a 95 o 3 yomad
by Jes 3 o e 3 gdhep server 1 e cilalue ¥l cdlay A1 5o c ST 2 oL

& e JSJ a4 ad! § broadcasts

o adall o 18 JI 48LaYL configuration Jb =l 1da (e 5 g ¢! 9a dhep serverd

o 9 48 adl § dhep server g dla | Sl slue Bl Cda DS Lpd Ladize s G158 5411 (2 g) sLoms ¥l
.leased duration 4 wdall lia e dus( gad 23

oo dbos LI Slalue ¥ S ST wddew 3\.31 7 uay sLd leased duration =7 days (b (o 45 G

w S 6 40 cdlall dlany CdMSI Laday p 93 Ol =i gdhcp server

e () 9all b e Slolue ¥l Joay p gdis (Y

.. Manual ¢l static ip dsL lan1 &SI & 685 & ez

“  Edit Interface

Name
I Fortiview

Alias
+}+ Network ~ -
Type M Physical Interface
Role & Undefined -

DNS

@ Dashboard

>
=% Security Fabric >
>

Packet Capture Address

SD-WAN Addressing mode m DHCP
SD-WAN Rules IP/Netmask [ | 192.168.2.20/255.255.255.a

Performance SLA Secondary IP address (¢
Static Routes

Policy Routes Administrative access

RIP 1Pv4 HTTPS HTTP PING

OSPF [ FMG-Access SSH [ SNMP

e TELNET OFT™M [J RADIUS Accounting

=] Security Fabric
Multicast Connection €@

Receive LLDP € UV v el L ESadil-fl Enable Disable
¥ System >
N Transmit LLDP € B v el L=l Enable Disable

B, Policy & Objects

dhcp serverd! Juadiy Liad sbisl 8 y94alls LS
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@ Dashboard > *  EditInterface
N4 Security Fabric »
. @DHCP Server
s FortiView b
% Network o Addressrange 192.168.2.21-192.168.2.254 I
Interfaces w ©
DNS Metmask 55.055.255.0

Packet Capture Default gateway Same as Interface [P Y
SD-WAN DNS server EENCEERRCINIRNRY Same as Interface IP | Specify

Lease time €@ © 604800 second(s)

SD-WAN Rules

Performance SLA FortiClient On-Net Status @O
A Advanced

Static Routes

Policy Routes Network

RIP
Device detection @ B
OSPF )
Security mode »
BGP
Multicast Traffic Shaping
& System i’ Outbound shaping profile (B
B Policv & Obiects >

JS i 192.168.20.254-192.168.20.21 (955 by Las 395 pies I Slaia¥ 1 (0 i I Linalg
B S TSU I NV-QPPT-S OV PA F T1E1 PV UPCRE POMLA, L [ P OFY

mask=255.255.255.0! a3 5% p gduss Linl g

1an1=192.168.2.20J1 & S qul (wdi O 98w g4d1 9 Default getwat=Same as interface ip o
Hlycua Jrgall mldl dns & S qul puds O 98w 4d1 9 DNS server=Same as system DNS
8.8.4.4 8.8.8.8 JWK dnsll daild § Lyl soiet; Lie

Cua Frgall lan1dl gul g2 095 & gwgSame as interface ip fiss o
DNS sﬂd.a:pj:i < glkall @.3}!! <SG 9 Specify il uyuiy dU.S_gb..\ﬁ)‘i @,3‘ éi Y- Y=L o dLiS.ai_g

. DC ¢e gl (gl Stia
s D & jo Sl pahni s U (Cd) po 53 iaa

Ipconfig

dns,gateway,ip ,mask ¢pe Al &g ST lolue ¥ JS (ol paiwls p 9ds !
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EN CAWindows\system32\cmd.exe

icrosoft Windows [Uersion 6.3.76081]
(c» 2013 Microsoft Corporation. All rights reserved.

sUsers~HSAMES *ipconfig

Jindowsz IP Configuration

@FEthernet adapter Ethernet@:

Connection—specific DNS Suffix :

IPv4 Address. - . - . . - . . s 192.168.2.21

Subnet Mask . . . . . . . . . . = 255.255.255.8
Default Gateway . . . . . . . . : 192.168.2.208

unnel adapter isatap.{8838AD14-A158-4F?6-BY8A—-1DDCEA?DYAFF: -

Media State . . . Media disconnected

Cunnectiun—speciéié DNS Suffix .

ssUserssHSAMES >

(SN e he) ehais M1 W e palis) izl Lalias

s

Metwork Connections -

Ll Control Panel Metwork and Internet Metwork Connections Search Metwork Connections o
. i ) " Ethernet0 Status
Organize « Disable this netv To®

General
: Bluetooth Network C - ;
.\_ Di-L'-I’|‘TED’| i Network Connection Details

Bluetooth Device (Pers r Y
8 1etoath Hevice e Network Connection Details:

Property Walue

Connection-specific DN. ..

Description Intel(R) 82574L Gigabit Network Connect
Physical Address 00-0C-25-E4-25-D3

DHCF Enabled Yes

Autocorfiguration IPvd ... 169.254.155.91

|Pv4 Subnet Mask 255.255.0.0

|Pv4 Default Gateway

|Pvd DNS Server

IPvd WINS Server

MetBIOS over Tepip En... Yes
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dhcp server ‘éi O ok Slalael oo Syl oline

w ¥l e e Yoy Cd S L e aSGAd1 o ST enable gdisable Jos (SCos

o CAWindows\system32\cmd.exe

Default Gateway . . . . . . .

—

unnel adapter iszatap.{883BAD14-A158-4F?6-B78A-1DDCEA?D/BFF> :

Media State . f e e e e e .
Connection—specific DHS Suffix

tsUserssHSAMES | ipconfig Arenew

Jindowsz IP Configuration

ithernet adapter Ethernet@:

Connection—specific DHE Suffix
IPuv4 Addre==. . . . . . . . .
Subnet Mask . . . . . . . . .
Default Gateway . . . . . . .

Media disconnected

192.168.2.21
255.255.255.8
192.168.2.28

‘unnel adapter isatap.{8838AD14-A158-4F?6-B78A—-1DDCEB?DVEFF> :

Media State . e e e e e e e .
Connection—specific DMS Suffix

sUzerssHSAMES >

Media disconnected

It Ethernet0 Status

MNetwork Connection Details

Metwork Connection Details:

Property

Connection-specific ON...

Description

Physical Address
DHCP Enabled

IPvwd Address

IPwd Subnet Mask
Leasze Obtained
Lease Expires

IPvd Default Gateway
|Pwd DHCF Server
IPvd DMNS Servers

[Pvd WINS Server

MetBIOS over Topip En...

(Sud k| siruiy/ |

Value

Intel{R) 825741 Gigabit Metworc Connect
00-0C-29-E4-25-D3

fes

192.168.2.21

255.255.255.0

Thursday, Juby 30, 2020 3:28:05 FIM
Saturday. August 29, 2020 3:28.05 PM
152.168.2.20

152.168.2.20

2089111253

2089111252

fes

Close
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dhcp server .JI oo culalae ¥ | b M 5L ol odlel 5 ) gualls oS las

o )94l @ o (e dhep server JI e cilslael wdsl @183 ¥ Al b 2l ol cs J U @
blial 8 gualls LS J g Jls p il

= _m FortiGate VM64 marfadi-vm

~
@& Dashboard > @ Revoke X Reservation~ Search Q
>

N& Security Fabric

Interface Device MAC Reserved IP Host Information Expires Status
b FortiView

'{' Network
£ System
B Policy & Objects

i EANUDQHH B0 pcl 00:0c:29:e4:25:d3 @ NotReserved 192168221  VCI:MSFT5.0 2020/08/29 15:28:00 Leaseﬂ
>
>
& Security Profiles b
>
>
>

Hostname: pcl

O VPN
& User &Device
Ll Log & Report

Routing Monitor

DHCP Monitor w
SD-WAN Monitor

FortiGuard Quota

IPsec Monitor

leased Liayi g 5Lzl 1 odsl g0l il 93 92 90 (o 33l IUIgpcT g2 iy DS 5Lt pouel

duration

dhcp server :mlf f leased duration mdlf Juskad diisl <

G983l § CLI UM (e Aol o Jautad (S i ‘»al.ﬁ 7 pleased duration J o 383 dacall

AL § Cu 18 gudl o ST o Lo traffic JI Jolds ga(degdll) 5 5801 Jadad o Sull Cos
é@\ja}@}‘m’g?é}ijaﬁﬁ‘g}ﬂmeﬁdEM@PC&§&4%)&J|@}@|
3898 3d S s (San I b g ¥l g Jalighl 6 3| uSCay 48,41

leased & 38 oLy 31 p 9a5 O J4ad¥Lé pe o jeor| G 918 A8 LadL ki g fitud | cosizmy 1S
trafficdl o0 Jas I duration

e 98l I3 (o Jeeral) ks T ¥
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st (] 10 ittt
on b 055 Of g ladd Sl gl )98l Jadadd! & 9w leased duration JI s 19 Lesls

po 100 JI &8s 5 o Lcéh 4sli 8640000 — 4ali 300
0 Aouddl Casid 8 gizma pd 5 3all ¢SS Q.;)&Jl:»ég
‘539.30ng,3|}?.“ de wlust Eyo

24 hours x60 min x60 sec x 30 days= 2592000 sec

leased J1 Jyuad o3 aly Lo w9 s MST! 5L e ipeonfig /renew ypo¥ Jaidy p 9w o3

duration

(ip.mac address jLezd! i Sla glall JS & ylo iU 5L §ipconfig /all po ¥l 44l way

,subnet mask,gateway,dns, leased obtained,leased expires )

- 45li 7776000= y&| 3 I lease time I Jyiais p gdisw o

™= FortiGate VM64 marfadi-vm
-

@ Dashboard > " EditInterface

e
3% Security Fabric ’ Netmask 255.255.255.0

& FortiView ’ Default gateway Same as Interface IP ey

b Network - DNS seryer Same EERCILIDY R Same as Interface IP S:ecif\
lLease time €@ © | 7776000 2| |second(s) I
e ——————

e FortiClient On-Net Status €@
Packet Capture Advanced

SD-WAN

SD-WAN Rules Network

Performance SLA Device detection @ (B
Static Routes Security mode @ )

Policy Routes

RIP Traffic Shaping

OSPE Qutbound shaping profile (B
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ooz Gttt

¥ Security Fabric >
e FortiView >
b Network
£ System
I Policy & Objects >
& Security Profiles >
0 VPN >
& User & Device >
Ll Log & Report >
|1= Monitor v
Routing Monitor
DHCP Monitor w

SD-WAN Monitor
FortiGuard Quota
IPsec Monitor

SSL-VPN Monitor

FortiGate VM64 marfadi-vm

.

Expires
2020/10/28 15:44:07

- 2! 3 ga leased duration JI ol e 359801 (e 03l B gually LeS Linsl

PCT oSds Lo et sime gl (el Jos Lis J o3

Mia (Sl g9 3uma gl pamais sl L Lzl suzs @3 dhep Monitor J1 J gLy a g

Reservation (gl | cu geill fises o3 (9 192.168.2.21

& &
o create o~

J s Lasls dlazes <8 gus 0 ¥19192.168.2.21 gl sl 08 et (| iy SII 5Lt o) Jasdd

192.168.2.121 ¥

NA& Security Fabric > )

[ FortiView >

< Network

¥ System

B Policy & Objects >

& Security Profiles b

S VPN >

& User & Device >

Ll Log & Report >
IG Monitor ~

Routing Monitor

DHCP Monitor w
SD-WAN Monitor

FortiGuard Quota

IPsec Monitor

SSL-VPN Monitor

Eirawall | lear Manitar

Sob l | it/ k|

}:25:13 © Not Reserved 192.168.2.21 2020/10/28 15:44:07
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n

¢ Create New DHCP Reservation

N& Security Fabric >

& FortiView 4 MAC Address 00:0c:29:24:25:d3

b Network > | 1P

& System 4 Create firewall address matching MAC @O

& Policy & Objects > Address name [Mohamed Marfad\]

@ Security Profiles >

O VPN >

& User & Device > “ coneel
>

Ll Log & Report
I“' Monitor

<

Routing Monitor

DHCP Monitor W

SD-WAN Monitor
FortiGuard Quota
IPsec Monitor

SSL-VPN Monitor

-192.168.2.121 (¥l & jasiades cuzmy oMol L | ST cimlio PCT el Ol s o3

-

BOY (I P PESTYCA N (4| P P ENE i PORRY
Ipconfig /renew

@ ¥l 45 Ll Gl Jasdhwd a8 Al & St enable g disable of 3Lzl Jeidd slus!

ERYRE SR LaS192.168.2.121

o CAWindows\system32\cmd.exe - =

Ain error occurred while releasing interface Ethernet@ An address has not yet bhjN
een associated with the network endpoint.

sUsers“HSAMES X ipconfig ~Arelease
Jindows IP Configuration

in error occurred while releasing interface Ethernet@ An address has not wvet b
een aszzociated with the network endpoint.

tsUsers~HEAMES X ipconfig ~renew

Jindows IP Configuration

Ethernet adapter Ethernet@:

Connection—specific DHS Suffix

IPv4 Address. . . . 22.168.2.121
Subnet Mask . . . . 55.255.255.8
Default Gateway . ?22.168.2.28

ssUsers“HSEAMES > A

192.168.2.121 ¥l slisl 5, g4alls oS reserved i L]l ob s cus Goeall @ Liauly
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~
¥& Security Fabric © Revoke R Reservation~ Search Q
I8 FortiView Interface Device MAC Reserved IP Host Information Expires Status
'{0 Network

¥ LAN1(portl) @3 pcl B Mohamed Marfadi @ Reserved 192.168.2.121  VCI:MSFT5.0 2020/10/28 15:52:12  Leased out
£ System

Hostname: pcl

B Policy & Objects
& Security Profiles
O VPN
& User &Device
Ll Log & Report
€ Monitor

Routing Monitor

DHCP Monitor w

SD-WAN Monitor

{ v v v v v v v v v

FortiGuard Quota
IPsec Monitor
SSL-VPN Monitor

Firewall User Monitor

DNS(domain name service)
..@auiw@mgaﬁsaﬁbéwﬁ|iq}'&5)‘ﬁle SIeis| 9% e 6 fee dsn |

oL www.bab.com Mia (nae a8 90 ol e ¢ Sl o ¥ I o ¥l (o0 Jagoes (2 diiails g g
2o i slase¥l aa Jalais < ja3 ¥ -5 3 W-ASadl OF (ol I oMl (e resolve Joay pgds dns
Aadd olpuYl

@l Al lacu ga 9t Jory p odi Lild a8 ge ¥ ol 13 gueS Sl ¥ (¥l 4 ya0 o § 53
RRURE LN

Ping bab.com

records from name to ip(host)w 4 g8 database (e dns server JI (§ gizs o
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from ip to name (ptr) 9
.dns server gl dnsforwarder & Jaidy oo s;)}é-" ITES
dns servere Joay lded cua ) 9adl 3L e 82 92> 90 database JI e o o

dns Jlug 4t gdnsJ database daud > g9 ¥ > (5901 0L gaa 144 dns forwarder Lzl al
JsJd database JI O e g8 WS S (5 98]0 oL gal Mia 2dg0 b 539 Al §. 51 server
8.8.8.8,8.8.4.4 Lijlu salucls Lioad ! dns forwarder JI cllall (s gty pitsn 13J @ILatly 2381 oL

95392 98 0 ¢S5 database JI oL aSaJL resources ‘57 ol dalb JI Jguo oll cllay 5590 L3 Of L
- dns server ¢ 95 <3 gu Lid g Cua (5901 (e 4 e
M)/

b gus 4ilé database JI e sutic 3332 90 e o5 I e Cum F9all malidl dins I L sl 6T o

dns forwarder | 4l 9=ty a 94y
google dns serverga g
8.8.8.8,8844

FortiGuard Concept

2 ol Slhumall a5 95 (e 49 gune 6 1S Al (o 0 s (2 (FDN): Jr (5941

Ips -1

App Control -2

Antivirus -3

Web filtering -4

Email filtering -5
Vulnerability scanning -6
Message services -7
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DDNS

i Gosall aie dS5ALI Cur J)sall ol e

Slasdl Adl oy § fortiguard e Jumaud Jons p9d3 Cun ) 9adl 3L 145 Lo 5 oy o>
Jie ¥ o g Lpd & 145 (Ko o i | Sl Lgiany G i gl dants Ll e o)e LD

messaging service

#1950 oo g gl e 8LEISL IPS p 9ds cu attack Szl ol Sileu@ Jol> e g gimm: Ips
Block .4J Jeasgdawl gl de gi Hlaill (i LS ghao SIS (0 Sloaz!

1000 cpo AST Sl M (oS S (J9all e (e 592 90 pllai e 0 L :App control
S ST 6 | e Gudas

Jos (o bl (Saty (I A ¥ I zlizms g o o 9adl e 292 90 pllai (e & fis Antivirus
sdo Fosall e Syumdl

e sy (Sladiadll B e (s gims Cus web category dads s gis p 9ds ‘Web filtering
category sports JI ;Liis| 3 ymes lild dyols ) daglidl a8l okl JS 3ME i 5 od Do) adl ol Crudha
el ASAIL sl I 281 ol acas XS piw
social media ,sport,porn,email streaming Jis (categories) oladyaid! (o piSI| oo ¢5 E>
Ly

Mo ¥ NS e ‘z,')'i.'i M Slezmdl o ooz K La 18 9 p b ¥ 0 oy :Email filtering

SLASLI g ol 423 01 an Julaiy e :Vulnerability scanning

e pgxa Jguo g e Ul by SIsms g Jeasdl o ploxs Jilu yelidaal: Messaging service
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b 0985 O 2l masady 5 fo (598 pe I F&N 5 ey Lo bl das (e 0 fee (22 DDNS
e web filter Jaay 083 oJ oI (5> web filtering e Lolali J guazed! JI 23LoYL Ll ASTdns

e () 9adl Sl

25955 Jaay B g Caa o 9all ke 08 Lasgamiy 045 of oMl 856801 asledll cilessd! o
s h2 Gosall § &l 5l syuziy W1 Jaay ol security profile &f (I vpn

ralial 7 adly oS el W1 Slesied| Wl o g5 Sledle uz g3 e

L) w3 &) oamund 3 f 5! pa JLias ¥y s iz 39 STkl el Je elily gl
Rouielly & e pd il JLas o1

ol pas muad) Ladyias i g diin Sl il yiie Yl

3 fa s sall Ll FDN @ Jhash i g3 oo Sl (61 O g Ilicds dauiell: pyias ¥

e 32 ol oy Jeml Sl f s (098 48y p 55 1 T2 el @il s g ol 331 5 ey e

Fortiguard distribution network (FDN)

O 9 G v 6 )9l ae cly ol I( L) adall dalie cliSley L&A sda IS (0
sl sl g uiall Jemads a3 ol pase il

Le woliedl FeuddI! g Gw (security profile) des JS <l s 53 Liaal g

B e Cuumi 151 Gegtbind 83 g2 90 (W Slesield LIS (e(Manual) Szl Joad judsy

Sk 055 Ol by sy Coismi 592 93 ey (JLAL IFDNJI (e Sl Joy p 93 ol 0§ 9dd
Wl Obdll pods o WL Juate cua ) 9]l

Accept push updates
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st (] 10 ittt

=" = FortiGate VMé4 marfadi-vm
-_mw

@ Dashboard

NA Security Fabric

s FortiView

b Network

|

Administrators
Admin Profiles
Firmware
Settings
HA
SNMP
Replacement Messages
FortiGuard
Feature Visibility
Certificates

B Policy & Objects

Ll

FortiGuard Distribution Network

[ T R e vy

AntiVirus &IPS Updates

I Accept push updates @

<)

Use override push
Scheduled Updates
Improve IPS quality €

»
© Every
»

Use extended IPS signature package (B

= Update AV & IPS Definitions

Update Server Location

(OEYL 1\ | owest latency locations

Filtering

Web Filter Cache
Anti-Spam Cache

@ Clear cacheafter 60
@ Clear cacheafter 30

reitrecca e a2 IREREE im0

lda adiy Sy Update AV&IPS Definitions 5 (e yaidly a 9d3 oW Sguzs Joad ol 5 9

Al dimty pgd5 O w9 cuw ¥ Cuumil e i gie OF cua G dll Sl Ul § L

- | 2

Minutes

Minutes

Hours

ity Lied 59 Lt OF Saila gigl JSCan v Sadmd (gl JaJis p gds B gun 148 U g

Accept push updates

Sl Jeadiy cU3 gFDN JI e Gl dlaad sausme ld gl wyuses elisles o

Sob l | it/ k|

Schedule updates

ctagimtl] deloal o gull g il gl suims g

FDN JI oo Slbasll e dumdl oty Laligo 12 2eludl o s S
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NA Security Fabric >

I FortiView > AntiVirus & IPS Updates
b Network > Accept push updates @ ©
& System N Use override push >

Administrators

Admin Profiles

Scheduled Updates © Daily = '121 AM = I

Improve IPS quality € e ]

Firmware Use extended IPS signature package (B
Settings 2 Update AV &IPS Definitions

HA

SNMP Update Server Location

Replacement Messages

FortiGuard w

(UL Lowest latency locations

o Filtering
Feature Visibility
- Web Filter Cache @ Clear cache after | 60 Minutes
Certificates
i Clear cache after | 30 Minutes
B Policy & Objects » | Anti-Spam Cache ©
& Security Profiles s FortiGuard Filtering Protocol  [gllliey UDP
FortiGuard Filtering Port 443 53 i
8 VPN > %
Filtering Services Availabilit Check Again
& User & Device > & ¥

Ao ool 392 98 e Cudeeitl i p 9dy (S allow push updates L)l Jax Jad¥l ST
FDN . e

antispam cache g web filter cache ¢ giun de 351 )L §
o ! ga LK

9 (e a8 gl 4l I ASATL 8 92 sl 0 32 W (00 0 43S bl iy Co (55401 5l S

o Jgies FON J1 e bty s (339801 3L o GV liams 5008 Jisl 4 o 5 (e el e
18 USie 4d i g 51 1 gl Rl 3 1ok i sh S Sl a3 sk o guaning J Juo g il 5ot
dl Hatn e glall oda S Ca o 9adl 5L e 2 JL FDNII p 5d; of o el IS §

9! BLOCK ¢ gus iy MST1 5Lt Lebiso 5 p gl sz (5981 5ber 0099 S (5541 5L

3 gually Lo dads 60 sl sotie o glall sige Bolaio Sz 339401 5L a9 EumALLOW

&

elel

I sladdl o gy ¥ cua 5 9all L8 B Jall ells M5 a8 okl s dls S 5L 61 o o
gt Liad llih s yilee IS 5ler e 5 p g1 92 e o 9all ke Ji 651 0 wFDN U
‘,,5"\" aSidl de pu bal..a'}‘c.'i..g i oFDNJI g ce Q}jﬁ‘ O o gl g eled! 101

ANTISPAM .6 gius e oz p M uds Lias]
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sLilsl 8 gualls LS 8888 g o o ‘._.,b}a." J‘Q.y’:‘"_,')')}a." quajj‘.s\,a‘jéY‘ <y ol idlas

@ Dashboard >
NA Security Fabric >
s FortiView >
b Network >
£+ System v

Administrators

Admin Profiles
Firmware

Settings

HA

SNMP

Replacement Messages

FortiGuard w

Feature Visibility

Certificates
B Policy & Objects >
& Security Profiles >
O VPN >

-~

FortiGuard Distribution Network
= Update AV & IPS Definitions

Update Server Location

RO | owest latency locations

Filtering
Web Filter Cache & Clearcache after | 60 Minutes
Anti-Spam Cache & Clearcache after | 30 Minutes

FortiGuard Filtering Protocol gy UDP
[FortiGuard Filtering Port | 443 53 [Eei]
Filtering Services Availability =~ S Check Again

Web Filtering | ©
Anti-Spam o

Request re-evaluation of a URL's category

Override FortiGuard Servers €

+ Create New | # Edit T Delete

FortiExplorer

Cu G0 9al1 3t Jadd dwludl Silalae¥ s Jol Jas dilasl g pudaiud Fedai (e & fis 52
9all ket aaldl USB management ddie J)5 e CLIJ Aol 99 ol web JI dlasl g5 ¢! gao

.W&uﬂg%&)ﬂ‘ a}«.?‘da.a.)ééjq-y;\.éim ‘..’\.n&.p‘;%

liSay g I fortiExplorer Gedatd| dawl gy 0 (30 9 92 WL USB MGMT Jddie Jiio g p 983 Cuu>

Lilme aly 35

Silslae| 9 e P Aalaill Hlas | gadministrator Jb poldl &) gulel ekl Joe 4 Jo (re Sas

I .aSeadl oy S

e ali gl el ylay b 9ueUSB MGMT J1 ey (huo sh 1) 331 (55 50eaS e aly 35 kmy i

Sob l | it/ k|

dadd Acw Yl cilalae YL p 9d3 Cu wizard JSb
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A J g9 nld e Js fortigate VM e FortiExplorer gedas (Say ¥: das

Fortigate firewall policy
-la & gsecurity g traffic shaper gvpn JI o cledl 1 dloe § dosdeisdn Su>
(gt 9! (Pl

eS| audaiad ol éi (allow,deny)aid! of 7 Losdls Lol ehedl JI1 § oSt we ! all (0 Ae gazme
eS| clias g vpn tointernal o gl uSall gl internal to external ¢y <ledl {IL

I3 Sl daie oy Sl el G ledl Foinne Sdg § en 2lidl 5 o 5 gl(services) Sledilly
getlsdll 3o o5 i

e dimind Jog ld éi G oD (P o] 9l 131

Deny any any gl 181 JSCaa 0 95 (w9 J 99 58 (gl:alasdk

ol gt g1 oy Cead o W1 ya oof bl 5 ¥ oS ¥ 10 0K g 1 7z pes 2lidl 5 gl el g

25 FortiGate VMé4  marfadi-vm

Q- >~ 1 ®@-
@ Dashboard > || # CreateNew | # Edit @ Delete | | Q Policy Lookup | | Search Q Interface Pair View [fotgetit
>

%K Security Fabric
=] Name Source Destination Schedule Service Action NAT security Profiles Log Bytes

& FortiView >
+ Network .
& System N private =all Dol @ always @ AL « ACCEPT @ Enabled [l no-inspection 0 UTM 0B
i . B FSS0-GROUP-IT
wb Gl Obects - 3 public B subnet1 Bal 1S always [ @ DEny © Disabled o8
e ————— 2 allow internet for_servers & serverd B @ always WALl ACCEPT Enabled no-inspection | 10 UTM 0B
Local In Policy = Subnet1 2 [ work time | @ ALL ACCEPT Enabled on | O UTM
|Pv4 Dos Policy 5 3 Dal Bal @ always @ AL + ACCEPT © enabled 58 no-inspection 0 utm 0B
Addresses
Internet Service Database 0 implicit Deny Bl Ball © always @ AL @ DENY © Diszabled 08B
Services
Schedules
Virtual IPs

IP Pools

e Jentall ol ol i S W59 5L s o 351 S 55 5 90 0355
woMel ) gually yor i O gL LI JaL! (Implicit Deny) dus! 1391 ol sl 7 14

- Lexies o services g paibias ‘:51.33 ;;53‘51 J Destination éi Jd! =l 9source éi ds
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General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192,168 . 2 . 140 |

Subnet mask: | 255.255.255. 0 |

Default gateway: 192,168 . 2 . 20 |

CObtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server;

[ ] validate settings upon exit
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Authentication Rules T3 Range_ip_servers 1P Range 19216821-192168230 LAN1 (port1) @ Visible ]

Local In Policy T SSLVPN_TUNNEL_ADDR1 IP Range 10.212.134.200 - 10.212.134.210 (@ SSLVPN tunnel interface (ssl.root) @ Visible 1
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(T e B loginwindows.net FQDN loginwindows.net @ Visible 1
Traffic Shapers B marfadi_pc subnet 1921682121/32 ® visible 0
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B loginwindows.net FQDN loginwindows.net @ Visible 1

Protocol Options
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@ Dashboard

¥k security Fabric

I Fortiview

+ Metwork

% System

B Policy & Objects
IPv4 Palicy

Authentication Rules

Local In Policy

IPv4 DoS Policy

Addresses

Internet Service
Database

Services
Schedules
Virtual IPs

IP Pools

Protaral Mintinne

3 M

Mew Address Group

>
Group name | Groupl
>
Caolor %™  Change
>
Members ALL Subnet
> B PC-Client-MAC x
> = pcl x
+
One or more members are associated with an interface (port1). Only
A addresses that are not associated with an interface, or are associated
with port1 can be added.
Show in address list [ &}

Static route configuration €

Comments

| Write a comment...

w255

: address list mlf odeb/ gl & sl *3

lia ol slias Ida g (Hidden) ass ol (visible) 7 Lia sazll ¢yl giadl ol gus 52 3 30 91 Visibility

v odl GV ol yelas B g ol giall

c gt @ mbas B9 g7 lie O 8w O grall 1a 06 im A Jgens 5l
ot ol @ wdas o O giadl 0L gy 13 X d J g OF 5T Lol

AN 8 gually LS gt 9l (3 7 Lie 66 8 gus | visible aJ J gann pel ool giall oLy Lo

@ Dashboard > =
| ¥k Security Fabric >
& FortiView >
+}+ Network >
& System »
& policy & Objects v
1Pv4 Policy

Authentication Rules
Local In Policy
1Pv4 Dos Pelicy

Internet Service
Database

Services

Schedules

Virtual IPs

1P Paols

Protocol Options
Traffic Shapers
Traffic Shaping Policy

Traffic Shaping Profile
@ security Profiles >
o ven >

Sob l | it/ k|

+ CreasteNew~ || & Edit

Name

= FIREWALL AUTH_PORTAL ADDRESS

B pCClient-MAC

B Range ip_servers

B SSLVPN_TUNMEL_ADDR1
2 subnet1

B viLan address

& vEmEN

Bal

B gmail.com

B login microsoft com

B login microsoftonline com
B loginwindows.net

1 marfadi_pc

& none

Bt

Bpc2

B server1

lal

Type

=2 FABRIC_DEVICE

Details

Interface Visibility Ref.

Subnet 00.00/0 @ visible o
Subnet 0.0.00/0 © Hidden ]
Device (MAC Address) 00:0c:29:4:72:33 LAN1 (port1) ®@ visible 2
IP Range 19216821-192168.2.30 LAN1 (port1) ® visible ]
IP Range 10212134200- 10.212.134.210 @) SSL-VPN tunnel interface (sslroot) ® visible 1
Subnet 192.168.20/24 LAN1 (port1) @ visible 2
Interface Subnet 192168.3.0/24 @ virtual interface 1 (VLAN1) @ visible o
Geography 4 United States ®© Visible 1
Subnet 00.00/0 @ Visible 15
FQDMN gmail.com @ Visible 1
FQDN login.microsoft com @ visible 1
FQDM login.microsoftonline.com ®© Visible 1
FQDN loginwindows.net @ visible 1
Subnet 192.168.2.121/32 @ Visible o
Subnet 0.0.00/32 [
Subnet 192.168.2.144/32 LAN1 (port1) ¢ 2
Subnet 192.168.2.122/32 © Visible o
Subnet 192.168.2.122/32 LAN1 (port1) @ visible 1
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¥ Security Fabric 3
& Fortiview >
o Metwork >
i System >
B Policy & Objects w

Authentication Rules
Local In Policy

IPv4 Das Policy
Addresses

Internet Service
Dratabase

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy

Traffic Shaping Profile
@ Security Profiles >
0 vPn »
& llser & Nevire ¥

MName €@ | private |

Incoming Interface | LAN1 {port1) - |

Outgoing Interface | WARN (port2) - |

Source !E pcl ! x

Deestination Dan x
+

Schedule @ always -

Service [ ARR x
+

Action v ACCEPT [Ralnaivg

Inspection Mode Proxy-based

Firewall / Metwork Options

MAT [ &}

IP Pool Configuration Use Out; 2 Interface Address U e EL T 2] Pu-

Preserve Source Port (B

55 default

Protocol Options

Security Profiles
AntiVirus >
Web Filter >

Select Entries x

User Internet Service

| Q Search + Add
& ADDRESS(7+) ~
5 all

D ALL Subnet

& FABRIC_DEVICE

1 gmail.com

1 loginmicrosoft.com

& loginmicrosoftonline.com
1 loginwindows.net

1 marfadi_pc

* & none

PC—C”EE‘(— WMAC
B pc1 :I

2 pe2
T Range_ip_servers

O server1

T servers

& Subnet1

& VLAN1 address

1 wildcard.dropbax.com

12 wildcard.google.com

@& YEMEN &
B ADDRFSS GROLIP ()

Close

A 8 ) gualls LS pet ol giall Hidden I ol st Liad old

FortiGate VMé4
@ Dashboard >
%% Security Fabric H
I Fortiview ¥
+ Metwork >
i System >
® policy & Objects ~
IPv4 Palicy

Authentication Rules
Local In Policy

IPv4 Do Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Pools

Protocol Options

Sob l | it/ k|

Edit Address

Mame I.ncfl. j

Caolor & | Change

Type Subnet
IP/MNetmask | 192.168.2.144/32
Interface | LAN1 (port1)

Show in address list I e ] I@

Static route configuration

Comments | Write a comment...

Hidden .cenal pel ol giall address list LR ES I FREES T
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¥ System >
% Policy & Objects v
1Pv4 Policy

Authentication Rules
Local In Policy
1Pv4 Dos Policy

Internet Service
Database

Services

Schedules

Virtual IPs

1P Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic shaping Profile

b Security Profiles >
1vPN >
b User & Device >
I Log &Report >

‘B FABRIC_DEVICE Subnet 0.0.00/0 @ Visible
2 FIREWALL_ AUTH_PORTAL ADDRESS Subnet 00.00/0 © Hidden 0
B PCClient-MAC Device (MAC Address) 00:DC29:772:33 Lan1 (port1) @ Visible 2
0 Range_ip_servers 1P Range 192.1652.1-192.165 230 LAN1 {port1) @ Visible 0
2 SSLVPN_TUNMEL_ADDR1 1P Range 10.212.134.200 - 10212.134.210 /2 S5L-VPN tunnel interface (sslroot) © visible 1
B subnet1 Subnet 192168.2.0/24 LAN1 (port1) @ Visible 2
B VLAN1 address Interface Subnet 192.168.3.0/24 @ virtualinterface 1 (VLAN1) @ Visible 0
® veMEN Geography i United States @ Visible 1
Dall Subnet 0.0.0.0/0 @ Visible 15
& gmail.com FQDN gmail.com @ Visible 1
B loginmicrosoft.com FQDN login.microsoft.com @ Visible 1
D loginmicrosaftonline.com FQDN loginmicrosoftonline.com @ Visible 1
B loginwindows.net FQDN loginwindows net @ Visible 1
& marfadi_pe Subnet 192168.2.121/32 @ Visible 0
B none Subnet 0000/32 @ Visible 0
E pcl Subnet 192.168.2.144/32 LAN1 (portl) © Hidden 2 I
B pe2 Subnet 192.168.2.122/32 - @ Visible 0
B server1 subnet 192168.2.122/32 LAN1 (port1) © Visible 1
T servers 1P Range 192168.21-152.168.2.30 LAN1 (port1) © Visible 0
& wildcard dropbox.com FQDN “dropbox.com @ Visible 0
¥ 1 wildcard oonsle com. FODN *eongle com Wisihle 1 G2

Mol yelis of 48 gl § pet oo giall L 4 gloma i 10

@ Dashboard > A~ Edit Policy
%% Security Fabric ¥ i
- o4 Select Entries x
- N 5
s FortiView Name @ private User Internet Service
o Metwork » Incoming Interface LAM1 {port1) - + add
% System > Outgoing Interface WAM (port2) - - %
% Ppolicy & Objects v Source Saln x 2al
+
& ALL Subnet
Destination Dan x
Authentication Rules + 1 FABRIC_DEVICE
in Poli 2 gmail.com
Local In Policy
Schedule (8 always hd 1 login.microsoft.com
1Pv4 Dos Policy Service o oAalLL x 1 login.microsoftonline.com
Addresses + B loginwindows.net
Internet Service Action v ACCEPT [RaEeiaiNg & marfadi_pc
Database & none
Services Inspection Mode Praoxy-based B PC-Client-MAC
c2
Schedules Bpz
Firewall / Metwork Options B Range ip_servers
Virtual IPs B serverl
IP Pools NAT © Servers &
Protocol Options IP Pool Configuration 2 Interface Address [EEERTET a1 2] B subnet1
Preserve Source Port (B VLAN1 address
Traffic Shapers b ]
<Ffic Shapi i Protocol Options default - & 12 wildcard dropbax.com
Traffic Shaping Policy & wildcard.google.com
Traffic Shaping Profile Security Profiles & YEMEN
& security Profiles ’ ADDRESS GROUP (£)
L4 Antivirus [® ] 'i {,

Ll 7 lie 2 PCT ol giadl ol oel 5 gually LeS LoD
interface .4 o wVisibility

ae o g pel ol giall ol G 1 £ o éi 4ed o 9iSe s interface J1 5 gae § pct ol giadl Mia

wan .9l lan ¢l gw interface ¥ ylay 8 9w gl any interface
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K Security Fabric >

& Fortiview >

+f Network >

& System >

& Policy & Objects v
1Pv4 Policy

Authentication Rules
Local In Palicy
IPv4 DasS Policy

Adds

s o

Internet Service
Database

Services

Schedules

Virtual IPs

1P Pocls

Protocol Options
Traffic Shapers
Traffic Shaping Policy

Tratfic shaping Profile

& Security Profiles >
J=RVCN] >
& User & Device >

Name Type Details Interface Visibility Ref.
[l Addres:

S FABRIC_DEVICE Subnet 0.0:0.0/0 P Visible 0
I FIREWALL AUTH_PORTAL ADDRESS Subnet 0000/0 D Hidden 0
B pclient-MAC Device (MAC Address) 00:DC:29:11:72:33 LAN1 (port1) P Visible 2
T Range ip_servers IP Range 192.168.2.1- 192.168.2.30 N® Lani (port1) 2 Visible 0
T SSLVPN_TUNNEL_ADDR1 IP Range 10212134 200- 10.212.134 210 2 SSL-VPN tunnel interface (sslroot) D visible 1
= subnet1 Subnet 192.16520/24 LAN1 {port1) P Visible 2
T VLAN1 address Interface Subnst 192.168.3.0/24 @ virtual interface 1 (VLAN1) D Visible 0
@ vEMEN Geography = United States 5 Visible 1
Ball Subnet 0.0.00/0 2 Visible 15
12 gmail.com FQDN gmail.com I visible 1
B login.microsoft.com FQDN login.microsoft.com 2 Visible 1
I loginmicrosaftonline.com FQDN loginmicrasoftonline.com D Visible 1
B loginwindows.net FQDN loginwindows.net P visible 1
T marfadi_pc Subnet 192.166.2.121/32 D Visible 0
B none Subnet 0000/32 > visible 0
IE pcl Subnet 192.168.2.144/32 Visible 2
B pe2 Subnet 192.1682122/32 D visible 0
B servert Subnet 192.168.2122/32 LAN1 (port1) P visible 1
T servers 1P Range 192.166.2.1- 192.166.2.30 h LAN1 (port1) O Visible 0

LAN1(port1) JI as Ja e gvisible 4 J gana PC-Client-MAC ol giadl oy o3lel 3 guatly Jaxb

of 4l el luele LANT ¢ ginterface JI ;8 o3 Y1 pday o ol giad! 12 0y G lidinterface

W LA u

dlial Hgally LS play

%X Security Fabric 3
“ v Select Entries x
W Fortivi > i ;
ariew Name © ﬂvate User Internet Service
o Metwork > ing Interface LAN1 {port1} - | Qacarch + Add
¥ Outgoing Interface | WAN (port2 -
& System s = (port2) B ADDRESS(7+) ~
% Policy & Objects v Source Bal x -3 al
+ 3
D ALLSubnet
Destination Dan x
Authentication Rules + 2 FABRIC_DEVICE
Local In Poli & gmail.com
n Policy
Schedule (8 always hd 12 loginmicrosoft.com
IPv4 Dos Policy Service ALl x & loginmicrosoftonline.com
Addresses + B loginwindows.net
Internet Service Database Action v ACCEPT [l & marfadi_pc
- * g none
Services R
Inspection Mode [RIENEEESN Proxy-based PC-Client-MAC
Schedules B pa
Virtual IPs Firewall / Network Options 2 pe2
IP Pool T Range_ip_servers
i NAT ©
Protocol Options - . . B server1
IP Pool Configuration Use O ing Interface Address U WAUET T g o) I servers
Traffic Shapers Preserve Source Port (B B subnet1
Traffic Shaping Policy Protocol Options default .| # 2 vLAN1 address
Traffic Shaping Profile & wildcard dropbosx.com
& security Profiles > | Security Profiles 1 wildcard.google.com
& YEMEN &
0 vPn > Antivi
Vi o B ADDRFSS GROLIP (£) v

incoming interface =lan1¢¥source JI 455 § PC-Client-MAC ¢l giadl pls Eoe>

outgoing ¥ elld g ydays ¥ 4ilé destination JI asls 3 PC-Client-MAC (1 gial! La!

.Jads interface lan1J! aa PC-Client-MAC ! giall Jas y Liod LusYinterface=WAN(port2)

Sob l | it/ k|
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@ Dashboard » | Edit Policy
4% Security Fabric ¥
” o Select Entries
i Fortivi 3 ; i
oriiew Name © private Internet Service
4+ Network > Incoming Interface Lan1 (port1) - | QPearch ¥ Create
i System > Outgoing Interface WAM (port2) - I e 1t
R Policy & Objects v Source B pc-Client-MAC x ’Hﬁ all Y
+
= FABRIC_DEVICE
Destination Ban x -
Authentication Rules | + £ gmail.com
. 1 login.microsoft.com
Local In Policy hedul & al . T )
Schedule always 1 login.microsoftonline.com
IPv4 Da5 Policy Service o ALL H & loginwindows.net
Addresses + 2 marfadi_pc
Internet Service Database Action ase gl @ DENY * 8 naone
. 2 pc1
Services
Inspection Mode |[RIUEEESE Proxy-based 2 pe2
Schedules 2 vLAN1 address
Wirtual IPs Firewall / Metwork Options & wildcard dropbax.com
IP Pools NAT o 12 wildcard google.com
Protocol Opti ® vEMEN
rotocol Options IP Pool Configuration Use Outgoing Interface Address EESwUED T4 @ ADDRESS GROUP (1)
Traffic Shapers Preserve Source Port (I T G Suite
Traffic Shaping Palicy Protocol Options default MEd | B Microsoft Office 365 #)
Traffic Shaping Profile
& Security Profiles > Security Profiles

Outgoing interface =wan JI ;¥ Destination 3 »a: o PC-Client-MAC Ol oMel 5y gually Lo

Ol giadl Jayl el 3 S,SY outgoing interface =lan1 € oI ¥l PC-Client-MACJ! ylas o 1

interface =lan1 J| @PC-CIient-MAC

pIES )

interfaces JI JS' § wdaew ol giadl lda Ol da 108 any de giinterface Jb dlas ;03 o3 &) gial!

interface J1 aa W1 ydas oF o siadl 1 ol Goa 10 LANT Misinterface Jb ¢l giadl das ;05 o Lol
s o Ol giadl 1 (18 Mliwinterface =lan2 JI jLas| o3 o8 Lan

Incoming interface= source

Outgoing interface=Destination

Mﬁ@s‘y&&ugéggﬁ‘éc@i&c&‘#‘ ‘h(ﬁ‘&u‘)he)J&JQ?G)@A}s&:Ref

wlagd d g d
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o (sw ) bl Gl bt

¢
S Security Fabric >

Name Type Details Interface Visibility

. FortiView bl

& Network >
& System , B FABRIC_DEVICE Subnet 0.0.00/0 © Visible 0
. = FIREWALL_ AUTH_PORTAL_ADDRESS Subnet 0.0.0.0/0 © Hidden [}
|Pva Policy B pcClient-MAC Device (MAC Address) 00:0c29-F72:33 LAN1 (porti) @ Visible 1
P T © Range_ip_servers IPRange 192.168.21-192.168.2.30 LAN1 (port1) © Visible 0
Local In Policy I SSLVPN_TUNNEL_ADDRL IPRange 10.212.134.200- 10.212.134.210 (@) SSLVPN tunnel interface (sslroot) © Visible 1
|Pv4 Do Poli & subnet1 Subnet 192.168.2.0/24 ® Lan1 (port1) @ Visible L]
VTN 5 1 i1 address Interface Subnet 1921683024 @ virtualinterface 1 (VLAN1) © visible o
Internet Service Database & vEMEN Geography =i United States @ Visible 1
Services Dall Subnet 0.0.00/0 @ Visible 1
Schedules £ gmailcom FQDN gmail.com @ Visible 1
Virtual IPs £! loginmicrosoft.com FQDM login.microsoft.com @ Visible 1
1P Pools E£! loginmicrosoftonline.com FQDN loginmicrosoftonline.com © Visible 1
Protocol Options £ loginwindows.net FQDM loginwindows net @ visible 1
Traffic shapers 8 none Subnet 000.0/32 @ Visible o
Traffic Shaping Policy B pc1 Subnet 192,168 2 144/32 LAN1 (port1) @ Visible 2
Traffic Shaping Profile B pc2 Subnet 192 168 20.122/32 WAN (port2) @ Visible )
& security Profiles * | B wildcard dropbox.com FQDN *dropbax.com ® visible o
=ven B wildeard google com FQDN ~googlecom @ Visible 1
& User &Device ’ | B ALLSubnet Subnet 0.0.00/0 @ Visible 0
i Log & Report S, e
¥ Security Fabric >
Name Type Details Interface Visibility Ref.
& FortiView >
o System > 2 FABRIC_DEVICE Subnet 00.00/0 @ visible o
B Policy & Objects - B FIREWALL AUTH_PORTAL ADDRESS Subnet 0000/0 © Hidden o
1Pva Policy B Po-Client-MAC Device (MAC Address) 000C29:172:33 LAN1 (port1) @ Visible 1
Authentication Rules I Range_jp_servers 1P Range 192.168.2.1- 192.168.2.30 LAN1 (port1) @ Visible 0
Local In Policy 0 SSLYPN_TUNNEL_ADDR1 1P Range 10.212.134.200- 10.212.134.210 @ SSLVPN tunnel interface (ssl.roct) @ visible 1
1Pv4 DoS Policy = subnet1 Subnet 1921632.0/24 LAN1 (port1) © Visible 0
Y T— B VLAN1 address Interface Subnet 1921633.0/24 @ virtualinterface 1 (VLAN1) © Visible 0
Internet Service Database & vEMEN Geography =1 United States @ visible 1
Services Dall Subnet 0.0.00/0 @ visible 1
Schedules E! gmail.com FQDN gmail.com @ visible 1
Virtual IPs £! loginmicrosoft.com FQDN login.microsoft.com @ Visible 1
1P Pools £! loginmicrosoftonline.com FQDN login.microsoftonline.com ® Visible 1
Protocol Options £! loginwindows.net FQDN loginwindows net @ Visible 1
Traffic Shapers & none Subnet 0000/32 & visible o
Traffic Shaping Policy @1 Subnet 192168.2144/32 N1 (port1) @ visible 2] :I
Tratfic Shaping Profile [=] Subnet 192.168.20.122/32 = WAN (partz) G Visible )
@ security Profiles > | @ wildcard dropbax.com FQDN ~drophox.com ® Visible 0
=ven * B wildcardgoogle.com FQON “googlecom © visible 1
& User &Devics B ALL Subnet Subnet 00.00/0 LAN1 (port1) @ Visible 0

2 sl e a5 prach oLkl 2 o Ja o ol giadl ol Job dagref=231 pet ool giadl ol JasSt
a1 e el iy

@ Dashboard > [# createnew~ || # Edit || @ clone | @ Delete == A=l
¥ Security Fabric > # Edit @ Delete View List | | @ View Prop Passible Us

R Name Typey
& FortiView > Object Name Ref.

[E] Address €

3 Network > Address Group (1)

£ system , = FABRIC DEVICE Subnet °
B Policy & Objects . E FIREWALL AUTH PORTAL ADDRESS Subnet Policy (1)
1Pv4 Policy Device (MAC AdfL] o
Authentication Rules 1P Range
Local in Palicy SSLVPN_TUNMEL_ADDR1 1P Range
1Pva Das Policy 2 subnet1 Subnet
& VLAN1 address Interface Subnet
Internet Service Database ® vEmEN Geography
Services 2al Subnet
Schedules Z! gmail.com FQDN
Virtual 1Ps Z! login.microsoft.com FQon
IP Pools £! login.microsoftonline.com FQDM
Protocol Options . FaDM
Traffic Shapers e T
Traffic Shaping Palicy B paa fEr—
Tratfic Shaping Profile = pc2 .
8 Security Profiles > B wildcard dropbox com FQDN

...address group=G2 as dag yo (sl gial! Ol el 8y gualls LeS
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e o lda e pe2 ol giadl il ol gl e Jiaandl liSeyd

@ Dashboard 3  Edit Address Group
% Security Fabric 5
o Group name | G2
e FortiView H
Color B  Change
+ Metwork >
Members B pc-Client-MAC x
& System 1 Bt "
B Policy & Objects - & YEMEN x
. +
IPv4 Policy

Authentication Rules One or more members are associated with an interface (port1). Only
Local In Policy A addresses that are not associated with an interface, or are associated
with port1 can be added.

IPv4 DoS Policy

Addresses Show in address list [ @]

Internet Service Database Static route configuration €@

Services Comments Write 3 comment_._ w253

Schedules
Virtual IPs
IP Pools

Protocol Options

= FortiGate VM64  m: n > 0o (@ admin-

Dashboard > [# CreateNew~ | | # Edit | T Clone @ Delete Usage of Address: pcl x

Security Fabric > i # Edit I [ Delete = Viewlist @ View Properties Possible Uses
i Name R

FortiView > ‘Object Mame Ref.

(] Address €

Network > Address Group (1)

System , = FABRIC DEVICE Subnet

Policy &Objects . B FIREWALL AUTH_PORTAL_ ADDRESS Subnet Policy (1)

1P Policy B pcClient-MAC Device (MAC Ad

Authentication Rules B Range fp servers (- (Erze 1

Local In Palicy 2 SSLVPN_TUNNEL_ADDR1 1P Range

1Pv4 DoS Policy & subnet1 Subnet

= wases meresun

Internet Service Database & vEMEN Geography

Services =al Subnet

Schedules & gmail.com FQDMN

Virtual IPs £! loginmicrosoft com FQDN

IP Pools E! loginmicrosoftonline com FQDN

Protocol Options £! loginwindows net FQDN

Traffic Shapers 8 none Subnet

Traffic Shaping Policy Bpct G

Traffic Shaping Profile B2 Subnet

Security Profiles > R Fanm

A dld 8 gually LeSpolicy Il dals yday < gu Edit pipolicy(1) 1 e Jal i

Services
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By ¥ dalasiu (Say
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sl gl S Laliae All
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~
& Dashboard 4 + CreateNew~ | # Edit [m Clone [ Delete = #* Category Settings Search ‘ Q |
Nx Security Fabric >
Service Name & Details & IP/FQDN = Show in Service List = Ref. =
8 FortiView >
]

 Network > General @
& system N Web Access €@
B Policy & Objects v File Access @

1Pv4 Palicy Email @

Authentication Rules Network Services €ED

Local In Policy Authentication €@

IPv4 DoS Policy Remote Access @

Addresses Tunneling @

Internet Service VolIP, Messaging & Other Applications @

Database
Web Proxy 9

Services

4] i v
Schedules Uncategorized €&

Firewall Group @

Virtual IPs
IP Pools

| S W

d> yl | ¥ ¢S gig i gﬁhj'&" oy ‘;'}‘7'93‘ S Heas! ol ST h.lijm-b adaill TR G >
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File Access @
Email @

£ System >

B Policy & Objects Network Services @)
1Pv4 Policy Authentication €@
Authentication Rules [] Remote Access @
Local In Policy 3] DCE-RPC TCP/135 UDP/135 @ Visible 2
IPv4 DoS Policy I PC-Anywhere TCP/5631 UDP/5632 0.0.00 @ Visible 0
Addresses [§] ONC-RPC TCP/111UDP/111 0.0.00 @ Visible o]
Internet Service Il SSH TCP/22 0.0.00 @ Visible Q
Database

) TELNET TCP/23 0.0.00 @ Visible 0

s I X-WINDOWS TCP/6000-6063 0.0.00 @ visible 4]
Virtual IPs I rRDP TCP/3389 0.0.00 @ Visible Q
IP Pools m VNC TCP/5900 0.0.00 & Visible 0
Protocol Options TCP/1512 UDP/1512 0.00.0 Visible 0

a9l pldJ 9 ¥ S 5o Al (plagumy ipe Jguo s poliell Cadiaill s g3 o3lel 05 guall
abiaill 1ia  deudeadl

£ servicesmml/ glgsil odlo

Services -1

Co ol dne gl g Gty 0 945 8 gus services I (10 A gazmas Service group -2
ol (o g 9 pzald

4ols category Jin paibasll juas § 4ladi services Il (o dc gaxa: Category -3
Jlazuls Lalzdl ol https g http e (6 gi=i Co> i 1Y) misats Lolill web access 4
Jea¥ Jlae 9

La 12 gimap,pop,smtp 453! YK gig ll e S gixigemail Blowd

=5 FortiGate VM64 n

@ Dashboard » [ 4 CreateMew~| # £dit T Clon= [ Delete 4 CategorySettings | | Search | Q ‘
& Security Fabric > Weervice : : i
§ Mame & Details IP/FQDN + Showin Service List & Ref &
W Fortiview > M service Group
o+ Network > M Categon
b Acce 2

& System >
B, policy & Objects L l@urre TCP/80 0000 © visible 1

P4 Policy @ HTTPS TCP/443 0,000 © Visible 2

Authentication Rules

Access @
Local In Policy ] Email @

IPv4 DoS Policy

Addresses
Internet Service Database [#] Remote Access ©

Schedules [#] VolIP, Messaging & Other Applications €&

viral 1P

Pratocal Options @ a0l TCP/5190-5194 0000 © Hidden o

Traffic Shapers @ FINGFR TCRIT9 nono O Hidden o
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ortiGate VM64

@ Dashboard > [ # CresteNew= | & £dit T Clone [ Delete | # CategorySettings | | | Search [a]
K Security Fabric >
Service Name & Details + IP/FQDN & Showin Service List + Ref. &
W FortiView >
G |
+ Network > 8] Earee ()
& system N [ web Access @
[y —— . 0000 © Visible 1
e © visible

Authentication Rules

Local In Palicy
IPv4 DaS Palicy TCR/143 0000 @ Visible 1
Addresses @ maps TCP/993 0000 @ Visible 1
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Traffic Shaping Profile

& Ssecurity Profiles » Security Profiles

“"'Y‘J&qua.'znuauio.up-b‘-g-‘zj‘ oY1 2 e Uyl pe3 el 7 Lol
. Banip 4 Jgone

FortiClient

Ji75 s 1 (Agent Based) aiis Aol gs 0321 6ylsl dids 7 ydd bg (I
d,gl-)_g-éj‘ sl o ¥ gl yigraS B3| COlS el 9w Lzylal jos g“\.ﬂ s32¥) Je(forticlient)zaliy
oo (oY de) WANDS aScds (e Bagagw o) LANJI AS0cd i 0321 Sol8 ¢ g L@G‘yb

molip e 23y 4l ) A i) e suny (1 8520 dylaedl dals Jogpald Cu Jiogd poduws
. CdS Q’_}}.&ﬂ

P AL loused! audy S Josddl dus >
conabb gl o3> e antivirus —1
cnabsodl o3> e Web filtering — 2
e | wie B39 g I Slapdatlly @Sy 2 gdew Eo> Application control —3
VPN -4
mobile configuration - 5

Skl it/ ook 469 (- 243 dadall



o (ool bt

¥l gl e il SIS G ygall Jais oSas
SIS G gall o oylel i g S

duilze deud:Basic -\
dicw JS duzmiy Joeud ) cumy G didlme £ deud @ Registered -Y

FEATURES

Windows Mac 0S X Android i0s

IPsec VPN -
SSLVPN . . . Wieb Mode Only
Two-Factor Authentication .
Antivirus

Web Filtering

WAN Optimization

‘Client Certificate Support

Registered with FortiGate'

Centralized Management

Policy Compliance Enforcement

Carisston Frovsionkg e s B Sr——— e - =
C ized Logging to FortiAnalyzer/FortiManager

Windows AD SSO Agent

Application Firewall

Vulnerability Scanning

Roaming Clients

Customizable GUI

Custom Instal® . .
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SKU Description

FC-10-C0102-151-02-12 1 Year FortiClient License Subscription for up n@o clients on FG/FWF 30-90 Sengunning Forti0S 5.2 and above. Includes the ability to download the license file, pre-configure
.................................................... the dlent, creal a custom instaker and retrand. . B e tohan i aeeametsssamasieSmtessun e nes e e

FC-10-C0106-151-02-12 1 Year FortiClient License Subscription foup o 600 clients on FG 100- ies ruming FortiOS 5.2 and above. Includes the ability to download the license file, pre-configure the

client, create a custom installer and rebrand.

FC-10-C0103-151-02-12 1 Year FortiClient License Subscription for up tﬁ 000(clients on FG 500—89§l5en‘es and FG YMO1-VMO2 Series running FortiOS 5.2 and above. Includes the ability to download
Ihelnoense file, pre-configure the client, create a custom installer and rebrand.

FC-10-C0104-151-02-12 1 Year FortiClient License Subscription for up tof8,000 clients on FG 1000 Feries and FG-VM04 Series running FortiOS 5.2 and above. Includes the ability to download the license

............ i, pre-configure the dlent, create a custom installer and rebrand.
FC-10-C0105-151-02-12 1 Year ForiClient License Subscription forup 101088 cents on P18 3088580 Bevies and FG-V08 Series ruming ForiOS 5.2 and above. Incudes the abiiy 1o dowrioad the

license file, pre-configure the client, create a custom installer and rebrand.
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@ Dashboard >
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Policy Routes

RIP

OSPF

BGP

Multicast
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@ Security Profiles >
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& User & Device >
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Edit Interface
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IP/Metmask

Secondary IP address @O

+ Create New # Edit Delete Search
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Receive LLDP @ (NEAVnlel " Eoail)i-l Enable | Disable
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=B FortiGate VMé4  marfadi-vm
@ Dashboard > [+ crestenew | # Edit| T Clone Delete | | [ Search Q
S Security Fabric >
Name Type Two-factor Authentication Ref.
& Fortiview >
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& system >

B Policy & Objects
& Security Profiles
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& User & Device

User Groups

Guest Management
Device Inventory
LDAP Servers
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Authentication Settings
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18l Log & Report
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& System >
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& User &Device

User Definition

User Groups

Guest Management
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FortiGate VM64 marfadi-vm Q- > 2 (@ admin-]

@ Dashboard > Users/Groups Creation Wizard
% Security Fabric € UserType )| @ Login Credentials Y| @ ContactInfo Y @ Extra Info
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# System ” | Remote TACACS+ User
B Policy & Objects ? RemoteLDAP User
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Authentication Settings
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i d
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Password e
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B policy & Objects 3
& Security Profiles »
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User Definition

User Groups
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Device Inventory

LDAP Servers
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Awuthentication Settings
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FortiGate VM&4 marfadi-vm
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" rity Fabric ? User Type S Login Credentials Contact Info 3 Extra Info
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+f Metwork 3
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il Log & Report »
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@ Dashboard > | MewUserGroup o m——
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Type Firewall Local (3]
b Network ’ Fortinet Single Sign-On (FSS0) 2
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Syst > e

# System RADIUS Single Sign-On (RS50) oo
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Guest Management
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Authentication Settings
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% Security Fabric >
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<123 O - & [ Firewall Authentication ]

n | C\Windows\system32\ping.exe
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timed
tined
= ime
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F:i:RTINET it

t

tined

ot - timed

Authentication Required tined

tined

timed

t 1:mad

Please enter your username and password to continue. gmgg

timed

timed
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Username: | ‘ tined
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‘We’'re updating our Terms of Service. Get to know our new Terms before they take effect on March 31, 2020. Review

GO gle yemen hodeidah Q

2 Al B News &) Images [J videos i More Settings Tools

About 1,220,000 results {0.65 seconds)

www aljazeera.com » news > 2019/12 > flashpoint-city-hodeidah-dan._.. « 2
. . . . v
Flashpoint city of Hodeidah 'most dangerous place in Yemen ... Al Marawi‘ah
acy|
Dec 12, 2019 - Aid groups say 7399 civilians killed and wounded in Hodeidah province in 2019, AFHudaydah 2o
the 'highest toll' in war-torn country. Yemen's flashpoint city of Hodeidah continues to be the 8.y

war-ravaged country's most dangerous place, more than a dozen international aid groups have
warned, despite
Map data ©2020

en.wikipedia.org > wiki > Al_Hudaydah ~
Al Hudaydah - Wikipedia Al Hudaydah

Al-Hudaydah also transiiterated as Hodeda, Hodeida, Hudaida or Hodeidah, is the fourth-largest
city in Yemen and its principal port on the Red Sea. As of 2004
History - Economy - Yemeni Civil War - Climate Al-Hudaydah, also transiiterated as Hodeda, Hodeida, Hudaida or
Hodeidah, is the fourth-largest city in Yemen and its principal port
T AN the Red Sea As Af 2004 its nannatinon was AN? 5RN And it was
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City in Yemen

@ Dashboard ? | & Refresh # Show all FS50 Logons Q
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User Name User Group Duration 1P Address Traffic Volume Method
& Fortiview

i —— i |

4 Network 3 minute(s) and 54 second(s) 192.168.2.30 9.03MB & Firewall
& System >
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@ security Profiles >
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& User & Device >
lad Log & Report >

Routing Monitor
DHCP Monitor
SD-WAN Monitor
FortiGuard Quota
1Psec Monitor
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@ Dashboard > | & Refresh Show all FS50 Logons Q
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User Name User Group Duration 1P Address Traffic Volume Method

& FortiView >
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# System >
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& Security Profiles >
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& User & Device >

Il Log & Report >

Monitor hd

Routing Monitor
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SD-WAN Monitor
FortiGuard Quota
IPsec Monitor
SSL-VPMN Monitor

s

Firewall User Monitor
Quarantine Monitor
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Threat Map
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FortiGuard Quota
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¥ security Fabric >

User Name User Group Duration IP Address Traffic Volume
8 FortiView >
o Network >
£ system >
B Policy & Objects >
& Security Profiles >
0 ven >
& User &Device >
4 Log & Report >
IG Monitor v

Routing Monitor
DHCP Monitor
SD-WAN Monitor
Noresults
FortiGuard Quota
IPsec Monitor

SSLVPN Moniter

Firewall User Monitor

Quarantine Monitor
FortiClient Monitor

Thennt Rann

.. firewall (local user) 45 ¢y 539 éi NETYR I (F Y

firewall 4aslall e didlni o podeiiad | B e jlead! e 2 5goldly mad 5 39l S ol pman
: 4L 8 ygualls LeS User Monitor

rtiGate VM64  marfadi-vm 2v oe @ admin~
@ Dashboard > || £2 Refresh || @ Deauthenticate  Showall FSSO Logons Search Q
3% security Fabric > 5

User Name User Group Duration 1P Address Traffic Volume Method

M FortiView >
4 Network , [& anvar 11 minute(s) and 4 second(s) 192.1682.30 5174ME EEEE—— & Firewsll I
& system , @ hosam 11second(s) 192.168.2.159 501.21kB | & Firewall
B policy & Objects >
& security Profiles >
j=RVoN >
& User & Device >
4 Log & Report >

:

Routing Monitor
DHCP Monitor
SD-WAN Mornitor
FortiGuard Quota
IPsec Monitor

SSL-VPN Monitor

Firewall User Monitor

Quarantine Monitor

Max invalid authentication
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&7 FortiGate VM64  marfadivm

|ﬁ Dashboard v

marfadi-vm FortiCare Support
Top Usage LAN/DMZ
Security FGVMEVD1FZOJRLDC Firmware & General Updates
System Events v6.2.3 build1066 (GA) =
K Security Fabric LT AntiVirus
& FortiView 2020/02/2419:34:39 :
Web Filtering
“# Netwerk 603
% System

R policy & Objects
8 Security Profiles
o ven

& User & Device
lad Log & Report

@& Monitor PR, .
B Security Rating is unavailable when VM license isin

evaluation mode or when HTTPS is unavailable

ol GIEL agds Lils dilals JLssl ci¥fglame 5 day Mt
(@533 5) 40 300 sl

(851835 U3l yls o3 5 y5malelly iy all 31805) JUipll o8 ABsLiall (e oSats o y3sall O !

Too many login failures. Please try again in a few
minutes...

admin2

LL L

Authentication timeout

oyl oL Authentication timeout Lew/ local users e Lacdas ok M &3 lewd!
Jes o s_u::,gd.:i.ﬁ dima 648 I Y| ]

. §y> 8« re-authentication
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@ Dashboard

¥ Security Fabric

b Fortiview
+ Metwork
## System

B Policy & Objec

& Security Profiles

0 vPn

I

» | Authentication Settings
¥
Authentication timeout _ minutes
¥
Protocol support HTTP HTTPS FTP
’ TELNET
» HTTP redirect @
ts > Certificate [ 8] | ¥ Fortinet_Factory v |
H
¥
v

User Definition

User Groups

Guest Manage

ment

Device Inventory

LDAP Servers

RADIUS Servel

Authentication S

rs

FortiTokens
il Log & Report

& Monitor

o Lkl lioy Cu 5980l pdas ‘éi Zus replacement message JI Jyuad 44 b

ailé Laylg Login Page dilid! lugussg authentication J dagld| ddluyd) Jooaty pydiw 0|

ortiGate VM64

N AER YN I VS PORCH ER JETH -t (P 4 Login failed Page

@ Dashboard
S Security Fabric
W FortiView

o Network

mini

rs
Admin Profiles
Firmware

settings

FortiGuard

Feature Visibility
Certificates

B policy & Objects >

@ Security Profiles >

o ven >

& User &Device >

Il Log & Report >

Sob l | it/ k|

# Manage Images & Edit

[a] Extended View

Name * Description Modified

] Authentication €
Email Collection Replacement HTML for email collection page
Email Collection Invalid Email Replacement HTML for email collection page after user enters invalid email
FortiToken Page Replacement HTMIL for FortiToken authentication page
Login Failed Page

[ Device Detection Portal €

Replacement HTML for authentication failed page
Replacement HTML for authentication login page

Device Detection Portal Failure Page Replacement HTML for device detection portal failure page

FortiGuard Block Page Replacement HTML for FortiGuard Web Filter block page

URL Block Page Replacement HTML for HTTP URL blocked page []

Application Control Block Page Replacement HTML for application control block page (-]
DLP Block Message Replacement text for DLP block message
DLP Block Page Replacement HTML for DLP block page

Virus Block Message Replacement text for antivirus block message

edit o3 Layad of L) &l Ladl soses
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@ Dashboard

S& Security Fabric

& Fortiview

b Network

& System
Administrators
Admin Profiles
Firmware
Settings
HA

SNMP

FortiGuard

Feature Visibility
Certificates

B Policy & Objects

& security Profiles

FortiGate VMé4

>

>

marfa

# Manage Images II Ed I [

Name

[a Extended vie

Modified &

Description &

[ Authentication €

Email Collection

Replacement HTML for email collection page
Email Collection Invalid Email Replacement HTML for email collection page after user enters invalid email
FortiToken Page Replacement HTML for FortiToken authentication page
Login Failed Page Replacement HTIVIL for authentication failed page

Login Page 1 HTML for ication |

A Device Detection Portal €3

Device Detection Portal Failure Page Replacement HTML for device detection portal failure page

[F] FortiGuard Web Filtering €@

FortiGuard Block Page Replacement HTML for FortiGuard Web Filter block page
Eure @
URL Block Page Replacement HTML for HTTP URL blocked page ]

[ security Profiles &

Application Control Block Page Replacement HTML for application control block page L

& Dashboard

& Security Fabric

& FortiView

* Network

k System
Administrators
Admin Profiles
Firmware
Settings
HA

FortiGuard
Feature Visibility

Certificates
& Policy & Objects
} Securitv Profiles

~ Email Collection html, body{
height:100%; I
= N adding:0;
Email Collection| B 2

Skl et/ o]

A |€DoCTYPE html PUBLIC ™-//W3C//DTD HIML 4.01//EN"> N
> html>

N [E] Authenticati

> Manage Im: Login Page x 3

Message Format: text/html

Message Size: 2.6 kB/32.8 kB I

<head>
<meta http-equiv="Content-Type" content="text/html; charset
<style type="text/c3z">

margin:0;

boeg{
display:table;
width:100%;
height:100%:

beic{
display:table-cell;
vertical-align:middler
height:10057

}orm{
display:bleck:
background: fooc;
border:2px sclid red:
padding:0 0 25px O:
width:500p:
font-famil:

FurfiTok‘enPage E:E HrlnETa

Authentication Required

Please enter your credentials to continue.

elvetica, sans-serify

. font-size:ldpx;
Username: ‘ ‘ margin:10px auto;
1.£21,.fer, . f2c]
text-align:center;
Password: | | width: 350px;

margin:0 auto:
padding:10px;

}.fe1]
text-alignilers;
}.fer]
text-align:right:
nif

. FAnt_weinhtshnlds .
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@ @| @ http://192.168.2.20:1

P

oo~ ” @ Firewall Authentication | |

F:=ERTINET

Authentication Required 2, skl § ax gl Ja2

Please enter your username and password to continue.

w5t | |

| |

save o restore defaults Joay agdid col LeS Lblad!) gLyl oy olo

P Network > <head>
Email Collection <meta Type text/html;
# System ~ Preq ¥
Administrators Email Collection In {5;&5 ":g;T":exclcss"}
height:100%;
Admin Profiles FortiToken Page ;::;;g?én_;
- = 1
Firmware Login Failed Page F H I ll lE I loe{
@ display:tabls;
Settings Login ¥ e,
. q N - - ght:100%;
A Authentication Required 2 s~ a3 35l Jaa Loy
display:tsble-cell;
SNMP wvertical-align:middle;
height:100%;
Replacement Messages e Please enter your credentials to continue. f—
display:bleck;
FortiGuard §§§§§§?2§3 ﬁEim red,
Feature Visibility e[ | peaaing.t o Sep o
font-family-helvetica, sans—serif;
0 £ = :1l4px;
Certificates b u‘Sil | ng.;l:fﬁpx tos
1
B Policy & Objects > -fel, . fer, .fec{ .
Conikie noasten
& Security Profiles > margin:0 tubos
Application Contro padding:10px;
21 VPN > -
DLP Block Messagé S lieniieres
& User & Device > \ texnt-align:left;
DLP Block Page “fer{ . .
W Log & Report > . text-align:right;
& Monitor N Virus Block Messag 1 hl%Dnt—wElght:bcld,’ |
Virus Block Page 2 < >
[ ssLvPN lRestDre Defaults I Cancel

s dlasHla

Ll Eus Simple View ,3¥1g extend view Lea s 2980l sl d LY fpyles w9
Slao Il 2l pelad simple View Lol cus 59801 gt e Jiluydl S pelagn Extend view
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EFortiGateVMM marfadi-vm - 0@ 1 admin~

® Dashboard >

# ManageImages & Edit Q wm Extended View
% Security Fabric >
Name Description Modified
w FortiView >
= ~

b Network > ] Admin €
% System M [£] AlertE-mail @

TS [E Authentication &

Admin Profiles Authentication Success Page Replacement HTML for authentication success page

Firmware Block Notification Page Replacement HTML for block notification page

Settings Certificate Password Page Replacement HTML for certificate password page

HA Declined Disclaimer Page Replacement HTML for user declined disclaimer page

SNMP Declined Quarantine Page Replacement HTML for user declined quarantine page

Replacement Mes: %3 Disclaimer Page Replacement HTML for authentication disclaimer page
FortiGuard Email Collection Replacement HTML for email collection page
Feature Visibilit . N . . P
—— Email Collection Invalid Email Replacement HTML for email collection page after user enters invalid email
Certificates . . - i
Email Token Page Replacement HTML for email-token authentication page
% Policy & Objects ) . - [
FortiToken Page Replacement HTML for FortiToken authentication page
i Security Profiles J
Guest User Email Template Replacement text for guest-user credentials email messaze

Restricting number of concurrent user logons

9 S Jgall (e login Igleay | 9508 administrator J| 7 geus gdll sessions Il suc oS
- 39z AL session soal -geune I el o oll Coe ¢ cogll ae add suslg session

o £948 (Ladsd suslg session suzs) administrator o ASY o Sasadl I Jga ol aead
: AUl yalo¥l ae cUig security J

FortiGate VMé4 marfadi-vm

& Dashboard v . . CLI Console ' &
marfadi-vm tiCare Suppor

Top Usage LAN/DMZ ‘ iR

Security FGVMEVD1FZOJRLDC Firmware & General Updates

System Events v6.2.3build1066 (GA) -
e . . NAT
X% Security Fabric > AntiVirus
I FortiView > 2020/02/24 23:58:14

‘Web Filtering
b Network > 00:00:42:29
0/0

& System > Unknown
B Policy & Objects >
& Security Profiles > :
=RV > '
& User & Device >
|l Log & Report 3
€ Monitor >

Security Rating is unavailable w
license is in evaluation mode or when HTTPS

8Ll B ygually LeS ol LS Lgale | wsyl odg
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="= FortiGate VM64 marfadi-vm

-mw '
|ﬂ Dashboard ~ LI Console e ’
marfadi-vm Connected
Top Usage LAN/DMZ
i SEUNISUNEIIS) marfadi-vm # config system global
Security

System Events UERR I IGREEY marfadi-vm (global) # set admin-concurrent enable

N4 Security Fabric N NAT marfadi-vm (global) # end
& FortiView > 2020/02/25 00:1 ECISEUEVIEY |

+ Network 4 00:00:56:56

& System > Unknown

B Policy & Objects >

& Security Profiles >

Managing guests

P91 3Lt (S o Jadd didge 07T 153950 Su dS i) (eslall 5l g3l oylal e oylee (2
- i 58 day g S didge Sblue cldany Of Cox

S iy 9 dunds o (J 98]l pe Jlgdie JShn 1 931 ¥ Dbl o LaS) et i
.@3%@&&%%3}&3‘}5@%‘

L SMS e 51 Jeaa¥l dllayl gl cilbluwced! delids 3yl ¢y Ll ool 51300 pebaad s

Shlusdl (e suie e ggixi(Guests group) 5l 93l gy pamass cums @3l 1 Jeay a3l (I

guest degig GuestT puwly gy Ll (Y1 agds

@b Uashboard > | NEw User uroup
S& Security Fabric »
Name l Cuests]| !
& FortiView »
Type Firewall
b Network i Fortinet Single Sign-On (F550)
£¥ System » 0 izn-
B Policy & Objects »
& Security Profiles >
Batch Guest Account Creation B
O VPN >
User D [ZUETN Auto Generated = Specify
-
Maximum Accounts o }
User Definition
User Groups v

Guest Details

Guest Management Enable Name (3

Device Inventory

Enable Email @
SDARSe e Enable SMS (B
RADIUS Servers Password @ Specify
Authentication Settings Sponsor [ o] m Required
FortiTokens Company [ o} Required
Il Log & Report >
€ Monitor N Expiration
Start Countdown After First Login
Time Days 0 Hours | 4 Minutes | O Seconds | 0

Batch Guest Account Creation ;Le)| Jeadts pgds dgw clild lus S gasue S of Co>
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FortiGate VM64 marfadi-vm

@& Dashboard >  New User Group

SA Security Fabric >

Name | Guestsl
I FortiView

Type Firewall
b Network Fortinet Single Sign-On (FSSO)
£ System > RADIUS Single Sign-On (RSSO}
B Policy & Objects > Guest

& Security Profiles >
I Batch Guest Account Creation @0 l
>

O VPN
Maximum Accounts e ]
| & vser & Device v
User Definition Expiration
L oups 1% = r N .
Sbiole ol Start Countdown After First Login
Steetilanaseniene Time Days 0O Hours | 4 Minutes | O Seconds | 0
Device Inventory
LDAP Servers
RADIUS Servers Ok Cancel
Authentication Settings
FortiTokens
Il Log & Report >
& Monitor >
Ll e J.La.é.'i.' "QJ‘..U o | u-«-u a4 Mu" Lluset! cLidls agds b |
Bl ALl A g Oul>19 04 (9 3 yata 3 Il sludly p gl Lo O
@b Uashboard > | New Useriaroup
4 Security Fabric >
W
Name [ Guests]
It FortiView > L_LJ |
Type Firewall
F Network Fortinet Single Sign-On (FSSO)
£# System > i -
B Policy & Objects > W
& Security Profiles
Batch Guest Account Creation (B
UserID Auto Generated = Specify
Maximum Accounts >
ad  Guest Details
Guest Management Enable Name (3
Device Inventory Enable Email €@
ERALSeEvats EnableSMS (B
RADIUS Servers Password D Specify
Authentication Settings Sponsor Required
FortiTokens Company Required
I Log & Report >
& Monitor 5 | Expiration
Start Countdown After First Login
Time Days | 0 Hours | 4 Minutes | 0 Seconds | 0

A Sl Cosums User IDJ1 93 5Ly a9ds Cigs |4

31 ! deseds 90 31531 sl gl (19S5 cag: Email

S (39 bl slal cLadls pods By 501 9o y9all I s Auto generated
- Slagas!

o ity (ID) (53981 bt o 43S 2 g5: Specify

150351 guest i e gy Lkl 15 23S 5131 guest g3 on 5392 sl g O el o s
LoS b pdizms dllasy el pdas CBgs o 9ptl LaS| Jid Guest management I Jg5u) cdgl> o
: 4Ll B ygualdly
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FortiGate VM64 marfadi-vm

& Dashboard >
& Security Fabric 3
Iw FortiView >
4 Network 3
4+ System >
B Policy & Objects >
& Security Profiles >
L VPN >
& User & Device v

User Definition

User Groups.

Guest Management

Device Inventory

LDAP Servers
RADIUS Servers

Authentication Settings
FortiTokens
|l Log & Report >
& Monitor >

User ID Expires

Comments

No Guest Groups Configured

A guest user group must be created before guests can be
managed.

Create New Guest Group Cancel

Mis specify sl auto generated sl email Mo suuy5 JI £5L Guest groupd| cLadls o3 Yol 1

% Security Fabric >
I FortiView >
++ Network >
¥ System >
B Policy & Objects >
& Security Profiles >
O VPN >
I & User & Device v

User Definition

User Groups %4
Guest Management

Device Inventory

LDAP Servers

RADIUS Servers

Authentication Settings
FortiTokens
|l Log & Report >
& Monitor >

Time Days | O

Name

Type Firewall
Fortinet Single Sign-On (F550)

Batch Guest Account Creation (B

UserID (3N Auto Generated | Specify

Maximum Accounts o ]

Guest Details

Enable Name (B
Enable Email €
Enable SMS

Password [ 8} Auto Generated [Rsis13%
Sponsor @© QEelUTEN Required

Company @ RelUTEN Required

Expiration

Start Countdown  [EELVNGITI{6ENGOM After First Login

Hours | 4 Minutes | 0

Seconds | 0

OK Cancel

Q)}.&J‘J@.G ‘._.5,1.3&33_9‘ JSCia sud gl i Ay &390 ldl L LiAs TIPS 8 yguadls LeS Tasdls
v oluadl Ladl Sl oo aile b 4 vy oluadl Lle (655 g ﬁieg(Auto Generated) o>

salasHla
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FortiGate VMé&4

& Dashboard

N4 Security Fabric ¥
User ID
I FortiView >
+ Network >
£ System >
B Policy & Objects >
@ Security Profiles >
O VPN b

I & User & Device
User Definition

User Groups

Device Inventory

LDAP Servers
RADIUS Servers

Authanticatinn Sattines

Create User

User ID Use Email Address

Password

Sponsor

Company

Email mohamed.marfadi@gmail.com|

Expiration 03/02/2020 @ 09:12:00.000 PM &
Comments

Mie 438G 2985 0o uzmg 131 diaal e 8ylee g User 101 L o edle 8 5g401ls LS
ooy olusdl 10 (Lad¥l diles o5 o ¥l Email 45L&l § Mohamed.marfadi@gmail.com

calelw 4 SE T uLw-‘zJ‘ 9‘-«‘&4‘ LR QL

S ogall o b U8 0S5 il Ioydy edlel samll 51301 el e wolusel! Jlyl s G

FortiGate VMé&4

marfadi-vm

drer¥l e Jlaog! diSay

Expires Comments

2020/03/02 21:12:00 / 3 hour(s) and 56 minute(s)
2020/03/02 21:15:00/ 3 hour(s) and 58 minute(s)

2020/03/02 21:19:00 / 3 hour(s) and 58 minute(s)

@ Dashboard » # Cdit | @ Dele
%4 Security Fabric >
User ID
I FortiView >
& Network mohamed.marfadi@gmail.com
£ System Reda Esal@gmail.com
B Policy & Objects 5 | Ahmed.Nabeel@gmail.com
& Security Profiles >
O VPN >

& User & Device
User Definition
User Groups

ement

Guest Manag:

Device Inventory
LDAP Servers
RADIUS Servers

Authentication Settings

ortiGate VM64

marfadi-vm

& Dascar > sea |8

8K Security Fabric >
User ID
I FortiView »

Delete | & Print | 11 Search

Expires Comments

2020/03/02 21:12:00 / 3 hour(s) ﬂn 48 minute(s)

o+ Network >

Reda.Esal@gmail.com

£# System
B Policy & Objects
& Security Profiles
O VPN

I & User & Device

User Definition

User Groups

W Delete
& Print
7 Send
@ Expire

5 Ahmed.Nabeel@gmail.

Device Inventory
LDAP Servers
RADIUS Servers

Sob l | it/ k|

@ Renew

2020/03/02 21:15:00 / 3 hour(s) and 51 minute(s)

2020/03/02 21:19:00/ 3 hour(s) and 55 minute(s)

¢ | i Email
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=_= FortiGate VMé4 marfadi-vm

@ Dashboard

+ CreateNew | # Edit @& Delete & Print * Send~ Search Q

UserID Expires Comments

>

X Security Fabric >
& FortiView >
+ Network 3
£ System >
B Policy & Objects >
& Security Profiles >
O VPN >
| & vsers Device v
User Definition

User Groups

Guest Management

Device Inventory
LDAP Servers
RADIUS Servers

Authentication Settings

i ol e ity psds Seibagis S sl can a9l s g 3 p9melel] Adpals
L) 8 yguadls LS &l wolay (Bgung ouna ™l 5,Lad) 534

1= FortiGate VMé4  marfadi-vm

@ Dashboard > # Edit | © D4 EditUser
%k Security Fabric »
& FortiVi User ID User ID Use Email Address
ortiView >
4 Network N mohamed EETER @gmail.com Password | 4tbe5w47
2 System , RedaEsal@gmail.com Sponser
B Policy & Objects » Ahmed.Nabeel@gmail.com Company
Email mohamed.marfadi@gmail.com
a@s ity Profil bd
scurityFronies Expiration 03/02/2020 © 09:25:00.000 PM @
O VPN >
Comments

I & User & Device
User Definition

User Groups

Guest Management

Device Inventory
LDAP Servers
RADIUS Servers

Authentication Settinzs

Auto Generated J| Guest1 w9yl 43 iy ﬁjéi B guw Y
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N& Security Fabric >
Name | Guestl
I FortiView
Type Guest
b Network >
& System ? | Batch Guest Account Creation (B
& Policy & Objects ? User ID Email LIETENTE T M Specify
& Security Profiles > Maximum Accounts fo
O VPN >
| & User & Device + | Guest Details
User Definition Enable Name (B
Guest Management Enable SMS B
Device Inventory Password [ 88 Auto Generated Jjo=taiid
LDAP Servers Sponsor @© QEGUEN Required
RADIUS Servers Company @O Required
Authentication Settings
Expiration
FortiTokens
il Log & Report 5 Start Countdown After First Login
€ Monitor , Time Days | O Hours | 4 Minutes | O Seconds | O

0K Cancel

3 390lll ¥y iy sl i g5 o UiLd poill 1a 353941 sLaS e 1110

Create User

=
o
"

¥A Security Fabric »
&« FortiVi User ID User ID

ortiView 5
& Network N mohamed.marfadi@gmail.com Password || Auto Generated
£ System , RedaEsal@gmail.com Sponsor
B Policy & Objects s Ahmed.Nabeel@gmail.com Company
& Security Profil >

S 03/02/2020 © 09:32:00.000 PM &
O VPN N
Comments

& User & Device v

User Definition

User Groups

Guest Managen

Device Inventory

LDAP Servers

RADIUS Servers
Authentication Settings

FortiTokens

| Log & Report >

o LeyL8 4S5 iy emaildl s>

FortiGate VM64
% Dashboard ’ # Edit @ Delete || & Print | 1 Pu Search Q
%4 Security Fabric >
User ID Expires Comments

I FortiView >

3 Network N mohamed.marfadi@gmail.com 2020/03/02 21:25:01 /3 hour(s) and 52 minute(s)

& System , | RedaEsal@smail.com 2020/03/02 21:15:00 / 3 hour(s) and 42 minute(s)

B Policy & Objects 5 | Ahmed.Nabeel@gmail.com 2020/03/02 21:19:00 / 3 hour(s) and 46 minute(s)

@& Security Profiles > I user0022 2020/03/02 21:32:00 / 3 hour(s) and 58 minute(s) I

O VPN >
| & User & Device ~

User Definition

User Groups

Guest Management
Device Inventory
LDAP Servers
RADIUS Servers

Burthanticatinn Qattinge

user0022 ewls Lalagigl olutl o Lid! o3

- Gty S 39! ool LA pgds g clil T specify sa Guest group (e 45¥! g4l
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¥& Security Fabric >
e FortiView

+ Network

£ System

B Policy & Objects
@ Security Profiles
O VPN

I & User & Device

b

¥

User Definition
Guest Management
Device Inventory
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens

Il Log & Report

& Monitor

sLadly pody gl 9o Cu (594l O 6

FortiGate VM6&4

marf

@& Dashboard

N4 Security Fabric

I FortiView

4 Network

£ System

B Policy & Objects

& Security Profiles

O VPN

I & User & Device

User Definition
User Groups

Guest Mani

Device Inventory
LDAP Servers
RADIUS Servers.

Authenticatinn Settings

FortiGate VMé4

mal

Name I Guestl ]

Type  Guest

Batch Guest Account Creation (B

UserID Email = Auto Generated

o ]

Maximum Accounts

Guest Details

Enable Name

Enable Email €@

Enable SMS (0

Password O Specify

Sponsor O Required

Company O Required

Expiration

Start Countdown [ReLW.Yee My AWETLLN After First Login

Time Days | 4] |Hnurs | 4 ‘Minutes | (4] |Semnds ‘ 4]
OK Cancel

&

Create User

;

| Auto Generated g2 3 y3wldl (L) 5L oL Lasdl LS

. e,aLw:' JQA

User ID User ID Elosam _J ‘

mohamed.marfadi@gmail.com Password [[Auto Generated ]
Reda.Esal@gmail.com Sponsor ‘ ‘
Ahmed.Nabeel@gmail.com Company ‘ ‘

Email I |
user0022

Expiration | 03/02/2020 @ | [ 09:36:00.000 PM @ |

Comments

v Jlgile Sy hosam oilucd! sl 45liSs Liad o)le 6 yguall LeS

- L1

@ Dashboard
N& Security Fabric
I FortiView
b Network
¥ System
B Policy & Objects
& Security Profiles
O VPN

I & User & Device

User Definition

User G

Guest Management
Device Inventory
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens

Il Log & Report

& Manitar

Sob l | it/ k|

Edit User Group

Name | Guestl

Type  Guest

Batch Guest Account Creation (¢

User ID Email Auto Generated
Maximum Accounts o J

Guest Details

Enable Name (B

Enable Email €@

Enable SMS (B

Password @D Auto Generated

Sponsor O Eeuh=l Required

Company © ESLEENE Required

Expiration

Start Countdown | On Account Creation m

Time

Hours | 4

|M\'nutss ‘ 0

‘Secunds ‘ 0
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oyl s (clustl gqeidew 4w) Expiration L

: Start countdown
o ol o LaS! dia(Mie cle Lo 4) L 5508 o luds | eiiss &l: On Account creation

w3 i e bl Jg50 gl day (e bl oLzl 0 48 ludis | eiius @ After First Login

ol £ Las ) e Jasdk

FortiGate VM64
& Dashboard > # tdit | o D4 CreateUser
& Security Fabric N
i EortiVi User ID User ID Anwar
ortiView >
$ Network N mohamed.marfadi@gmail.com Password 123
£ System , RedaEsal@gmail.com Sponsor
® Policy & Objects 5 Ahmed.Nabeel@gmail.com Company
Email
& Security Profiles > user0022 o
h Expiration 7 Hours
O VPN > hosam
Comrments
I & User & Device v

User Definition

User Groups

Device Inventory
LDAP Servers
RADIUS Servers

Aok

o Ctimeme

e Joile S 5 y5manlilly 530l emuel iy Liad Lisly

E:E FortiGate VM64 marfadi-vm Q- » [I @ Le

& Dashboard > # Edit || @ Delete || & Print
¥X Security Fabric >
User ID Expires Comments

lbs FortiView >

 Network N mohamed.marfadi@gmail.com 2020/03/02 21:25:01/ 3 hour(s) and 41 minute(s)

£ System 5 | Reda.Esal@gmail.com 2020/03/02 21:15:00 / 3 hour(s) and 31 minute(s)

B Policy & Objects 5  Ahmed.Nabeel@gmail.com 2020/03/02 21:19:00 / 3 hour(s) and 35 minute(s)

@ Security Profiles > | user0022 2020/03/02 21:32:00/ 3 hour(s) and 48 minute(s)

O VPN >  hosam 2020/03/02 21:36:00 / 3 hour(s) and 52 minute(s)
& User & Device v Im 7 hour(s) and O minute(s) after first login I

User Definition

User Groups

Guest Management
Deavice Inventory
LDAP Servers
RADIUS Servers

.33 50 Mie suat é&'L&ﬁSg‘ JSCio wbilus cLadl syl od
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7= FortiGate VM64 marfadi-vm

@ Dashboard >
¥& Security Fabric >
I FortiView >
4 Network >
£ System >
B Policy & Objects >
@ Security Profiles >
O VPN b3
I & User & Device v

User Definition
Guest Management
Device Inventory

LDAP Servers

RADIUS Servers

Edit User Group

Name ‘ Guest1

Type  Guest

E;lch Guest Account Creation @O I

Maximum Accounts >

Expiration

Start Countdown | OnAccount Creation

Time Days | 0 ‘Huurs ‘ 4 |Minutes ‘ 0 ‘Seoands | 0

@ Dashboard >
A Security Fabric >
I FortiView >
++ Network >
£+ System >
B Policy & Objects >
@ Security Profiles >
L VPN >
I & User & Device v

User Definition
User Groups
Device Inventory
LDAP Servers
RADIUS Servers.

Authentication Settings
FortiTokens
|l Log & Report >
a8 Manitor >

=) # Edit W Dele Search

7]
o
5
=b
o
c
ad
%

User

User ID Expires
IMuIt le Users l

No results

’ admin~

& Dashboard > @ Ecit || & ] CreateUser

%% Security Fabric >
I8 FortiView >
4 Network >
4+ System >
B Policy & Objects >
& Security Profiles >
O VPN >
I & User & Device v

User Definition

User Groups

Device Inventory
LDAP Servers
RADIUS Servers

Authentication Settings

Sob l | it/ k|

User ID Number of Accounts h |
User ID mene rated
Password Auto Generated
Expiration 4
Comments
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o omLunily ravie
e FortiView
% Network
& System
B Policy & Objects
& Security Profiles
LD VPN

I & User & Device

User Definition

User Groups

Device Inventory

LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens

| Log & Report

€ Monitor

User ID Expires Comments
>
>
» ffliser0229 4 hour(s) and O minut N
> r0230 4 hour(s) and O minut
> Quser0231 4 hour(s) and O minut
> Quser0232 4 hour(s) and O minute(s)
¥ Quser0233 4 hour(s) and O minut
4 hour(s) and O minut
4 hour(s) and O minute(
4 hour(s) and O minut
user0237 4 hour(s) and O minute(
user0238 4 hour{(s) and O minut
user0239 4 hour(s) and O minute(s)
user0240 4 hour(s) and O minute(
N user0241 4 hour(s) and O minut
s user0242 4 hour(s) and O minute(;
user0243 4 hour(s) and O minute(
user0244 4 hour(s) and O minute(
oo N T AT P P S fo g P »

syl (g5l 9310 LIyl ol Lo Lo liSiach Silagial Sy ool 50 sLaS o3

Sourced| § (Guest1) sLlowd | gyl Lix susmig outdgs Ladls pgdie U5 uay o3 >

Lods iy cu Gogdll e el deodlio dudaad () wyi ¥ e au¥ alb g (o Mie wyi gl
s AW Ol glastly a9d5 (Guest users) 5 9331 Sblus ats o

@ Dashboard

SA Security Fabric
I FortiView

% Network

£ System

Admin Profiles
Firmware

Settings

HA

SNMP

Replacement Messages
FortiGuard

Feature Visibility
Certificates

B Policy & Obijects

’
> "NAdministrator |
> | REST API Admin

> Bl 550 Admin
. & admin
hosam
yasser
>

Sob l | it/ k|

# Edit

© Delete Search

EY

Trusted Hosts

Profile

S
192.168.2.140/32

HOW_ONLY

Yasser-it

Type Two-factor Authentication

Local © Disabled
Local © Disabled
Local © Disabled
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@& Dashboard > | New Administrator User Group 3 Guestl
& Security Fabric > Group Type Guest
A 5
Usemame ! References 0 Select Entries
e FortiView > 2 —
Type | Local User , [QEearch
+k Network ’ Match a user on a remote server group ! oot o)
& System v Match all users in a remote server group g Guest1 | 7
Use public key infrastructure (PKI) group guestd
3
Admin Profiles Password @
ERnveame Confirm Password ®
Settings Comments Write a comment... w2ss
HA Email Address
SNMP
O SMS
Replacement Messages
Enrncoard (B Two-factor Authentication
ety @ Restrict login to trusted hosts
Certificates
Restrict admin to guest account provisioning only
B Policy & Objects >
+
@ Security Profiles Guest Group ‘ [ ] a
E B jose
LD VPN >
& User & Device > Cancel
Il Log & Report >

- Guestl Blowd | g ztl Bylals pgds guest_admin gl 5395 ¢ Lad1 o3 oMol 8 y9ualls LS

guest_ad mirﬂ

Guest User Manag

& Edit & Print | W Purge S Search Q
User ID Expires Comments
user0280 2020/03/05 01:12:00 /3 hour(s) and 20 minute(s)
user0281 2020/03/05 01:12:00 /3 hour(s) and 20 minute(s)
., 7

Big dde Jouaidly y3gs e Ladl (o GuestT slawd] gyl 6ylsl diSlay guest_admin ;ja.d1 &Y
Wl Sl 39l deldog Purge Jos Liayly Guest cgpzld daglilf ol .

Sk | et/ k| 469 (272 Aniall
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FSSO(fortinet single sign on)

Single Sign-On
——
Login: — i 192.168.2.20
(% ) /-r);’/ g
-

Internal Network | — /‘j
Z= —
! . IH 192468160 10 omer )
|
L ] \
/f

FortiGate K &/\\ ) #
Windows AD Server/

LDAP Server
192.168.2.11

o (Fo9adl @539 Land 085 O cms Gosadl e a1 I dyas (3 ALl ! o gyud! (@ oo
it Lol s gy Sl g1 e 0¥ bl K1

login to computer ‘zgi(a).n Jol 3Lezl) 3909 5 59lidly o s 390t JLal -0
x> Sogall s9> 9l (local account)s yguldly pus 5 jgll Lol -¥

A 1 Jamgll pdaial 1es

e i N S Jguo gl e 3Ledl Sy ST Crighass Ligud 13

Lodd sy delee g onidsbadl cileall iy

Lz ADJI § caga skl 3 s9ulidls i y3aell e slaxs¥l gl

c o Fosadl Ao AD §Bog2all cibigyzll g mily el US uyand cllig

e e clidglocal users ol o Giogall e Sibgydl g ol sgull IS Sl fisley U

. fortigate e ADJ! integration
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s dlasHla

AD server in windows (9 (Scas LDAP server
. E‘” Jég5 9l S o
Sblustl 40lsdI DB P Ldap

AD server gag ldap server in Microsoft  ae Jelati g (yoei

adWl @lghsdl p9d5 o) cm ADJ) e co Sogall integrate Joas agdi (Ko
AD serverd| ga (wo ‘éi Cu r9all Ldap serverJl wyuss -
single sign duols Jadi o éi single singon Jeay §J Ldap server U lsluel Jos -¥
-S> (Jy9adl (e on
ADJI e Bog2gll b gzl o) ily 39ull (e Leds oy (g9 FSSO group ¢Lédls agdin -Y
Cnedeiud | e ggizms Jlg 3 o8, Bekaslly LeLasl Led Gl gyl sliseiy gutdss sLad! -¢
.Single sign on 6,88 peple Gudai g g
& <b¥ Cua Jogall e cu ¥l I Jguogll adatus o ADSI 8wl dad utd o s 6T S
-2l Cemess il 3 ¥ FSSO group jamaskiy Swd ouidsd!

ADJ! e &lyigs sLadls pgdig 192.168.2.11 0¥l AD server Juay agdivw oY
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METWONING |

Co

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: |192.188. 2 . 11

|
Subnet mask: | 255 .255.255. 0 |
|

Default gateway: | 192.168. 2 . 20

() Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DMS server: | 192 . 188, 2 . 20 |

Alternate DMS server; | | . . . |

[ ]validate settings upon exit

1 itemn

(Active directory) 2012 ;4w j9uiagll Jg9yslall el ed:dlasdle
: JWEADS! e &ly3g0 Ladl pgds
domain admins 4< 459 Admin

domain users 4< 439 User3.User2.User1
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File Action View Help

I E IR EEE R Y Y R AR

] Active Directory Users and Com|| Name Type Description
b (] Saved Queries P ladmin Ve |
4 33 marfadilocal 5 Userl User

2 -:I Builtin 2 User2 User

b [ Computers 2 Usen User

p 2] Domain Controllers
I- || ForeignSecurityPrincipalt
b [ Managed Service Accour
p [ Users

= IT

AD 8 audl g regald Joined & Jgoae(Win 8.1)ddSII 5L oo S

ol o ping Iodens 1 9)udng(VnetT usly idigw e (o ge) pand 15l gy | 9yudy

Cuz 94l J1(192.168.2.11) AD ga sl Idap server I adlsly agdiw oY

="= FortiGate VMé64 marfadi-vm

B Policy & Objects
& Security Profiles
0 VPN

|E_User& Device I

User Definition

@ Dashboard 4 I + Create New l # Edit | @ Clone [@ Delete Search Q
& Security Fabric >
& FortiView >
“$ Network >
£ System >
>
>
>

User Groups
Guest Management

Device Inventory

LDAP Servers

RADIUS Servers
Authentication Settings
FortiTokens
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ortiGate VM64 marfadi-

@ Dashboard > | Edit LDAP Server
¥ Security Fabric > — FortiGate
Name Idap_server g
la FortiView > - F
Server IP/Name 192.168.2.11 AD
+ Network > R
s Server Port 9 el | (® Documentation
System >
Common Name Identifier | on | & OnlineHelp &
B Policy & Objects > o WM Video Tutorials ('
Distinguished Name | | Browse
& Security Profiles >
ty Bind Type Simple | Anonymous
O VPN >
Username Iadmin I E ] AD = Cmil g
& User & Device Y Password [Cescsssssssssl] | ® aamin s o e

st Secure Connection (B

User Syt sl g5 4
ser Groups E_TestConnectivitv]¢ e 192.168.2.11

B s g Ul g 3 ety i gl
Guest Management

Test User Credentials
Device Inventory

LDAP Servers w

RADIUS Servers

Authentication Settings Cancel
FortiTokens

FortiGate VMé4 marfadi-vm

Common Name Identifier ‘ cn & OnlineHelp &

& Dashboard > | Edit LDAP Server
& Security Fabric > FortiGate
Name ‘ Idap_server |
l&s FortiView >
& Network Server IP/Name | 192168.2.11 |
etworl >
Server Port | (® Documentation
& System > |

B Policy & Objects > o W Video Tutorials (£
Distinguished Name ‘ Browse
a S ity Profil >
ecurity Profiles Bind Type Simple = Anonymous
O VPN > A
Username ‘ admin |
I & User & Device v Password ‘ v |®
UEr e Secure Connection (B
Ks=rGioups Connection status | @ Successful I
Guest Management Test Connectivity
Devicalventony Test User Credentials
LDAP Servers g
RADIUS Servers
Authentication Settings Cancel
FortiTokens
£ s
A - . . - »
. N.Lo |daPJ‘)AM JL;AAY‘ ul.) o= el DJ’qA—‘Lj LQS
& Dashboard > | Edit LDAP Server
Nx Security Fabric > FortiGate
& FortiVi N Name ‘ Idap_server |
ortiview = marfadi-vm
Server IP/Name [ 192.168.2.11 | LT
o Network »
Server Port | (3 Documentation
£ System > .
Common Name Identifier ‘ cn | & OnlineHelp &
B Policy & Objects > o B Video Tutorials (£
Distinguished Name ‘ I Browse l
& Security Profiles >
v Bind Type Simple  Anonymous
0O VPN > =
Username ‘ admin |
I ‘ e levics v Password ‘ sssssssBssEm ‘@

User Definition Secure Connection (B

Us=uGroups Connection status @ Successful

Guest Management Test Connectivity

Deicellnventon Test User Credentials

LDAP Servers w

RADIUS Servers

Authentication Settings Cancel
FortiTokens

sLial 8 yg4ally LS (gl sLiis b p9ds browse 3l (e (3| way
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FortiGate VM64 marfadi-vm

@ Dashboard >  Edit LDAP Server LDAP Distinguished Name Query
NA Security Fabric > o
Name Idap_server
b FortiView > e
2 Network Server IP/Name 192168211 N
etworl >
Server Port CN=Computers
£ System > . N — OU=Domain Controllers
ommon Name Identifier | cn @ % CN=
B Policy & Objects > S CN Siﬂe.m A
Distinguished Name dc=marfadidc=local || Browse| | | ® CN=WinsockServices
& Security Profiles > ) . ‘& CN=RpcServices
o ven , Bind Type Simple = Anonymous # CN=Meetings
- Username admin 2% CN=Policies
I & User & Device v i~@ % CN={31B2F340-016D-11D2-945F-00C04FB984F %}
Password .. @ "
User Definiti i@ CN=User
ser Defnition Secure Connection (B & CN=Machine
User Groups Connection status ® Successful # CN=[6AC1786C-016F-11D2-945F-00C04fB984F %}
Guest M t # CN=User
MES s B E Test Connectivity # CN=Machine
Device Inventory Tsileremte s INEae # CN=RAS and IAS Servers Access Check
"""" « ChoAamindol
SIVErS # CN=AdminSDHolder
RADIUS Servers #® CN=ComPartitions
8 CNI="nmDartitinnCate

ortiGate VM64 marfadi-vm

@& Dashboard > | Edit LDAP Server
& Security Fabric >
Name Idap_server
& FortiView
Server IP/Name 192.168.2.11
+ Network 5
Server Port [389) (® Documentation
£ System > '
Common Name Identifier | cn & OnlineHelp &
B Policy & Objects > o - W Video Tutorials (&'
a Distinguished Name Idc’marfadl, =local I Browse
Security Profiles >
ty Bind Type Simple  Anonymaous
O VPN > A
Username admin
LoeuEbevce v Password ssssesssssse @

User Definition Secure Connection (B

User Groups Connection status © Successful
Guest Management Test Connectivity
Device Inventory Test User Credentials
LDAP Servers A

RADIUS Servers

Authentication Settings Cancel

& Dashboard ? | # CreateNew | o Edit [ Clone W Delete Search Q
¥X Security Fabric
Server Port Common Name Identifier Distinguished Name Ref.
b FortiView
& Network 192.168.2.11 389 cn dc=marfadidc=local o I
£ System >
B Policy & Objects >
& Security Profiles >
S VPN >

EUser & Device 3

User Definition

User Groups
Guest Management

Device Inventory

LDAP Servers
RADIUS Servers
Authentication Settings

oo 7 i Idap server 1 4Ll o3 oMl 5 ygually LS
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= FortiGate VM64

marfadi-vm

: 26l Blasel

FSSO duols Jadid calue¥l lagan, p gl

@& Dashboard

% Security Fabric

Physical Topology
Logical Topology
Security Rating
Automation
Settings

E

ric Connectors
& FortiView

+ Network

£ System

B Policy & Objects
@ Security Profiles
O VPN

& User & Device

Ll Log & Report

&% Monitor

ortiGate VM64

w

marfadi-vm

Create New

# Edit

il Delet

w

No results

@ Dashboard

& Security Fabric
Physical Topology
Logical Topology
Security Rating
Automation
Settings

bric Connectol

s FortiView

b Network

£ System

B Policy & Objects

& Security Profiles

O VPN
& User &Device
Ll Log & Report

Sob l | it/ k|

> New Fabric Connector

~

NuagT
Virtualized
Services
Platform

SSO/Identity

FortiClient
EMS

RADIUS Single
Sign-On Agent

FortiNAC

& Public SDN Connector Setup Guides

=3 Amazon Web Services (£

& Google Cloud Platform &'

A Microsoft Azure '

== Oracle Cloud Infrastructure (&'

B> Private SDN Connector Setup Guides

Cisco Application Centric Infrastructure (2
Nuage Virtualized Services Platform ('
O OpensStack Connector (&

Fortinet Single Symantec Poll Active nsx VMware NSX (4
Sign-On Agent Endpoint Directory
Protection Server

() Documentation

& OnlineHelp &
B Video Tutorials (£

Poll Active Directory server ¢/ éisdall
O ke o J Aispall g
Fortinet Single Sign-on Agent  # T das,hall g

LaoY Loy e oy Chgrung
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@ Dashboard > New Fabric Connector
I. ~ Security Fabric A4
Physical Topology S50/Identity

Logical Topology
Security Rating

& Public SDN Connector Setup Guides

2 Amazon Web Services (£

& Google Cloud Platform &'

#A Microsoft Azure &

=== QOracle Cloud Infrastructure ('

Automation
Bo Private SDN Connector Setup Guides
Settings .
: " Poll Active Cisco Application Centric Infrastructure ('
Fabric Connectors 12 Dérectury Nuage Virtualized Services Platform '
&a FortiView s erver 3 OpenStack Connector ('
nsx VVMware NSX (2
b Network 4 Connector Settings
2 System N (® Documentation
4 Server IP/Name  [[192.168.2.11 AD e 8 Online Help
& Policy & Objects ’ User admin@marfadi.local AD-U gl s m 4 Video Tutorials (£
& Security Profiles > Password admin sl el
g veN > LDAPserver J 3 [ ]) et lap server i it
i Idap_server sl il ssLiil
& User & Device ’ Enable polling @ P = *
il Log & Report > Users/Groups 0 # Editeeimm ot Sl 5 Sliaad 5 OUS Sl s Ga pglt
= A il A LU & 5 1] 453 e
€ Monitor > e o 85 AD e sage
Users/Groups ® H
= Custom LDAP filter | (objectClass=7) Apply
Show subtree o=
© =, Add All Results | | | Search Q
& & dc=marfadidc=local
& CN=Users Groups = Organizational Units = Custom Selected €
# CN=Computers
® OU=Domain Controllers 1D Name
# CN= . .
N Systf.:m . L. admin admin
# CN=ForeignSecurityPrincipals
# CN=Program Data User1l Userl
User2 User2
User3 User3

o User3.User2.User1 &l (e ggioms (19 IT lewd | (OU) doddaiid! s ol jlas by Liod
i el i e e 351 e Ly 0 S SIADI 53390 30 51yl il

ortiGate VM64 marfa

.. Add Selected @3 (ras¥! 3L

& Dashboard > | EditFabricConf Users/Groups
4% Security Fabric v o Custom LDAPfilter | (objectClass=" Apply
i SS0/Identity _—
Physical Topology Show subtree @ S, Add All Results | | Search Q
Logical Topology & & dc=marfadi,dc=local
5 ity Rati i CN=Users (WEEEl Groups  Organizational Units  Custom
ecurity Rating @ CN=Computers
Automation i~ QU=Domain Controllers ie) Dame
i@ @ CN=System A
i admin
Settings # CN=ForeignSecurityPrincipals
Fabric Connectors hd I @ CN=Program Data Userl
@ CN=Managed Service Accounts
I FortiView >R = OU-IT User2
b Network ’ Connector Setl User3
£ System

Server |P/Nami
B Policy & Objects

User
@ Security Profiles Password
L VPN > | IDAD server

S agall e s Led oSl ol o oScast KT i 39all JIADJ e OU 4Ll 3
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T 3leud | QUS| ddls|

550/ 1denti

/ v 2% AmazonWeb S
& Google Cloud P
/A Microsoft Azur
=== (Jracle Cloud In

Es Private SDN Con

PolllAcz‘v? v Cisco Applicatic
Dlrae-cFo__ry Nuage Virtualiz
Serve i3 OpenStack Con
s VMware NSX |

Connector Settings

(® Documentation
& OnlineHelp &

Server IP/Name | 192.168.2.11

User | admin@marfadi.local | WM Video Tutorials
Password | T |
LDAP server | do ldap_server - |

Enable polling @©
Users/Groups # Edit

OK Cancel

o | yuia- = dodle u g5 slisl Heualls LASCm el

rtiGate VM64 marfadi-vm

& Dashboard > # Edit W Delete
bty e “
Physical Topology
Logical Topology --
Security Rating .-
Automation Active Directory Connector

Settings o© 192.168.2.11

p ©

Fabric Connectors
b FortiView
4 Network
£ System
B Policy & Objects
& Security Profiles
8 vPN

wAkeadl Jad e o yoo¥1 0L el 098ed 7 Lty o35 o Akoad! IS !

. Jad3 User2 3 UserT Slie &l jgull Lia slieig uly +LaSk agdi Y|

o oY 1 Jgoslly 3t Ly aid Lo G
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FortiGate VM6&64

@ Dashboard

S Security Fabric
b FortiView

+ Network

£ System

B Policy & Objects

marfadi-vm

>

IPv4 Policy

Authentication Rules
Local In Policy

1Pv4 DoS Policy
Addresses

Internet Service
Database

Services

~

Edit Policy
ID
Name € [ aliow_all | 1
Incoming Interface I_IE LAN1 (port1) - ‘ Last used
Qutgoing Interface I_IE WAN (port2) - 37 day(s) ago
Source fE all x First used
B CN=User10U=IT.DC=marfadiDt % 39 day(s) ago
5 CN=User2,OU=JI-T,DC=man’ad\,D( x Ty
1437
Destination 2 al x
" Total bytes
12.06 MB
Schedule | fo always "
Service m ALL x
+
Action v AccerT [JXoaNG ©) BmimsiEfa

& OnlineHelo (2

@ Dashboard

XX Security Fabric
s FortiView

+ Network

£ System

B Policy & Objects

1Pv4 Policy

Authentication Rules
Local In Policy

1Pv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Pools

~
# Edit | W Delete | Q Policy Lookup | ‘ Search ‘ Q | [ CHEWETAYETE By Sequence

ID Name Source Destination Schedule Service Action NAT Security Profiles
[E] ® LAN1 (port1) — M WAN (port2) @
allow_all B al B all + ACCEPT @ Enabled S no-inspection

= Implicit €
0 Implicit Deny 2 all Ball 8 always @ ALL @ DENY

s dlasHla

2ol 1 OUJT el g3 oty 1 il hgadl L8 aLisl 85940ty LeS 4lslS QUL Lias by Lo o

rtiGate VMé64

W OU e Copaiy ¥ e G5 9dl 089 N1 1 Jgum gl

marfadi-vm

& Dashboard
N& Security Fabric
b FortiView

& Network

£ System

B Policy & Objects
Pv4 Policy

Authentication Rules

Local In Policy
IPv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Pools

>

Sob l | it/ k|

~

Edit Policy
Select Entries x
Name @ | allow_all | Address VAR Internet Service
Incoming Interface ‘ ™ LAN1 (port1) " |Q56arch | + Add
Outgoing Interface \?@ WAN (port2) | 2 USER(1)
Source Qall x Local (1)
& OU=IT,DC=marfadi,DC=local x & guest
+
& USERGROUP(3)
Destination B al x
+
Schedule T8 always h B SSO_Guest_Users

Service W NVR * & FSS0 GROUP (5)
* Local F550 Agent (5)

Action L eyl @ DENY & CN=admin,OU=IT,DC=marfadi DC=local

B CN=User1,0U=IT,DC=marfadi,DC=local
Inspection Mode  [RGINREEERY Proxy-based B CN=User2,0U=IT,DC=marfadi,DC=local
Firewall / Network Options

E CN=User3,0U=IT,DC=marfadi,DC=local
B OU=IT,DC=marfadi,DC=local
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FortiGate VM64 ma

@ Dashboard >
N4 Security Fabric >
|8 FortiView >
+ Network >
£ System >
B Policy & Objects ~

1Pv4 Policy x4

Authentication Rules
Local In Policy

IPv4 DoS Policy
Addresses

Internet Service
Database

Services

| Q ‘ [LCHERLETRYENE By Sequence

-
+ CreateNew | # Edit [ Delete ‘ Q Policy Lookup | | Search
ID Name Source Destination Schedule

[ B LAN1 (port1) — B WAN (port2) @

Hal
=}

allow_all

= implicit €
0 Implicit Deny 2 all

Dall

[@ always

Service Action NAT Security Profiles Log

+ ACCEPT @ Enabled

m ALL @ DENY © Disabled

- Y e fglazm IT Slewdl Oull Jaloy 1 &ily gl S o sdei gulgd!

s LI 3okl

Sl glasells Lo guetladl § Lealimial (oo oSats ST FSSO 95 ey s gy oLl Jadl e 10

FortiGate VM64

marfadi-vm

slial

& Dashboard

N& Security Fabric
& FortiView

“ Network

£ System

B Policy & Objects
& Security Profiles
S VPN

|

User Definition

User Groups

Guest Management
Device Inventory
LDAP Servers

RADIUS Servers
Authentication Settings
FortiTokens

New User Group Select Entries x
o + Crote
Name Essouirs J FESTESS ol o= Local FSS0 Agent (5)
Type Firewa E§ CN=admin,OU=IT,DC=marfadi,DC=locz
Fortinet Single Si B CN=User1,0U=IT,DC=marfadi,DC=locz
RADIUS Single Sign-On (RS50) T CN=User2.0U=IT,DC=marfadi,DC=locz
Guest . o B CN=User3.0U=IT.DC=marfadiDC=locz
Members ﬁi OU=IT.DC=mariadi,DC:Iucal ai[l IT sbtaall QU o gl ol sl 4l L2 T OU-=IT.DC=marfadi,DC=local

0K

Cancel

J 1 @ @y 390l S e giming FSSO £95 (s (p3 FSSO-IT-G pualy 9y Lo Ll g

Sob l | it/ k|
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FortiGate VM64 marfa

@ Dashboard
NA Security Fabric
e FortiView
+ Network
£ System
B Policy & Objects
& Security Profiles
S VPN

I & User & Device

User Definition

User Groups
Guest Management
Device Inventory

LDAP Servers

>

>

>

>

>

# Edit | T Clone | @ Delete Q
Group Name Group Type Members
FSSO-IT-G E Fortinet Single Sign-On (FS50) B OU=IT,DC=marfadi,DC=local 0 j
G2 & Guest 0
Guest-group & Firewall & guest 0
550_Guest_Users & Fortinet Single Sign-On (FSS0) 1

5 394alls LeS FSSO-IT-G BLoel | gyl et s agtd s Lt quutlgll e Jotarlly pgdiies (Y1

FortiGate VMé64 marfadi-vm

slial

@ Dashboard

4 Security Fabric
[ FortiView

+ Network

£ System

B Policy & Objects

>

~

1Pv4 Policy

Authentication Rules
Local In Policy

1Pv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Pools

Oy S T

Edit Policy
Select Entries x
Name @ allow.all Address Internet Service
Incoming Interface | [ LAN1 (port1) - Qsearch + Add
Outgoing Interface | [ WAN (port2) v B USER(1) ~
Source Ball x Local (1)
B FSSO-IT-G x & guest
I + I
St @ USER GROUP (4)
Destination g all x® =
FSSO-IT-G
. = -
G2
Schedule (@ always h Guest-group
Service @ AL X i SSO_Guest_Users
+
Action L. weaul @ DENY

Inspection Mode  [LEINEEEEGN Proxy-based

Firewall / Network Options

NAT [ o]

B CN=User1,0U=IT,DC=marfadi,DC=lo

Ej CN=User2,0U=IT,DC=marfadi,DC=lo

E CN=User3,0U=IT,DC=marfadi,DC=lo
('ﬁ OU=IT.DC=marfadi,DC=local s 2

(otmid ADuull§ Gutsd (g 19l Gl integeration il e dusilid] & pdal]

(S k| ot/ oo

Fortinet Single Sign-on Agent

(AD)WjJJ‘)éM u‘.& FSSO 4ol EAL’J.’ Jus ]

‘Windows Installer

] Preparing to install ..

(=2

FSSO_Setu...

= Windows Server 2012 R2
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75! Fortinet Single Sign On Agent

The user account on which you want to launch #
Please input the user account’'s name and pass

User name must be in form DomainName \UserName. If you want to use local user account,
please enter .\UserName.

User Name: |A\Administrator

Password: || ecsscccsscce

Cancel

5! Fortinet Single Sign On Agent

Install Options

Fortinet Single Sign On Agent could be set up to monitor user logon events and/or serving
NTLM authentication requests from Fortigates. Select the proper options below.
Monitor User logon events and send the information to FortiGate.
Serve NTLM authentication requests coming from FortiGate.
Please select the access method of Windows Directory
(O Standard(e.g domain\user)
-Select this option for easy setup, works for most situations

(®) Advanced(e.g. CN=user,OU=Sales,DC=domain,DC=com)

-Select this option if you setup LDAP access to Windows AD to retrieve userjgroup
information from FortiGate

I I Cancel

i

Click Install to begin the installation, Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Install Cancel
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Fortinet Single Sign On Agent
Completed the Fortinet SSO Co
Agent v5.0.0243 Setup Wizard

Click the Finish button to exit the Setup Wizard.

[ Launch DC Agent Install Wizard

a@ Windows Server 2012 R2

Fortinet Single Sign On Agent - Install DC Agent

Welcome to the DC Agent installation wizard. This wizard will install DC Agent on the Domain
Controllers in your domain.

First please confirm the Collector Agent address and listening port.

Collector Agent

Collector Agent IP address: |[EZRIEFNE]

Collector Agert stening port: {8002

Note: You need to have administrator access to the domain controller in order to install the
DC Agent!

Next > || Cancel ll Help

am Windows Server 2012R2

(Sebi | it/ o] 469 (+ 286 il



o (ool bt
Fortinet Single Sign On Agent - Install DC Agent

Please select the domain(s) you want to monitor:

MARFADI'marfadijocal

If some domains are missing, make sure the trusted relation between domains is set up
properly, then run this wizard again.

< Back “ Next > II Cancel ll Help

@3 S FSSO Agent zalip se monitoring JI deles ¢po Lglidiw! o101 &l 59 ety 095
Administrator ) g1 ¢ lidiw!

Fortinet Single Sign On Agent - install DC Agent

Please mark the users you DO NOT want to monitor their logon events:

=-§i§ MARFADI
i ] admin
] Guest
w1 kebtgt
i ] Userl
] User2
‘] User3

(Sebi | it/ o] 469 (< 287 Aaial)
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Fortinet Single Sign On Agent - Install DC Agent

Select domain controllers for monitoring user logon event: Uncheck All

MARFADI/WIN-HCTL33DHDEU marfadi local

Working Mode
(® DC Agent Mode (Click Next will start the installation of DC Agent)
() Polling Mode (Polling logon sessions from Domain Controller)

Poll logon sessions using Windows NetAP|

Check Windo

Fortinet Single Sign On Agent - Install DC Agent

Select domain controllers for monitoring user logon event: Uncheck All

[ [VIMARFADL/WIN-HCTL33DHDEU marfadilocal

installdcagent

DC Agent is successfully installed on domain controller:
WIN-HCTL33DHDEU.marfadi.local.

You must reboot the domain controller to monitor user logon event.
Do you want to reboot WIN-HCTL33DHDEU.marfadi.local now?

Installing DC Agent on WIN-HCTL33DHDEU marfadilocal ...

[ <Back | Net> | [ Cancel | [ Hep

(Sebi | it/ o] 469 (+ 288 aial)
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%

ces (32-bit)

ces (64-bit)

itor

ation Wizard

You're about to be signed out

restart machine to complete installation of DC agent

Server Manager

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced

Windows Memory Diagnostic

Windows PowerShell (x86)

E Windows PowerShell ISE

BB Windows PowerShell ISE (x86)

®

(S | et/ e

Configure Fortinet Single Sign O.

Install DC Agent

Uninstall DC Agent

Calculator

Character Map

Math Input Panel

Notepad

Paint

Remote Desktop Connection

Snipping Tool

Sound Recorder

Steps Recorder

Windows Media Player

Windows Server Backup

WordPad

Magnifier

rrator

On-Screen Keyboard

Administrative Tools

Command Prompt

Control Panel

Default Programs

File Explorer

Help and Support

Run

Task Manager

This PC

Windows PowerShell
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Fortinet Single Sign On Agent Configuration

Monitoring user logon events Support NTLM authentication lCoIIeclor Agent Status: RUNNING

Listening ports Common Tasks

FortiGate: | 8000 DC Agent: (8002

Show Service Status

Logging

Loglevek [Warming  v|  Logfile sizs limitiMB}: [ 10 | [ viewlog |

Show Monitored DCs

Show Logon Users

[ Log logon events in separate logs on Events

Select Domains To Monitor
Authentication

Require authenticated connection from FortiGate Password: | 0@ Set Directory Access Information

‘Workstation verify interval [minutes):

Set Ignore User List
Dead entry timeout interval [minutes): g

IP address change verify interval (seconds): Sync Configuration With Other Agents

[] Cache user group lookup result
Cache expire in [minutes): B0

|
|
|
!
|
Timers ‘ Set Group Filters
|
|
|

Export Configuration

Group Cache

| Advanced Settings l | Savekclose | [ Apply | [ Default ] | Help

iy

This PC

3
& 22 Fortinet Single Sign On Agent Configuration

Network

Monitoring user logon events Support NTLM authentication lEo)leclov Agent Status: RUNNING

—_— Listening ports Common Tasks
‘_ FortiGate: |8000 DC Agent: | 8002
-

Recycle Bin Logging

Log level: Log file size limit(MB): | 10 View Log

[] Log logon events in separate logs View Logon Event:
E‘ Authentication

Control
Panel

Show Service Status

Show Monitored DCs

Show Logon Users

Select Domains To Monitor

[V] Require authenticated connection from FortiGate

Workstation verify interval (minutes):

Dead entry timeout interval (minutes): 480

|P address change verify interval (seconds):

[T Cache user group lookup result
Cache expire in (minutes): BO Clear G

Group Cache

Set Ignore User List

Syne Configuration With Other Agents

|
|
|
|
Set Directory Access Information ‘
|
|
|
|

Export Configuration

Timers | Set Group Fiters
2

p - 1
‘ Advanced Settings } | Savekclose Il Apply l[ Default ] |

zlimin Cas (sl Oragad! 35l s 0950 O do s Jitd) 3590l LSS 08 o3le B3 gually LS
diae 0955 Of Jadsg FSSO maliyg cu ygall s JLas¥! deloat L]
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0

2
iy

This PC

J

This PC
b
-

Network

Recycle Bin

(S | et/ e

Fortinet Single Sign On Agent Configuration

[¥] Monitoring user logon events [V Suppart NTLM authentication [Callector Agent Status: RUNNING

Listening ports Common Tasks

FortiGate: [8000 DC Agent: [8002

Show Service Status

Logging

Log level: Log file size limit(MB}: [10 View Log

Show Monitored DCs

Show Lagon Users
["] Log logon events in separate logs View Lagon Event

Select Domains To Monitor
Authentication

Require authenticated connection from FortiGate Password: | eo0000e I Set Directory Access Information

Timers Set Group Filters

Workstation veriy interval (minutes}:

Setlgnore User List
Dead enty timeout interval (minutes}: 2

IP address change verify interval (seconds}): Sync Configuration With Other Agents

[] Cache user group lookup result
Cache expire in (minutes):

Export Configuration

["Advanced Setiings | Savetclose | | Defaut | | Help

am Windows Server 2012 R2 ;

Windows Server 2012 R2 Standard I

Fortinet Single Sign On Agent Configuration

[¥] Monitaring user logon events [Vl Support NTLM authentication [Collector Agent Status: RUNNING

Listening ports Common Tasks

OC daent (800 [
FortGiate: |8000 ke - -huw Service Status
Set Directory Access Information
L e
300 Ihow Monitored DCs
Log]sval :\Mammg AD access mode:
how Logon Users
[ Log logon events in separd [4dvanced | ——l
. lct Domains To Moritor
Authentication In Advanced mode, user group is shown in format
“en=mygroup,ou=Finance,de=mycompany,de=com’”. ————————
Require authenticated con Ectory Access Information

“You need to config the LDAP access in Advanced mode.

Timers Set Group Filters

‘Workstation verify interval (min
S i et Ignore User List
Dead entry timeout interval (mi | Advanced Setting.. oK. m Cancel ‘

IP address change verify interv| iguration With Other Agents ‘

[ Cache user group laokup resut
Cache expire in (minutes): ‘

L et ‘

[AdvancedSettings | | Savetclose | | Apply [ et || Help

5L3) 8 394alls LeS LDAP SERVER ¢Léils pgdiu
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@ Dashboard

YA Security Fabric

& FortiView

b Network

£ System

B Policy & Objects

& Security Profiles

S VPN

I & User & Device

User Definition
User Groups
Guest Management

Device Inventory

LDAP Servers e

RADIUS Servers
Authentication Settings
FortiTokens

@ Dashboard

NA Security Fabric

& FortiView

> Network

£ System

B Policy & Objects

& Security Profiles

S VPN

& User & Device
User Definition
User Groups
Guest Management
Device Inventory
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens

Sob l | it/ k|

EFortiGateVM64 marfadi-vm

="= FortiGate VM64 marfadi-vm

e

+ CreateNew | ¢ Edit I@m Clone

Server = Port =

Name =

Edit LDAP Server

Name
Server IP/Name

Server Port

@ Delete

| LDAP_SERVER

| 192.168.2.11

=

Common Name |dentifier | cn

Distinguished Name
Bind Type
Username
Password

Secure Connection
Connection status

Test Connectivity |

Test User Credentials

Simple | Anonymous

\ admin@marfadi.local

(@ J
@ Successful

469 (1« 292 4aiall
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No results
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NA Security Fabric

& FortiView

4 Network

£ System

& Policy & Objects

& Security Profiles

O VPN

I & User & Device

User Definition
User Groups
Guest Management

Device Inventory

LDAP Servers

RADIUS Servers
Authentication Settings

LDAP Distinguished Name Query
c .
o o O D)
............ @ CN=Users
............ % CN=Computers
------------- ® OQU=Domain Controllers
- (@ # CN=System
............ % CN=WinsockServices
............ @ CN=RpcServices
............ o CN=Meetings
@ @ CN=Policies
@ @ CN=[31B2F340-016D-11D2-945F-00C04FB984F9}
@ CN=User
‘& CN=Machine
B # CN={6AC1786C-016F-11D2-945F-00C04fB984F 9}
@ CN=User
‘@ CN=Machine
----------- “# CN=RAS and IAS Servers Access Check
& CN=IP Security
@ CN=AdminSDHolder
@ CN=ComPartitions
----------- @ CN=ComPartitionSets
@ # CN=WMIPolicy
............ % CN=PolicyTemplate

>

Name | LDAP_SERVER |

Server IP/Name | 192.168.2.11 |

Server Port |

Common Name Identifier | cn

Distinguished Name Ldc=marfadidc=iocal ) || Browse
Bind Type ' Simple | Anonymous

Username | admin@marfadi.local |

Password | ssssscscsse |©

Secure Connection (B

Connection status @ Successful
| Test Connectivity

| Test User Credentials |

Skl et/ o]

OK
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iGate VM64 marfadi-vm

@ Dashboard 2 # Edit T Clone @ Delete Search ‘ a
I NX Security Fabric v
Name Server < Port < Common Name Identifier Distinguished Name
Physical Topology
Logical Topology 4o LDAP SERVER 192.168.2.11 389 cn dc=marfadi,dc=local 0
Security Rating
Automation
Settings
Fabric Connectors
& FortiView >
+ Network >
£ System >
B Policy & Objects >

o+ LaoY deuiui gily LDAP_SERVER sl 7 Leis LDAP SERVER ¢ Liil 3

iGate VM64 marfadi-vm

@ Dashboard >

reate New I # Edit | @ Dele

X Security Fabric v
Physical Topology
Logical Topology
Security Rating

Automation
Sei
18 FortiView >
4 Network >
£ System > No results
B Policy & Objects >
@& Security Profiles >
S VPN >

Skl | eing/ ook 469 (< 294 Aaial)
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FortiGate VM64 marfadi-vm

@ Dashboard > New Fabric Connector

I ¥x Security Fabric v & Public SDN Connector Setup Guides

Physical Topology 25 Amazon Web Services (£

Logical Topology N & Google Cloud Platform ('
. : V‘rtualg'e d A Microsoft Azure (2
Security Rating 'Se:\?icléz === Oracle Cloud Infrastructure ('
Automation
Flatform B Private SDN Connector Setup Guides
Settings
o 4 Cisco Application Centric Infrastructure ('
; A S$SO/Identi
Fabric Connectors L Nuage Virtualized Services Platform (2
| FortiView N 3 OpenStack Connector (2
& nsx VMware NSX (2
Network >
£ System > ® Documentation
. . & OnlineHelp &'
& Policy & Objects FortiClient ~ FortiNAC | FortinetSingle | Symantec  Poll Active ® Video Tutorials (21
@ Security Profiles > EMS Sign-On Agent Endpoint Directory
Protection Server
S VPN >
Physical Topology $SO/Identity

25 Amazon Web Services (£
& Google Cloud Platform (2

Logical Topology
A Microsoft Azure (2

Security Rating =< Oracle Cloud Infrastructure (£
Automation
B Private SDN Connector Setup Guides
Settings = 5
- Fortinet Single Cisco Application Centric Infrastructur
Fabric Connectors A Sign-On Agent Nuage Virtualized Services Platform [
FortiView > O OpenStack Connector ('
Network 5 Connector Settings nsx VMware NSX (2
etwor " — LDAP Server do LDAP_SERVER
ame S50,
System % —— Server IP/Name 192.168.2.11
Policy & Objects > Primary FSSO agent 192.168.2.11 Server Port 389
Security Profiles > ' 41 * Common Name Identifier cn
Distinguished Name dc=marfadi,dc=local
VRIS > | Trusted SSL certificate o] .
: Bind Type Regular
User & Device > Usergroupsource @ Collector Agent il :
=i References 0
Log &Report > LDAPserver -
Monitor > Proactively retrieve from LDAP server + Create | ¢ Edit
o LDAP SERVER 4

e ETEE | cocel

uﬁl&'.y]a lag(AD) (magdl 3 pw Jde FSSO &nbﬁ ‘3 Leldals Lad @J‘ B3 R 339l Lia
LS Local el 5Leis by pgds Lol ADSI y8 i e 539250 &1 il gpadly il 9401 e Jguazeld
o Lasle 2 s LadL Led 501 LDAP SERVERJI jlises o3 (a9 el 8 394ally
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NX Security Fabric v

Physical Topology

Logical Topology

Security Rating

Automation

Settings

Fabric Connectors hxd
& FortiView >
+ Network >
£ System >
B Policy & Objects >
@& Security Profiles >
O VPN >
& User &Device >
Ll Log & Report >
€ Monitor >

S50/identity (5] Custom LDAPfilter | (objectClass=") | Apply
Show subtree @© IS, Add All Results | | | Search Q
e © & dc=marfadi,dc=local
Users Organizational Units Custom = Selected
ID Name
Fortinet Singl| 1IS_IUSRS 1IS_IUSRS (o]
St Incoming Forest Trust Builders Incoming Forest Trust Builders
slaneall ugall LS &3 l I
Connector Setl IT-FROUp \IEGROUP TR 72l
Narie B Network Configurati{ __ ReimoveSel Network Configuration Operators
Performance Log Users Performance Log Users
Primary FSSO
Performance Monitor Users Performance Monitor Users
Pre-Windows 2000 Compatible Access Pre-Windows 2000 Compatible Access
Trusted SSL ce =
Print Operators Print Operators
User group sou
Protected Users Protected Users
LDAP server
: RAS and IAS Servers RAS and IAS Servers
Proactively ret
Users/Groups RDS Endpoint Servers RDS Endpoint Servers
RDS Management Servers RDS Management Servers "

L«‘&L.;ai oyl @J‘j ADJI L,? daga>gll &y ey Qlej).‘gd‘ =l o gdiw el 8 ygsalls LS

I NX Security Fabric

Physical Topology

Logical Topology

Security Rating

Automation

Settings
& FortiView >
& Network >
£ System >
B Policy & Objects >
@ Security Profiles >
S VPN >
& User &Device >
Ll Log & Report >
€ Monitor >

Physical Topology
Logical Topology

Security Rating

Automation

Settings

Fabric Connectors w
|8 FortiView >
 Network >
£ System >
B Policy & Objects >
& Security Profiles >
O VPN >
& User & Device >
Ll Log & Report >
€& Monitor >

Cux Jogall as(intergrated)

@ Dashboard > | New FabricCoj Users/Groups x
N $50/Identity < Custom LDAPfilter | (objectClass=") Apply
Show Subties @) Add All Results | || Search [a]
e @& dc=marfadi,dc=local
.|| m Groups = Organizational Units = Custom = Selected @
ID= Name =
Fortinet Singl admin admin
Sign-On Agen| s
sLa1 il g gad) dudal a3 Administrator Administrator
Connector Set] amar amar
Name < Guest Guest
Primary FSSO hani hani
krbtgt
Userl
Trusted SSL ce
U User2
ser group so ¥ Add Selocted —
LDAP server =R
Proactively ref user4
Users/Groups
<
- b b4 -A . - . -
Show subtree @ S Add All Results | | | Search Q
£ & dc=marfadi,dc=local
Users Groups Organizational Units Custom
ID Name ~
Fortinet Sing o u‘-.ﬂ;‘seiszﬁ @ IT-GROUP IT-GROUP
Sign-On Agen !
g Age @ hrg hr-g
Connector Set] @ Userl User1l
User2 User2
Name: o @ User. ser
Primary FSSO @ User3 User3
@ userd user4
Trusted SSL cel
User group sod
LDAP server
Proactively ref]
Users/Groups

Sob l | it/ k|
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Physical Topology
Logical Topology

Security Rating
Automation
Settings
Fabric Connectors i
& FortiView > Connector Settings
b Network ¢ Name 550_2 |
& System > ‘
Primary FSSO agent | 192.168.2.11
B Policy & Objects > —
| Soocesee | +
@ Security Profiles > )
O VPN s | Trusted SSL certificate e ]
& User & Device N User group source @ Collector Agent
il Log & Report N LDAP server do LDAP_SERVER v
€ Monitor N Proactively retrieve from LDAP server @
Users/Groups 4 & Edit

Cancel
OK s o3 yag Lrdlin] o3 o lic 4 Lia suall Lasdls

Sl > || 4+ CreateNew | ¢ Edit [ Delete
I NA Security Fabric v
SSO/Identity

Physical Topology

Logical Topology
Security Rating
Automation

Settings

a3 sl ualiall 33
sl

<=

Fortinet Single Sign-On

Fabric Connectors

) oo p AD1 g s sl G Jlad)
AD=! Jsglitt oy 361 jant agadt oS gt Lal

& FortiView >
4 Network >
£ System >
B Policy & Objects >
@& Security Profiles >
8 VPN >
& User &Device >
Ll Log & Report >
€ Monitor >

oz Fo9all o JLas¥ Ol gy Ui yasd 5l el IS 5
o Jj.a.a.a ADJI yé pw e J”ﬁw QL St P..gJ.wj.\'.G ADJlg

La,las b Lol g"\.” Q\.}_g).'gdb‘ <y 59! a8lsl p9dig FSSO g4d (pa 9> e LéSL P gl oYl
s Ll dina outd gy Guidat et gyt sda Cos AdLudl ighasdl § (selected) Laslu
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@ Dashboard >

NA Security Fabric >
& FortiView >
 Network
£ System >
B Policy & Objects >
& Security Profiles >
S VPN >
I & User & Device v
User Definition
User Groups w
Guest Management

Device Inventory
LDAP Servers

RADIUS Servers
Authentication Settings

FortiTokens

FortiGate VM64 marfadi-vm

Search \ Q|

# Edit Tm Clone T Del

Group Name = Group Type = Members = Ref.
Guest-group £ Firewall & guest 0
SSO_Guest_Users B Fortinet Single Sign-On (FSSO) T

-
@ Dashboard >
N& Security Fabric >
& FortiView >
« Network >
£ System >
B Policy & Objects >
& Security Profiles >
SO VPN >
& User & Device v

User Definition

Guest Management

Device Inventory

LDAP Servers

RADIUS Servers
Authentication Settings

es e

Sob l | it/ k|

New User Group Select Entries x

+ Create

20 (1)

Name [Fsso-GRoup-IT |
Type Firewall FSS0 Group B CN=IT-GROUPOU=IT,DC=marfadi,DC=local

CN=IT-G,0U=IT,DC=marfadi,DC=local
Fortinet Single Sign-On (FSSO) | Connector g sso_2 2

RADIUS Single Sign-On (RSSO)
Guest

Members | L 52 J |

2 CN=IT-GROUPOU=IT,DC=marfadi,DC:
B CN=User1,0U=IT,DC=marfadi,DC=loca
B CN=User2,0U=IT,DC=marfadi DC=loca
g CN=User3,0U=IT,DC=marfadi,DC=loca

AD e 53525415 IT-GROUP Lol s 921 5L
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FortiGate VM64 marfadi-vm

@ Dashboard % # Edit T Clone @ Delete Q ‘

NA Security Fabric >

T g Group Name - Group Type = Members =

s Network 5 |_Fsso-Group-T B Fortinet Single Sign-On (FSSO) B CN=IT-GROUP.OU=IT.DC=marfadi.DC=local

& System 5  Guest-group £ Firewall & guest 0]
B Policy & Objects s  SSO_Guest_Users B Fortinet Single Sign-On (FSSO) 1
& Security Profiles >

S VPN >
I & User & Device v

User Definition

User Groups %4

Guest Management
Device Inventory

LDAP Servers

FortiGate VM64 marfadi-vm

@ Dashboard > ~  EditPolicy
Yeeauttytabric ; Select Entries x
S sy ) Name: €} pivate Address Internet Service
b Network > Incoming Interface | M LAN1 (port1) S QSearch |+ Add
£ System > Outgoing Interface | M WAN(port2) pdl B USER(1) A
B Policy & Objects Source = all x Local (1)
1Pv4 Policy B FSSO-GROUP-IT x & G
Authentication Rules S s = © USERGROUP(3)
o Destination Hall ) x T :]
= Guest-group
1Pv4 Do$ Policy Schedule L [® always = & SSO_Guest_Users
Addresses Service AL x & FSS0 GROUP (5)
Internet Service i $5020(1)
Database Action Laeesal @ DENY & CN=IT-G,0U=IT,DC=marfadi,DC=loca
Services 5502 (4)
Schedules Inspection Mode Proky:based & CN=IT-GROUPOU=ITDC=marfadi,D(
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Security
System Events
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It FortiView
+ Network
£+ System
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& Security Profiles
S VPN

& User & Device
|l Log & Report

& Monitor
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Top Usage LAN/DMZ
Security

System Events

¥& Security Fabric >
I FortiView >
++ Network >
L System >
B Policy & Objects >
& Security Profiles >
O VPN >
& User & Device >
|l Log & Report >
& Monitor >

@ Dashboard

¥X Security Fabric
e FortiView
 Metwork

£ System

B pPolicy & Objects
& Security Profiles

Web Filter

DMS Filter
Application Control
Intrusion Prevention
SSL/S5H Inspection
Web Rating Owverrides
Web Profile Overrides
Custom Signatures

0 vPn

& User & Device

|l Log & Report

@ Monitor

-
|@ Dashboard

marfadi-vm

FGVMEVD1FZOJRLDC

marfadi-vm (Fabric

ral Updates

| CLIConsole

ic) # set mc

0/0 adi-v ic) # end

disabled (455 | A8 - OAR-PPNES | IPRV-SLAES

-~ lalell Block Joay o8 oLl dl> 9 &I Block ¥ Lalidas =ig

-

- Antivirus Profile configuration >

3 | Mew AntiVirus Profile

MName AV Profile
>

Comments

>
Detect Viruses Monitor
>

Inspected Protocols

APT Protection Options

Content Disarm z2nd Reconstruction

3 Original File Destination

FortiSandbox = File Quarantine

3 Treat Windows Executables in Email Attachments as Viruses (B

3 Include Maobile Malware Protection

©

OK Cancel
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@& Dashboard > # Edit | 7@ Clone | ® Delete se Qa
¥X Security Fabric >
Name Comments
& FortiView >
& Network > Web-sites °
& System o = efaune Default web filtering. 0
B Policy & Objects B = It Monitor and log all visited URLs, flove-based. o
| o i Default configuration for offloading WiFi traffic. 1
AntiVirus
‘WebFilter 7
DNS Filter
Application Control
Intrusion Prevention
S5L/SSH Inspection
‘Web Rating Overrides
‘Web Profile Overrides
Custom Signatures
O VPN >
& User & Device >
il Log & Report >
@& Monitor >
@ Dashboard > "™ Edit Policy
] oschedule R E ol T
N& Security Fabric >
Service @A x
I FortiView > +
“b Network > Action v ACCEPT R0
£ System b
B Policy & Objects Inspection Mode  WELWELELLLE Proxy-based
IPv4 Policy
Authentication Rules Firewall / Network Options
| Local In Policy NAT ©
IPv4 Do Policy IP Pool Configuration Use Outgoing Interface Address [N RYET Tt a2l
| Add Preserve Source Port
resses
- e Protocol Options default | &
nternet Service
Database
Frreis Security Profiles
Schedules AntiVirus »
Virtual IPs [ webFilter (3 =3 default &
IP Pools DNS Filter » DYSerea
Protocol Options Application Control O EZA default &
itor-all
IP5 » EE=2 moni
Traffic Shapers m Web-sites
Traffic Shaping Policy S5L Inspection 3 wifi-default 4

Traffic Shaping Profile
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Dashboard ~

Top Usage LAN/DMZ
Security
System Events
K Security Fabric
I FortiView
o Network
£ System
B Policy & Objects
@ Security Profiles
O VPN
& User & Device
|l Log & Report
& Monitor

s FortiView

<+ Network

Administrators
Admin Profiles
Firmware
Settings

HA

SNMP

Replacement Messages

FortiGuard
Feature Visibility
Certificates
B Policy & Objects
& Security Profiles
O VPN
& User & Device
il Log & Report
€ Monitor

Sob l | it/ k|

Security Fabric

Hostname marfadi-vm
rial Number FGVMEVD1FZOJRLDC

Firmware

v6.2.3 build 1066 (GA)

S Ips
Mode NAT
System Time

© Web Filtering
Uptime

FortiToken o0/0
WANIP Unknown

\, v

s’

Licenses [i]
@ FortiCare Support

© Firmware & General Updates

arfadi-vm (Fabric Root)

el 5 ygually LS oo Sy JLii licenses ! ob uSls o) s

5 2 Update AV & IPS Definiti

Update Server Location

Security Rating

Security Rating is unavailable when VM
license is in evaluation mode or when HTTPS
is unavailable.

ons

(UL Lowest latency locations

Filtering
Web Filter Cache ©
Anti-Spam Cache [ o]

FortiGuard Filtering Protocol
FortiGuard Filtering Port

Filtering Services Availability

Clear cache after Minutes

Clear cache after

uoe
% Check Again

Web Filtering | @

Anti-Spam (4]

Minutes

& FGVMEV License

Allocated vCPUs 1/1

Allocated RAM
49%

1002 MiB/2GiB

.

Administrators
o HTTP 0 FortiExplorer

admin super_admin

Request re-evaluation of a URL's category

Server Type

Fall back to public FortiGuard servers Enable

>

? Override FortiGuard Servers €

>

3 Server Address

5 | | r3lDackio public Fortilsuard servers

;> web fi/terd/ ‘46 fortiguard catego:yd/ &0 Johﬂl # >
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2= FortiGate VM64 marfadi-vm

@ Dashboard > MNewWeb Filter Profile

% Security Fabric ’ I @ FortiGuard category based filter I

I FortiView >

+ Network > Warning: This device is not licensed for the FortiGuard web filtering

service.
£ System >
B Policy & Objects > Traffic may be blocked if this option is enabled.
| @ Security Profiles v

AntiVirus @ Allow @ Monitor @ Block Warning Authenticate
Web Filter Name Action
DMS Filter

Application Control
@ Allow

@ Allow

Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides

Web Profile Overrides bl e o
Custom Signatures Bandwidth Consuming @
O VPN 5 Security Risk @

& User & Device > General Interest - Personal

Potentially Liable €

0953 O cums dus fortigate vl e 7 lie o 35l (5921 ob Ty Uased) ddluy o5l Jaods
e S35 S Loy B g LS9 Lol e (o (pS0iS (T 3yl 9l l da ey ildie

Fd iuad JSg due yb Sliduas suie (555 ple dual JS g dale Siliidiad sue i oS
23lod! e Sl (e Goimy

JUIE 29 (Sub categories )aie 15 Sladiai 6 e (ggims security Risk ol | cadiatl! Mis
Malicious Websites

Phishing

Spam

Spam URL

Dynamic DNS

New observed Domain

New Registered Domain
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34X Security Fabric 4 @ FortiGuard category based filter
| FortiView >
+ Network > ‘Warning: This device is not licensed for the FortiGuard web filtering
service.
£ System >
B Policy & Objects > Traffic may be blocked if this option is enabled.
I & Security Profiles ~
AntiVirus @ Allow @ Monitor @ Block Warning Authenticate

Web Filter

Name Action

DNS Filter

Application Control (] Security Risk @

Intrusion Prevention 'ﬁ_ alicdious Websites @ Block )
SSL/SSH Inspection Phishing @ Block
Web Rating Overrides Spam URLs @ Block
Web Profile Overrides Dynamic DNS @ Block
Custom Signatures Newly Observed Domain @ Block
O VPN > Newly Registered Domain @ Block

& User & Device > General Interest - Personal

bl Log & Report ’ General Interest - Business
€& Monitor >

Category Usage Quota €@

phishing ewd| cadiaill BULL a9d5 ¢ e ilmy 4L phishing 23190 JS L) uy5 918
sLisl 3 ygualls LS 10K

& System 4 & FortiGuard category based filter
B Policy & Objects >
I & Security Profiles v Warning: This device is not licensed for the FortiGuard web filtering
AntiVirus service.
Web Filter Traffic may be blocked if this option is enabled.
DNS5 Filter
Application Control @ Allow = @ Monitor = @ Block Warning Authenticate

Intrusion Prevention

Name Action
SSL/SSH Inspection
Web Rating Overrides [E] Security Risk @
Web Profile Overrides Malicious Websites @ Allow
Custom Signatures Phishing @ Block j
L VPN 4 Spam URLs @ Allow
& User & Device > Dynamic DNS ® Allow
bl Log & Report ’ Newly Observed Domain @ Allow
€ Monitor ’ Newly Registered Domain @ Allow

General Interest - Personal

Allow Jie 5yl | slydl actions J1 el play as¥l 5300 sub categories e yaill 5ymas o

,Monitor,Block,Warning,Authenticate
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@ Dashboard > | Edit Web Filter Profile
& Security Fabric 5 T @ Allow || @ Monitor | T @ Block || A Warning || & Authenticate |
e FortiView > Name Action
 Network > Local Categories @
& System 4 Potentially Liable @
& Policy & Objects 4 Adult/Mature Content
8 Security Profiles N Bandwidth Consuming @
AntiVirus

[E Security Risk @

Web Filter

Malicious Websites @ Block
DNS Filter

Phishin; @ Block
Application Contral | Nm—y 2 @ Allow :I

. X Spam URLs @ Monitor @ Block
Intrusion Prevention o
: Block
SSL/SSH Inspection Dynamic DNS © Block
A Warning - v

Web Rating Overrides Category Usage| & Authenticate}

Web Profile Overrides

# Edit | B Delete

Custom Signatures

O VPN y Category ~ ‘ Total quota +
& User & Device >
Il Log & Report » No results

JLasdl a Al LS £59 aiiai 35 e ggi= General Interest-Personal (35) —idadl| Mie

r

T NELWUE &
[2] General Interest - Personal
£ System >
Advertisi
B Policy & Objects , vertising @ Allow
I e » Brokerage and Trading & Allow
AntiVirus Games @ Allow
Web Filter Web-based Email Q Allow
DNS Filter Entertainment @ Allow
Application Control Arts and Culture @ Allow
Intrusion Prevention Education @ Allow
55L/55H Inspection ‘Health and Wellness y @ Allow v
Web Rating Overrides Category Usage Quota @
Web Profile Overrides
7 Edt | 8 Delete
Custom Signatures
O VPN 5 Category Total quota =
& User & Device >
[l Log & Report > Mo results
& Monitor »
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| FortiView > Name Action
b Network b4 Job Search @ Allow A%
& System > Medicine @ Allow
& Policy & Objects i’ News and Media @ Allow
@ Security Profiles ~
B Sacial Networking @ Allow
AntiVirus
Political Organizations @ Allow
Web Filter
Reference @ Allow
DNS Filter
Global Religion @ Allow
Application Control
Shopping @ Allow

Intrusion Prevention
SSL/SSH Inspection Society and Lifestyles @ Allow 43% 89

e
Category Usage Quota @

Web Rating Overrides

Web Profile Overrides
+ CreateNew | & Edit @ Delete

Custom Signatures
0O VPN 3 Category = ‘ Total quota =
& User & Device >
Il Log & Report > No results
€ Monitor >
o wdsnoudru 7 CUIL VVELD Ml Fiuiie
& Security Fabric > Y W AW | @ Wonitor || @ Black TWarning * Rithenticate |
b
I FortiView > Name Action

Network > [ N ~
+ Sports @ Allow
£ System >

Travel @ Allow
B Policy & Objects >
Personal Vehicles @ Allow

& Security Profiles -

AntiVirus Dynamic Content @ Allow

Web Filter Meaningless Content @ Allow

v =

DNS Filter Folklore @ Allow

Application Control Web Chat @ Allow

Intrusion Prevention Instant Messaging @ Allow

55L/55H Inspection Eewsgroups and Message Boards @ Allow ) e4%s9 |,

Web Rating Overrides

Category Usage Quota @

Web Profile Overrides
+ CreateNew | ¢ Edit @ Delete
Custom Signatures
O VPN > Category = ‘ Total quota =
& User & Device >
Il Log & Report > Mo results
€& Monitor >
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@ Dashboard »  Edit Wehb Filter Profile
% Security Fabric N T AlGw || @ Monttor || @ Block L Warning || Authenticate |
I FortiView » Name Action
Network » i " ~
b Networ Digital Postcards @ Allow
£+ System >
Child Education @ Allow
B Policy & Objects >
Real Estate @ Allow
I & Security Profiles w
Restaurant and Dinin
AntiVirus . ® Allow
| Web Filter Personal Websites and Blogs @ Allow
= | 5
DNS Filter Content Servers @ Allow
Application Control Domain Parking & Allow
Intrusion Prevention Personal Privacy © Allow
SSL/SSH Inspection uction @ Allow / 85% 89 |,

Web Rating Overrides
Web Profile Overrides

Category Usage Quota @

/Edt | B Delete

Custom Signatures

O VPN > Category Total quota
& User & Device >

i Log & Report ? Mo results

& Monitor »

ALY adlgll JS e ggizi: Advertising
@) Slasladly guyloadl) deerlaid! 281641 IS Ao (g : Education

- dzyall p8lge JS Je Ggiz s Health and Wellness

b a8lge (Je g9tz News and Media

Syleudly SlisLad) a8lge (de ggizmPersonal Vehicles

dpaseddl a8lgll Je ggim : Personal Privacy

4.44\.:)." Lj‘ﬁ-“’ Sports
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m FortiGate VM64 marfadi-vm

-Ev
@ Dashboard > ™ Edit Policy
N4 Security Fabric > ‘ | *
8 FortiView Action « ACCEPT QeRv3 N
b Network > Inspection Mode Proxy-based
Firewall / Network Options
IPv4 Policy NAT ©
Authentication Rules IP Pool Configuration Use Dynamic IP Pool
Local In Policy Preserve Source Port (B
IPv4 DoS Policy Protocol Options IE default - | rd
Addresses
INEPTR e ST e Security Profiles
Database AntiVirus P
Services IWeb Filter © [ EE Webssites -] & j
Schedules DNS Filter )
Virtual IPs Application Control OB
IP Pools PS o
Protocol Options 55L Inspection certificate-inspection h | &
Traffic Shapers

= = FortiGate VM64 marfadi-vm

~ R
@ Dashboard 4 + CreateNew | # Edit B Delete ‘ Q Policy Lookup ‘

Search ‘ Q ‘ [NEGEETANENE By Sequence

Nk Security Fabric >
ID Name Source Destination Schedule Service Action NAT Security Profiles
I FortiV
ortiView >
o Network NI ] 8 LAN1 (port1) — B WAN (port?) @
£ System > 4 private Hal Bal 8 always I ALL + ACCEPT @ Enabled [[IZJ Web-sites
& Policy & Objects v

3 public = Subnet Sal 6 always AL @ DENY

IPv4 Policy

Authentication Rules ? s Eserverl Bal AL + ACCEPT = @ Enabled

Local In Policy 19 = Subnetl 2al [® work time M A_LL + ACCEPT @ Enabled no-if

IPv4 DoS Policy 5 3 Zal Dal [ always AL « ACCEPT @ Enabled no-i i

padreses
ek 9 | EEEEY Da 2al @aways WAL @ DENY

Services

Schedules

Virtual IPs

Jia ¥ aBlge BILN Linyly fugiy dgruntdll Jio dueloin¥l Jiolgrll abloe BHEI iy ol
- Lajlg bbe.com adgs 924 ddlxso

Block social networking&News el Jsld g5 ¢LadLs Yo p 9w Luls
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pgdi Sgw New and media g social networking JI lucls categories J| JSJ 7 Lol p gdis
wolinl 8 ygually LS LEMEL

27= FortiGate VM64 marfadi-vm

@ Dashboard > MNew Web Filter Profile
~NA Security Fabric >
Name l Block Social networking&News l
I FortiView >
Comments | Write acomment... wzs!
% Network S
& System ’ I() FortiGuard category based filter l
B Policy & Objects »
| @ Security Profiles G Warning: This device is not licensed for the FortiGuard web filtering
AntiVirus SEVIce.
Web Filter 17 Traffic may be blocked if this option is enabled.
DNS Filter
Application Control Allow Monitor Block Warning Authenticate
Intrusion Prevention )
Name Action
SSL/SSH Inspection "
Web Rating Overrides Job Search @ Allow
Web Profile Overrides Medicine @ Allow
Custom Signatures [News and Media @ Block
O VPN > Social Networking @ Block
& User & Device * Political Organizations @ Allow
14 | o £ Dannrt . - -

I ALY 3l adsll b dlluy el ylaiu 45ls BBC Jin g5besl adgn i zid dlgles wind
lda L iy 1 category I Liaslg adodl midy Jglo 61 192.168.2.121 5Lzl (quls cilaglall
- Ldawlgs 4832 ] @3 6|9 News and Media g2 a3l

@ FortiGuard /= Flii=slne F::RTINET

Powered by FortiGuard
Web Page Blocked!
You have tried to access a web page which is in violation of your internet usage policy.

URL: www.google.com.sa/url?sa=t&rct=jeq=28esrc=s&source=web&cd=18ved=0CCMQFjAA&url=http9%34962F %2F www.bbc.co.uk92F arabicg&ei=qn1LVdjjD6faywOGu4HoCge:
usg=AFQJCNE TWo6cBteDfhs16nqgipWTM3igMfw
Category: QESERETGREERTE )

Clignt IP: 192.168 SsiEll
Sefver IP: 173.194.113.23

User name:

Group name:

To have the rating of this web page re-evaluated please click here.

ol audo JSChn clae midy 9w 4iL8 https:\\facebook.com g uall adge midy eod gl
Uil sda goladg http (g https o adgll ol LY cll3g Social network =i Caias 4l

Aol Jerdly 0985 O o
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- LM @iy 9w 4ilé hteps of http o€

@ Dashboard » ™| Edit Policy
. ™ ction Mod Proxy-based |
NX Security Fabric » R € 2 > oy
& FortiVi »
ortview Firewall / Network Options
+ Network >
NAT O
£ System b
IP Pool Configuration XN =G AN e e i=2 Use Dynamic IP Pool
B Policy & Objects
Preserve Source Port
IPv4 Policy
Protocol Options default | &
Authentication Rules
Local In Policy Security Profiles
IPv4 Dos Policy AntiVirus @ ]
—
Addresses I Web Filter © | EE1 Block Social networking&News » | & I
Internet Service DNS Filter C-)
Database
i Application Control O
Services
IPS »
Schedules
Virtual IPs I 55L Inspection certificate-inspection * & l
IP Pools
Logging Options
Protocol Options
Log Allowed Traffic O BEEEAETGN All Sessions

Traffic Shapers
Generate Logs when Session Starts O

Traffic Shaping Policy
Capture Packets [® ]

Traffic Shaping Profile

Ul ydas dgud Block 4 Jgaall cadiaill croass gag http 4l Jguogll sl adgll oIS o
sLisl 8 y94alls LeS Cum 598 (0 (Web page Blocked) glat!

§)) FortiGuard |/~ 1=l S

Powered by FortiGuard
Web Page Blocked!
You have tried to access a web page which is in violation of your internet usage policy.

URL: www.google.com.sa/url?sa=t&rct=jeq=2esrc=s&source=web&cd=18ved=0CCMQFjAA&url=http9%6349%2F %62F www.bbc.co.uk9%2F arabicg&ei=qn1LVdjjD6faywOGu4HoCge:
usg=AFQJCNE TWo6cBteDfhs16nqipWTM3igMfw
Category: QESERELTREERTE |

Clignt 1P: 192.168 SsiEll_
Selver IP: 173.194.113.23

User name:

Group name:

To have the rating of this web page re-evaluated please click here.
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i a3 o} Web page Blocked glaJl dluy oyl ssl inspection duols Jeran cod ¢l L
sy 239 JWIL LeS Unsed| allusy <l i das Ly hepsd) adlge an (@ilmigail| cdel) S

pisail

c @W :.r"."mmw.facebookmmj

3% Apps By Google Translate

Your connection is not private

Attackers might be trying to your information from www.facebook.com (for
example, passwords, messages, or credit cards).

Hide advanced Reload

www.facebook.com normally uses encryption to protect your information. When Chrome
tried to connect to www.facebook.com this time, the website sent back unusual and
incorrect credentials. Either an attacker is trying to pretend to be www.facebook.com, or a
Wi-Fi sign-in screen has interrupted the connection. Your information is still secure because
Chrome stopped the connection before any data was exchanged.
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[/ 4 Untrusted Connection =~
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This Connection is Untrusted

Vou have asked Firefox to connect securely to www.facebook.com, but we can’t confirm that your
connection is secure,

Normally. when you try to connbet securely, sites will present trusted identification to prove that you
are going to the right place. However, this site’s identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

This site uses HTTP Strict Transport Security (HSTS) to specify that Firefox only connect to it securely.
As o result, it is not possible to add an exception for this certificate,
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Technical Details

i Favorites | 48 Web Filter Violation

o <
| &) FortiGuard /= =1l=rir) Fa:RTINET

Powered by FortiGuard

Web Page Blocked!

You have tried to access a web page which is in violation of your internet usage policy.

URL: www.facebook.com/
Category: Social Networking
Client 1P: 192.168.1.111
Server IP: 31.13.93.3

User name:

Group name:

To have the rating of this web page re-evaluated please click here.
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&« C o © & nhttpsy//fortiguard.com Ll w Q Search n @ &

FO rtiG ua rd La bs News / Research .- Threat Lookup Resources

Intrusion Protection Anti-Spam

Application Control Endpoint Vulnerability

Web Filtering Indicators of Compromise

Web Security Security Rating Service
Anti-Virus Pen Testing Service

Anti-Botnet Anti-Recon and Anti-Exploit

&« C @ © & httpsy/fortiguard.com/learnmoreswf m o e

FO rt i G ua rd La bs News / Research Services Threat Lookup Resources

malicious/phishing/spam URLs
blocked by FortiGuard labs,
through approximately 247

million categorized URLs

@vvv.bab.com J

Encyclopedia by keyword or exact match

Version 22.63917 Maijor Web Filter Categories ¥ X Prevents malware

enter o5 4J )Ll category JI ddyaa oI, 1 adlgl| cuisS
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At a glance:

W Web Filter Lookup

WEF Rating History
Jun 19th, 2015 @ 11.05:20 PDT

removed as Not Rated www.bab.com q 56+ ~

Jul 21st, 2009 @ 13:10:26 POT
added as News and Media Submit a URL to check its Rating FortiOS Version

DOWNLOAD Category: News and Media
FortiGlint E ]

Sites that offer current news and opinion, including those sponsored by
newspapers, general-circulation magazines, or other media. This category includes
TV and Radio sites, as long as they are not exclusively for entertainment purpose,
but excludes academic journals. Alternative Journals: Online equivalents to
supermarket tabloids and other fringe publications.

. news and Media —aduail! poss t&.lwww.bab.com léj.ﬂ 131

- action smd/ :Lﬁi

& Allow @& Monitor @ Block Warning Authenticate

Name Action

Local Categories @

[5] Potentially Liable €

Drug Abuse g

& Allow
Hacking & Monitor
lllegal er Unethical @ Block
Discrimination Warning
Explicit Violence Authenticate
Extremist Groups Warning
|| [Su—— [ T Pp—— I [ -

allow LJ cdae I category JI s zyuis pdge ¥ Jguo gl 7 Lasidl: Allow -

block LJ cdas I category JI s zyuis adga $¥ Jguogll aia s Block -¥

Cwed category CuS zydis adge ‘éi Il Jgwogdl (o pase i ‘zgi 48l Monitor -Y
.. monitor LJ Jea
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-2 FortiGate VM64  marfadi-vm

& Dashboard »  Users/Groups Creation Wizard

E @ Login Credentials E ©® Contact Info } @ Exiralnfo )
s FortiView >
Local User .
& Network »

Remote RADIUS User

NA Security Fabric >

£ System >
Remote TACACS+ User
B Policy & Objects >
Remote LDAP User
& Security Profiles > FSSO
O VPN »

FortiClient EMS User

& User & Device FortiNAC User

User Definition

User Groups

Guest Management
Device Inventory

LDAP Servers

RADIUS Servers
Authentication Settings

-2 FortiGate VM64 marfadi-vm

@ Dashboard > Users/Groups Creation Wizard
S : .
X Security Fabric ’ ’} @ Login Credentials E © Contact Info ] © Extralnfo ’
| FortiView >
Username | Hosam
 Network >
Password | L1 |
£ System b
B Policy & Objects »
& Security Profiles >
O VPN »
& User & Device v

User Definition

User Groups

Guest Management
Device Inventory
LDAP Servers
RADIUS Servers

Authentication Settings
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ortiGate VM64

marfadi-vm

>

@ Dashboard Users/Groups Creation Wizard

e - :
|#a FortiView >
User Account Status  [C+ASIEGIELE O Disabled
4 Network
User Group >
£ System >

B Policy & Objects

& Security Profiles

VPN

& User & Device
User Definition
User Groups
Guest Management
Device Inventory
LDAP Servers
RADIUS Servers
Authentication Settings

FortiTokens

FortiGate VMé4 marfadi-vm

@ Dashboard > # Edit| | T Clone || & Delete | [ Search [a]
XA Security Fabric >
Name Type Two-factor Authentication Ref.
I FortiView >
4 Network , & Hosam & LocAL ] 0
£ System 5 & guest & LOCAL o 1

B Policy & Objects
& Security Profiles
L VPN

& User & Device

User Definition

User Groups

Guest Management
Device Inventory
LDAP Servers
RADIUS Servers.

Authentication Settings
@ Dashboard »  Edit Web Filter Profile
N Security Fabric >
MNarme l Monitor Social networking&News I
I FortiView S
Comments | Write a comment... 258
o Network >
& System ’ @O FortiGuard category based filter
B Policy & Objects »
I CSGCUF‘IW Profiles :I v Warning: This device is not licensed for the FortiGuard web filtering
o service.
AntiVirus
Web Filter Traffic may be blocked if this option is enabled.
DNS Filter
Application Control @ Allow | | @ Monitor Block Warning Authenticate
Intrusion Prevention )
MName Action
SS5L/55H Inspection ——r—— —rerorey .
Web Rating Overrides MNews and Media @ Monitor
Web Profile Overrides Social Networking & Monitor
Custom Signatures Political Organizations O Allow
2 VPN 4 Reference @ Allow
& User &Device > Global Religion © Allow
il Log & Report > Shopping ® Allow

[ LB PO

sMel 5 y94all LS Social Networking 9 New and Media 448!y Jos o

Sob l | it/ k|
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@ Dashboard

A Security Fabric >
Name Comments
| FortiView >
o
+ Network > Mo
£ System N E=0 Web-sites 0
B Policy & Objects > IEEH default Default web filtering. 0
I & Security Profiles +  IEEA monitor-all Monitor and log all visited URLS, flow-based. 0
AntiVirus =3 wifi-default Default configuration for offloading WiFi traffic. 1

Web Filter x

DNS Filter
Application Control
Intrusion Prevention
SSL/SSH Inspection
‘Web Rating Overrides
Web Profile Overrides

‘Custom Signatures

& Dashboard ¥
¥ Security Fabric ¥
Mw FortiView ¥
4 Network 3
£ System »

B Palicy & Objects ~

Authentication Rules
Local In Policy

IPwd DoS Policy
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Protocol Opticns
Traffic Shapers
Traffic Shaping Policy

Traffic Shaping Profile
@ Security Profiles »
L VPN »
& User & Device »
Wl Log & Report ¥
@ Monitor »

Edit Policy

Mame @ private

Incoming Interface [ LaN1 (portl) -

Outgoing Interface | M WAN (port2) -

Source o all x

3 e e ¥

+

Dwestination o all 4
+

Schedule [ ahways -

Service @A 4
+

Action « ACCEPT [alnidiyg

Inspection Mode Proxy-bazed

Firewsll / Metwork Options
MAT [ o]
IP Pogl Configuration

Use Outgoing Interface Address [N SE RN T oelv]
Preserve Source Port

Protocol Options default - #

Security Profiles

AntiVirus (.__)

Web Filter © [IEE2 Monitor Socisl networkingaNe | # :I
-

Application Control (I

IPs >

| gy [ [ ———— - - L

Social I Jguesll wic Hosam (sud |y 39l! 4udlpe ol oy gty o LaS! 03 o3e 5 g4ally LS

networking & new and Media

2315kl e Lol ol o6 ddleso o Lgudd Jio adge midy Hosam gl agdy Lecie (ool s
Socail networking & new and Mediall diail e

b mids Bgw adoll (L8 hosam L8 (e Llsa| dug 5 59wbig padyige die by Bge 4iLd
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@ Dashbozrd > [2] & |[oaddFiter

Security Fab > ;

Date/Time User Source Action URL Category Description Initiator Sent / Received Log Details

W FortiView
+ Network > @ Select a log entry to see details.
£ System
B Policy & Objects >
& Ssecurity Profiles
f=RvN

& User & Device

14 Log & Report

Forward Traffic

Local Traffic

Sniffer Traffic
Events
Mo result:
AntiVirus
SSL
DNS Query

Application Control
Intrusion Prevention

Anomaly

Log Settings

339201 B om 4ell Ugamsll 15 g1 gisly action 1y, spell pal gl il ylas o
w Sloglall e Lapeg adgll lda Lasmi zyuill category Jlg

o o)el 8 ygually LS logs J1 e allol (,SCas &L Monitor 4 Jgens 382 O ‘éi

Min) S gdl gz Gy Sdg bauxs o] flgie L gudall Jio dine adlge Mie s uyS < o
B g )| datdeiun Do il ‘éi S ‘CM‘ cdgdl suze wad (L399 JSI ‘a}.g.” Q 438515
- adlgll el block Jus oy B Lavayg cdgll ppe Jaill (it bodd dd 8315 oellac! oty

S [ iSag &y 1yels p3¥1 (andly debuw ayy ool Lobo a8lgd! 1gmiay LS9 (nalsgll (amy Mied
. category Il sid Block Jus oo Bguw cdgll L@l aang sus> (e 5390 JS 2y olue piw

e quotal! Gedas oy o> Quota ) Law! i dliar disols o Jiogall §uzgs >
kiswarning ol authenticate s Monitor LJactionJ| &l category JI
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N Security Fabric
e FortiView

+ Metwork

£ System

B Policy & Objects
|ﬂ Security Profiles

AntiVirus

DMS Filter
Application Control
Intrusion Prevention
S5L/55H Inspection
‘Web Rating Overrides
‘Web Profile Overrides
Custom Signatures

0 vPn

& User & Device

|l Log & Report

& Monitor

H I @ FortiGuard category based filter I

>
3 Warning: This device is not licensed for the FortiGuard web filtering
service.
3
N Traffic may be blocked if this option is enabled.
~
Allow Monitor Warning Authenticate
Mame Action

CILET LTI WFAITOW ~

Arts and Culture S Allow

Education S allow

Health and Wellness @ Allow

Job Search @ aAllow

Medicine S Allow

Mews and Media & Monitor
> | RGocial Metworkin & Maonitor
» Political Organizations @ Allow
» Reference S Allow v
» Category Usage Quota @

II'P Create Mew [al Del ‘ie
Category Total quota

o category 1 0585 o s 45lé Create New ;L e 4l elldg Quota ¢ Lad! usyl Lasic
quotall (Ladl oy oS3t (K Laylas =yS3 1 i) ¢ 195%1 (s

iGate VM64  marfadi-vm

@ Dashboard >
¥% Security Fabric >
& FortiView >
<} Network >
& System >
R Policy & Objects >
|n Security Profiles v

AntiVirus

Wieb Filter 44

DN Filter

Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides

‘Web Profile Overrides.

Custom Signatures
o vePN >
& lser & Nevire >

Sob l | it/ k|

Edit Web Filter Profile

O FortiGuard category based filter

‘Warning: This device is not licensed for the FortiGuard web)
service

Traffic may be blocked if this optioniis enabled.

Name Action
Cner e o sow
Arts and Culture @ Allow
Education @ Allow
Health and Wellness @ Allow
Job Search @ Allow
Medicine @ Allow
News and Media @ Monitor
Social Networking ® Monitor
Dalitiral Armanizadinne ® Al

News/Edit Quota

Category
Quota Type |

Totalquota | © second(s)

OK Cancel

(p=tl) B 1AL ol 2840l Ja Quotall ggs uydeiy agds

- Lele quota 3udai 3| yl| category JI =iy pgdig
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%k Security Fabric > ‘ l [Qisearch
Category =2
& FortiView > FORTIGUARD WEB FILTER CATEGO!
Quota Type
+ MNetwork N "Adult/Mature Content (15)
o Totalquotz | O hour(s) | 5 | minutets) [ o | | abortion
System > -
Advocacy Organizations
B Policy & Objects >  Alcohol
@ Security Profiles - [ o< ] Atternative Belists
AntiVirus Dating
Gambling
N Lingerie and Swimsuit
. Cstegory  Mews and Media
DNS Filter o - Marijuzna
- in
Application Control = Nudity and Risque
G Gt | Interest - Personal -
D reue enera # Other Adult Materials
Description Sites that offer current d opinion, including ored by per
SSLISSH Inspection , general-cis ines, or other media. This category Sl
T = includes TV and Radio sites, as long as they are not exclusively for Sex Education
ing Overrides i purpose, but excludes icjournals. Alternative Sports Hunting and War Games
Web Profile Overrides Journals: Online equivalents to supermarket tabloids and other fringe Tobscco
) publications. eapons (Sales)
Custom Signatures .
. ; Examples  cnn.com, gmw.cn, ifeng.com, bbc.co.uk B,
Newsand Media
& User & Device b4 Sacial Networking
I Log &Report 3 Potentially Lisble (1)
@& Monitor 5 Extremist Groups
Unrated (1}
Unrated
. v

FortiGate VM64

@ Dashboard 3 New/Edit Quota

8% Security Fabric >
- Fortiv R category [ News and Media x
oriie Social Metworking x
o Network > +
13 System > Quota Type
B Policy & Objects > Totalquata | 0 | hourts) [[15 ] | | minute(s) | 0 | second(s)
I & Security Profiles v

S T
Web Filter

DNS Filter
Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides

Custom Signatures
Q ven >
& User & Device >

e dndd gw?Y| ol gl 1_50|3.4_9)L5.’>~Y‘ g‘}n Il Jgwogdl cra s gull 4285 15 CLo-w." o

- oydlie 3316kl et Block Jes witu 4316 Calsgoll 585 151 cll 3ymmey Csm
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i FortiView ¥ A
+ Metwork ¥ Traffic may be blocked if this option is enabled.
L System >
B Policy & Objects ¥ Allov Blocl Warning Authenticate
| & Security Profiles v )
Mame Action
AntiVirus CITCET CAMTITFETIC IO ~
Web Filter w Arts and Culture @ Allow
DNS Filter Education @ Allow
Application Control Health and Wellness @ Allow
Intrusion Prevention Job Search @ Allow
5SL/SSH Inspection Medicine S Allow
Web Rating Overrides Mews and Media & Monitor
Web Profile Overrides Social Networking @& Maonitor
SIER LRI Political Organizations @ allow
0 vPn >
Reference © Allow v
User & Device >
L Category Usage Quota @
|l Log & Report ¥
@ Monitor R % CreateMNew | # Edit & Delete
Total quota

Mews and Media 15 minute(s)

Ob o935 9l duyadims dflany 2l pelaiew So ASLA) (§ ad9dl (UL (o3 4L Lalias: Warrning
i o e graiag il e (s Aids By o i o coyene della cand i sl
Co (Fosadl

i 8 A e B (o Bl pipdl ol il Lm0 S g ey el g
-Warning LJ Js«as category cuxi zyuio adge

Alchol Lol | category J warning Jaad g Min o
JUIL oS 6480 el mia3 A9 4L action=warning]| ;lizig Alchol 31 (de cpa¥l 53l 4315 3y
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@ Dashboard

%X Security Fabric
I FortiView

o MNetwork

£ System

L}
-

Policy & Objects
Security Profiles

AntiVirus

DMS Filter

Application Control
Intrusion Prevention
55L/55H Inspection
Web Rating Owverrides
Web Profile Overrides
Custom Signatures

0 VPN

& User & Device

il Log & Report

@& Monitor

| Monitor Social networking&MNews |

| /255

5 | Editweb Filter Profile
>
Mame
>
Comments | Write a comment...
>
’ O FortiGuard category based filter
>
v

Warning: This deviceis
service.

not licensed for the FortiGuard web filtering

Traffic may be blocked if this option is enabled.

@ Allow | | @® Monitor | @ Block Warning Authenticate
Mame Action
Marijuana Warning L]
Sex Education Warning
I&IDQ!‘D! IQ Allow,
@ Allow

Tobacco Warn .
» & Monitor
R Lingerie and Swimsuit Warni @ Block

Sports Hunting and War Games Warn Warning
>
R Bandwidth Co & Authenticate

R &

E] General Interest - Persona

@ Dashboard

S& Security Fabric

e FortiView

o Network

& System

B policy & Objects

|ﬂ Security Profiles
AntiVirus

DNS Filter

Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures

0 VPN >

& User & Device >

Edit Web Filter Profile

Name

Monitor Social networking&News

Comments | W

@ FortiGuard category based filter

Warning This device is not licensed for the FortiGuard webl
service.

Traffic may be blocked if this option is enabled.

Edit Filter

Warning Interval | 0 | hourts) 5 | | minutets) | 0 | seconds)

Cancel

@ Allow | ® Monitor | @ Block Warning | & A
Name Action
Marijuana Warning
Sex Education Warning
Alcohel @ Allow
Tobacco Warning
Lingerie and Swimsuit Warning

Lyl szl diatll e pdga g1 5o i ¥ 6l o dupaiions allagy el pday 35185 5 JS Eor

.(Alchol)

5 y94alls LaS Block J| ddluyy aJ pidas o8 gun byl 1t @ik lﬁ}a éi ] ﬁ.\:ﬁ.w.u 3‘33.' ITES
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Powered by FortiGuard

1§/ FortiGuard /= 71127111

? Web Page Blocked!
You have tried to access a web page which is in violation of your internet usage policy.

URL: almokhtsar.com/
Category: News and Media
Client IP: 192.168.1.111
Server IP: 174.128.176.156
User name: tamer

Group name: WF

To have the rating of this web page re-evaluated please click here.

L

. Proceed ;L )Liis s 038 adgll mias () wuys 918

7ids Ol dyi ¢lé Web Page Blocked JI by jg¢bs o dmisadl @M oy B9 351855 wayd
Proceed [Lis b pid clidyun (o adqll

: JWL LS logs 31 JS (o paia! (Sasg cuen J 3981 e 4o dayuid | 2816l S miias s

= = FortiGate VMé&4 marfadi-vm

@ Dashboard 2| & | oaddFiter || @-|| oetai

SA Security Fabric
Date/Time User Source Action URL Category Description Initiator Sent / Received

s FortiVi
ortiview ” ‘

s Network

& System

B Policy & Objects
& Security Profiles
O VPN

& User & Device

i Log & Report

Forward Traffic

C v v v v v v v v v

Local Traffic
Sniffer Traffic
Events

Mo results
AntiVirus

‘Web Filter w
S5L

DNS Query

Application Contrel

Intrusion Prevention

Anomaly

S 39uby iy 390 ollas JUHgdl Jases ) wuy3 (St Authenticate

g 4Lé Authenticate LJ Jgaall category JI s gy adge ¢1 mids Jglomy bl T Eoi

-3 9-l39 oy 59 din oellay
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@ Dashboard s | EditWebFilter Profile
%% Security Fabric 3
o Mame | Monitor Social networking&Mews |
e Fortiview >
Comments | Write a comment._. | 0255
o} Network
& System ’ & FortiGuard category based filter
B Policy & Objects 5
I 8 Security Profiles b Warning: This device is not licensed for the FortiGuard web filtering
e SEVICE.
AntiVirus
Web Filter Traffic may be blocked if this option is enabled.
DM5 Filter
Application Control @ Allow | | ® Monitor || @ Block Warning Authenticate

Intrusion Prevention .
Mame Action

R N

SSL/S5H Inspection

Web Rating Overrides
g [] General Interest - Personal
Web Profile Overrides ..
Advertising @ Allow
Custom Signatures .
Brokerage and Trading @ Allow
0 vPN >
IG_a_r_r!e_@ I
& User & Device H . S Allow
Web-based Email -
il Log & Report » & Manitor
Entertainment @A
& Monitor » @ Block
Arts and Culture - Warning
Education @A Authenticate
Lmmlth o VAT ommem [ T | P v
Category Usage Quota @
. o . . P . o=
Games sLeud | category JI Ac Authenticate L< g action (Lidl Lied
42% FortiGate - marfadi-vm b+ =
&« c o © & 192.168.1.60/ng/utm/webfilter/profilefedit/Monitor%20 Sodial 80% oo @ ¥y Q Search m o e :
marfadi-vm
@ Dashboard > EditWebFilter Profile Edit Filter
S Security Fabric >
) Name Monitor Social netwarking&News WarningInterval | 0 hour(s)3 minute(s) | 0 second(s)
& FortiView > ected s = - " N
C ts | W ol ent.. v S t
o Network N LN mmen s elected User Group: g 380 5 U5 Cua
6l A AL gy
# System > O FortiGuard category based filter 5y dda il )
B Policy & Objects > . -
| & Security Profiles v Warning: This device is not licensed for the FortiGuard webl
) service.
AntiVirus . e
Web Filter o Traffic may be blocked if this optionis enabled Ef“»“‘: e
DS Filte: el Al firewall
e A et el e
Application Control @ allow | | ® Monitor || @ Block Warning A 1_“ i 5
Intrusion Prevention — . ) L:\-Jﬁ. .L;f”
550L/S5H Inspection Security Risk @
Web Rating Overrides [E] General Interest - Personal €
Web Profile Overrides e e -
Custom Signatures :
Brokerage and Trading @ Allow
O vPN 3
Games © Allow
& User & Device > L o

JEogedl 8030 af yelas Bgu lad ¥l adlgn [y pdge iy g sylisell gyl (ha 5392 T

AR COTMITY WIS TE)

EWSES)
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authenticate Lple Jole cal g ol o aT coms do gl 2815l Jiogs Joloey us| S
oy 39l die a1 JU sl 4 ylay iy 35053 5 S (gl 5 y9mnlss sy 39a i ol Cgas il
v 23lgll s J) Jgo9dl adaiung reauthentication Jeay $3 3 59ldly

@ FortiGuard /- 71712 FiRTINET

Pt by Pt —
|
Web Page Blocked!
You have tred 10 20Cess a wob page wivch s i volation of your ntemet usage polcy

URL! almoihtsar . comy/
Category: News and Meda
Chent 30 192, 168.2.211
Server I°: 174,129.176,156
Vsaer name

Group name

To have the rating of the wobd page re-evaluated ploase chck hece

Proceed | GoBack

Al aaladl el plas g 4ilé proceed 301 e yaill day o3

&) FortiGuard /=0 7lic=ln “:RTINET.
Powered by FortiGuard
Web Filter Block Override
@ If you have been granted override creation privileges by your administrator, you can enter your username and password here to gain immediate access to the blocked
web-page. If you do not have these privileges, please contact your administrator to gain access to the web-page.
Username:
Password:

o3dzll g ypzll (ils (G ol eudl a5 yeslilly oy sgudl JLool clele e
: adasdle
3 590bsg iy 392 e cdbay authenticate JI dl> (§ 4l ¥l authenticate J| wds yiay warning J|

.o
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bl wST elde ey 130 warning 3| Lo gy 55 web filter by category J P oy ¥ il
e JSdy dlae Joad (ST AW cLdSL cad
Lacian 0985 o cumy http uids hteps 0985 A1 adlgall i sl J dicas clalusl uzgs >
Baledd! Jule (3955 &) iz Linyl web filtering 31 clas Joay S b JSCiy ol s el
oo CIUST 832 19 ilmidiain (e Las ygiumg el JSCay certificate

@ Dashboard 5 | Edit SSL/SSH Inspection Profile

¥% Security Fabric »

- Mame
e Fortiview
Comments | Read-only deep inspection
< Metwork b} profile. 24255
£} System 3
B Policy & Objects N S5L Inspection Options
E Security Profiles J w Enable 551 inspection of Multiple Clients Connecting to Multiple Servers

Protecting S5L Server

AntiVirus
. Inspection method S5L Certificate Inspection ENIESS RS w 0]
Web Filter

) CA certificate 5§ Fortinet_CA_S5L v | & Download
DS Filter . . o B -
Blacklisted certificates @ Allow WEESSE | = View Blacklisted Certificates
Application Control i — 5
Untrusted S5L certificates Block  Ignore | = View Trusted CAs List
Intrusion Prevention )
Enforce SSL protocol compliance @ ]
S5L/55H Inspection
pe RPC over HTTPS o |
Web Rating Overrides
Web Profile Overrides Protocol Port Mapping
Custom Signatures Inspect all ports (B
L VPN ¥ | HTTPS © | 443
& User & Device > SMTPS © | 465
|l Log & Report b POP35 O | 995
& Monitor > | IMAPS © | 993
FTPS O | 90

Exempt from 551 Inspection

Reputable websites @& B

Return

: AL 8 yg4alls LoS outd 9! § Laylises o3 Full Sl Inspection Llazis ssl/ssh inspection s
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@ Dashboard 3 Edit Policy
. 3 i Service oA ]
¥ Security Fabric 3 R
i 3 .
8. Fortiiew Action v ACCEPT [zRnand
+ Metwork 3
£} System 3 Inspection Mode Proscy-based
® Policy & Objects v

Firewzll / Metwork Options

MNAT ©

Authentication Rules

IP Pool Configuration A i=gi=tu=-Yals y==W |Use Dynamic IP Pool

Local In Policy
IPv4 Das Policy Preserve Source Port (B
Protocol Options default - | &
Addresses " |
Internet Service Database .
Security Profiles
Services
AntiVirus
Schedules }
Web Filter default -
Wirtual IPs 3
DMS Filter
IP Pool -
o Application Cont
Protocol Options This 551 profile uses full S5L inspection. End users will likely see certificate warnings
IPS unless the certificate is installed in their browser.
Traffic Shapers
S5L Inspection deep-inspection

Traffic Shaping Policy

Mirror S50 Traffic to Interfaces (B

Traffic Shaping Profile
@ security Profiles > Logging Options
0 vPH b

© Al sessions
hint &l ol JasMig Ll sjns @3 g1y deep-inspection (el | Jsld g All s Ll asdls
Baldd! el sl piwly pods O g lizy Bgu <y 390! L8 full SSlinspection Las | wic Lpd Jody

Log Allowed Traffic

: QL:JIS;H.? é;}ﬁ‘ o Baldd!| oty p o g ¥

@ Dashboard > # Edit| @ Delet= | 3l Import~ | @ ViewDetails | | & Download | | search [a]
X Security Fabric >

Mame Subject *
I Fortiview >

[E] Local CA Certificate @

++ Network >
Administrators ¥ Fortinet_CA_Untrustes plifornia, L ertificate Authority, CI ortinet Untrusted CA, emailAddress = support@fortinet.com This is the default CA certificate the 551
Admin Profiles ®
Firmware W Fortinet_SSL @ View Details Blifornia, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMEVD1FZOJRLDC, emailAddress = support@fortinet.com This certificate is embedded in the hard:
Settings ¥ Fortinet_S5L_DSA102 I ifornia, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMEVD1FZOJRLDC, emailAddress = support@fortinet.com This certificate is embedded in the hard
HA ¥ Fortinet_55_DSA2048  C =US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMEVD1FZOJRLDC, emailAddress = support@fortinet com This certificate is embedded in the hard
SNMP W% Fortinet SSL_ECDSA236 C=US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGYMEVD1FZOJRLDC, emailAddress = support@fortinet.com This certificate is embedded in the hard

Replacement Messages
FortiGuard
Feature Visibility

¥ Fortinet_sSL_ECDSA384
#7 Fortinet_SSL_ECDSAS521
5 Fortinet_SS5L_ED448

¥ Fortinet_S5L_ED25519

€ =US,5T=California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGYMEVD1FZOJRLDC, emailAddress = support@fortinet.com
C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMEVD1FZOJRLDC, emailAddress = support@fortinet com
€ =US,5T=California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGYMEVD1FZOJRLDC, emailAddress = support@fortinet.com

€ =US,5T=California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMEVD1FZOJRLDC, emailAddress = support@fortinet.com

This certificate is embedded in the hard
This certificate is embedded in the hard:
This certificate is embedded in the hard
This certificate is embedded in the hard

B Folicy & Objects > | ¥9 Fortinet SSL_RSA1024  C=US,5T=California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMEVD1FZOJRLDC, emailaddress = support@fortinet com This certificate is embedded in the hard:
@ Security Profiles > | 9 Fortinet S5L_RSA2048  C=US,5T=California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMEVD1FZOJRLDC, emailaddress = support@fortinet com This certificate is embedded in the hard:
2 VPN > | i Fortinet SSL_RSA4096  C=US,ST=California, L= Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMEVD1FZOJRLDC, emailAddress = support@fortinet.com This certificate is embedded in the hard
& User & Device > | W% Fortinet_Factory C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FortiGate, emailAddress = support@fortinet com This certificate is the same on every unit

14 Log &Report

kil [ Remote CA Certificate @

& Menitor > ¥R Fortinet_CA C=Us,ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = support, emailAddress = support@fortinet com
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@ Dashboard > # Edit 3 Import~ | @ View Details | & Download arch [a]
¥& Security Fabric >

Name Subject *
e Fortiview B

[=] Local CA Certificate @

F Network >

Opening Fortinet CA_SSL.cer X

B System - PJRLDC, emailAddress = support@f: This is the default CA certificate the St
You have chosen t : . . - )
P e ouhave chosen to open d CA, emailAddress = support@fortinet.com  This is the default CA certificate the St
5 Fortinet CA_SSL.cer
Admin Profiles . File 519,
- | which is: cerFile e X _ B -
Firmware § Fortinet_SSL C=Us,5T=Cal O mailAddress = suppart@fortinet.com This certificate is embedded in the har
from: http://192.168.1.60

Settings £ SSL DSA1024  C=US,. mailAddr support@forti This certificat

HA 7 Fortinet S5L_DSA2043  C=US,ST=Calii What should Firefox do with this file? mailAddress = suppart@fortinet.com This certificate is embedded in the har

SNMP ¥ Fortinet_SSL_ECDSA256 C=US,ST=Cali Open with __ Brows: ailAddress = support@fortinet.com This certificate is embedded in the har

Replacement Messages W9 Fortinet SSL_ECDSA384 C=US,ST=Cali (®):Save File mailAddress = support@fortinet.com This certificats is embedded in the har

FortiGuard ¥ Fortinet_SSL_ECDSAS21 C=US,ST = Cali Do this automatically for files like this from now on. ailAddress = support@fortinet.com This certificate is embedded in the har

Feature Visibility ¥ Fortinet_SSL_ED448 C€=Us, ST = Cali mailAddress = support@fortinet.com This certificate is embedded in the har

¥ Fortinet_SSL_ED25519  C=Us, ST =Cali Cancel ailAddress = support@fortinet.com This certificate is embedded in the har

B Policy & Objects > ¥ Fortinet_SSL_RSA1024  C=US, ST = Calj mailAddress = support@fortinet.com This certificate is embedded in the har
& Security Profiles > | W Fortinet_SSL_RSA2048  C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMEVD1FZOJRLDC, emailAddress = support@fortinet.com This certificate is embedded in the har
2 ven > | ¥F Fortinet_SSL_RSA4096  C=US, ST=California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMEVD1FZOJRLDC, emailAddress = support@fortinet.com This certificate is embedded in the har
& User &Device > % Fortinet_Factory ©=Us, 5T =California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FortiGate, emailAddress = suppart@fortinet com This certificate is the same on every ur
14 Log & Report > W=

e =

do 180
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Builtin Object Token Entrust Root Certification Authority - EC1
Entrust.nete
Builtin Object Token Entrust.net Prermium 2048 Secure Server CA
FNMT-RCM &

Builtin Object Token AC RAIZ FNMT-RCM

.GeoTrust Ince
Builtin Object Token GeoTrust Global CA
Builtin Object Token GeoTrust Global CA 2
Builtin Object Token GeoTrust Universal CA
Builtin Object Token GeoTrust Universal CA 2
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€ Network in ShlgZll Olhl e Sale e Sllgid lyal
@J Netwerk 3Ll sl
~FortinetCA_SSL(1) n Entrust Reot Certification Authority - EC1
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l Open l Cancel .GeaTrust Ince
n GeoTrust Global CA
Builtin Object Token GeoTrust Global CA 2
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© Builtin Object Token GeoTrust Universal CA 2
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GeoTrust Universal CA
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e Builtin Object Token GeoTrust Universal CA 2
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" Builtin Object Taken Entrust Root Certification Authority - EC1
Entrust.nete
Builtin Object Token Entrust.net Premium 2048 Secure Server CA
FNMT-RCM e
Il

Fortinete
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Builtin Object Token GeoTrust Global CA

“ Builtin Object Token GeoTrust Global CA 2
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Web URL filtering **
web URL filter § doeo tbﬂ 4 u>¢s

FortiGate VM64
@ Dashboard » | NewWeb Filter Profile
A 1
b i i
“a Security Fabric » Mo results
e Fortiview ¥
o Network » < >
& System »
. . @ Search Engines
B Policy & Objects »
| @ Security Profiles - Enforce 'Safe Search' on Google, Yahoo!, Bing, Yandex (B
. Restrict YouTube Access & ]
AntiVirus
- Log all search keywaords >
Web Filter Rr
DIMS Filter

@ Static URL Filter

Application Control . B
Block invalid URLs CB

Intrusion Prevention

URL Filter
S5L/S5H Inspection
Web Rating Overrides # Edit & Delete Search Q
Web Profile Overrides URL Type Action Status
Custom Signatures
L ven ’ Mo results
& User & Device »

ldil Log & Report . . -
Elock malicious URLs discovered by FortiSandbox Ol

@& Monitor -
Content Filter >

8 y94alls LS static url JI ¢La3L agd5 o3 URL Filter ;Lsell Jeads g dud> Jald gy cLadL Licd
slisl
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FortiGate VMé64
@ Dashboard >
% Security Fabric >
4 FortiView >
o+ Network >
## System >
B Policy & Objects >
Iﬂ Security Profiles v
AntiVirus

DNS Filter
Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures
[=RV2N >

NewWeb Filter Profile
T

B SearchEngines

Enforce 'Safe Search' on Google, Yahoo!,

Restrict YouTube Access
Log all search keywords

@ static URL Filter

Blockinvalid URLs (¥

URL Filter ©
+ CreateMew | & Edit
URL Type

Mo result

Bing, Yandex (B
>
[e )

MNoresults

Mew URL Filter

URL

Type |RELNEEY Rezular Expression | Wildcard
Action [=5opln s Block  Allow | Monitor

Status Disable

Cancel

- (e action Lple 3das S 231680 Led h.;.zSS(‘_é)Ja-JlS.M-&‘jﬂ)JaLdi sus Lot usge

JUI d>l 0 adgd url JI cuss 2 Simple ()

w o2yl udi g35s JS bab.com gl www.bab.com

FortiGate VM&4
@ Dashboard >
¥ Security Fabric >
18 FortiView >
+f Network >
& System »
B Policy & Objects >
Iﬂ Security Profiles v
AntiVirus

DNS Filter
Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides

‘Web Profile Overrides

Custom Signatures
[=RvoN >
& User&Device >

Sob l | it/ k|

New Web Filter Profile
T

B search Engines

Enforce 'Safe Search’ on Google, Yahoo!, Bing, Yandex (B
(e ]
(e ]

Restrict YouTube Access
Log all search keywords

@ static URL Filter

Blockinvalid URLs (B

URL Filter ©
+ CreateNew | # Edit
URL Type

Mo results

Mo resultS

MNew URL Filter

URL

Type Regular Expression | Wildcard

Action |Allow | Monitor

Exempt

Status Disable

Cancel
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" B Policy & Objects »
| & Security Profiles ~
AntiVirus

DMS Filter

Application Control
Intrusion Prevention
S5L/55H Inspection
Web Rating Overrides

Web Profile Overrides

Custom Signatures
0 vPH H
& User & Device 3
i Log & Report ¥
@& Monitor »

FortiGate VM64 ma

- oTau L s
Enforce 'Safe Search' on Google, Yahoo!, Bing, Yandex (B
Restrict YouTube Access »
Log all search keywords (e ]

@ Static URL Filter

Block invalid URLs (I

URL Filter O
# Edit & Delete Search | Q |
URL Type Action Status
www.bab.com Simple @ Block @ Enable

Elock malicious URLs discovered by FortiSandbox

Content Filter [® ]

B Rating Options

Allow websites when a rating error accurs O

Rate URL s bv domain and IP Address (& ]

@ Dashboard > [ CresteNew | | # Edit| | T Clone | | & Delete | | [ search a
¥k Security Fabric >
Name Comments Ref.
- Fortiview >
4 Network o Il Web-sites N
& System , EEddetaut Default web filtering. o
B Folicy & Objects o IEE monitor-all Moniter and logall visited URLS, flow-based. 0
|@ secuity Profiles - profile 1 )
e KR if-detauit Default configuration for offieading W traffic. 1
Web Filter 7
DMNS Filter

Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides

Custom Signatures

0 ven >

Sob l | it/ k|

profile 1 gy Jsld g Il o Lad! o3 o3l 8 394ally
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@ Dashboard » | Edit Policy

. TTSErIcE AL x
¥t Security Fabric > | N

e Fortiview > Action Ve aal @ DENY

+J+ Network »

£ System 3 Inspection Mode [QEEEEENE Proxy-based

B Policy & Objects ~

Firewall / Metwork Options

Authentication Rules AT ©

il Use Outeoin: ] j
I In Policy IP Pool Configuration Use Outgoing Interface Address [REEYwNEL T ol =l

Preserve Source Port (B

e —— Protocol Options IE default - | ¢

Addresses

Internet Service Database Security Profiles

Services AntiVirus »

Schedules Web Filter ID = profile 1 4 I
Virtual IPs DN Filter >

IP Pools Application Control »

Protocol Options IPS e

Traffic Shapers

55L Inspection deep-inspection - | ra

Mirror S5L Traffic to Interfaces

Traffic Shaping Policy

Traffic Shaping Profile
& Security Profiles » Logging Options
» 2 VPN 4 Log Allowed Traffic [ B Sccurity Events [EESTELGH

Web Filter § profile 1 JsLé g 1 5Leis | 039 ot gl Fadas

@ Dashboard > [ # createNew | # Edit @ Deiete | [ Q PolicyLookup | [ Search la| e Al By Sequenc
3% Security Fabric > = - - -
D Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes
W Fortiview >
b Network >
Enabled utm 24913 MB
& System ,fe et Bal Zal Boalvways WAL 9 Enabled L Ourm  24913MB

& Policy & Objects v — — —
w 3 public Esubnett  Fall AL @ DENY © Disabled 269.52kB
Authentication Rules 2 a ternet for servers I serveri ga @ ALL « ACCEPT | @ Enabled no-inspection 0 UTM 0B
Local In Palicy 1 & Subret1 2a @ A « ACCEPT @ Enzbled no-inspection U utm 0B
IPv4 Das Palicy 5 3 = =l ® ahvays @ AL + ACCEPT @ Enabled no-inspection U utM 0B
o
Internet Service Database o Implicit Deny 2al Dan 08 ahways oAl @ DENY ‘O Disabled 0B
Services
Schedules
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@@ Dashboard

¥ security Fabric
s Fortiview

4 Network

# System

B Policy & Objects
Iﬂ Security Profiles

DNSFilter

Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures

VPN

& User& Device

lal Log & Report

@ Dashboard

S& Security Fabric
e FortiView

4 Network

## System

B Policy & Objects

& Security Profiles

DNS Filter

Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
‘Web Profile Overrides
Custom Signatures

[=Rv N

& User & Device

4 Log & Report

€ Monitor

Edit Web Filter Profile
Enforce ‘Safe search' on Google, Yahoo!. Bing, Yandex (B
Restrict YouTube Access [ ]
Logall search keywords o }

& staticURL Filter

Block invalid URLs (¢

URL Filter [ o]

URL Type Action
www kooora.com Simple @ Block
v bab.com simple ® Allow
wwwyoutube.com Simple @ Block
www.facebook com Simple @ Block
www.gmail.com Simple @ Allow
mail mideastshipping com simple @ Block
www google com Simple @ Allow

Block malicious URLs discovered by FortiSandbax (¢
Content Filter [ o]

® Delete

+ Create New # Edit

MName

' Clone

=2 web-sites
=3 default
=3 monitor-all
=] wifi-default

New URL Filter

URL

Tvoe LY Regular Expression | Wildcard
Action | Exempt e Allow | Monitor
Status Enal Disable

Cancel

Al 48y k)
Mie URLY (st Lo gl lak | 3oyl oo aBgl) §(dienn dmiio) (nan pdgas pSmilly uys > Ll
Jol€ Sy > g2 ping U2 9> psle 929 translate.google.com Mis dipas dmiiay ladd 7 Lo

.

Edit Web Filter Profile

Lozall search keywords fe ]

Blackinvalid URLs (B¢

URL Filter ©
+ CreateMNew | & Gl Q
URL Type Action Status
wiwwkooora.com Simple @ Block © Enable
www.bab.com Simple @ allow @ Enable
wwwyoutube.com Simple @ Block @ Enable
www.facebook com Simple @ Block @ Enable
www.gmail.com Simple @ allow @ Enable
mail.mideastshipping.com Simple @ Block @ Enable
translate google com Simple © Allow © Enable
www 2oogle com Simple @ Block © Enable | 8
Block malicious URLs discovered by FortiSandbox (B
Content Filter ©
+ CreateNew | & E g
Pattern Type Pattern Language Action Status
Wildeard sex Western @ Block © Enable

o doge G o JS DMLy Jadd Jo g el 7 lewedly Lied Cip

- Y 44, bl

éi o il pasy www.fortinet.com Jie (gils adge gl oSmitdl p 93 o) o3 Al § Ll
Sl gy 4l Eu> support.fortinet.com Jis adgll 13 (Sub domain) adsll fia cums dniw
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& Dashboard > [+ Cresteiew | | # Edit| T Clone | © Delete
& Security Fabric >
Name

s Fartiview s
o Network , | Bl websites
& System , Il default
B Policy 5 Objects 5 I monitor-all
8 Security Profiles [ wifi-default

Antivirus

Web Filter

DNSFilter
Application Control
Intrusion Prevention
SSL/SSH Inspection
‘Web Rating Overrides

Web Profile Overrides

Custom Signatures

0 VPN >
& User & Device >
il Log & Report >
€ Monitor >

| Editw newURLFitter
Restd
Loed YRt
Type Regular Expression  Wildcard
ol @ 3 Action | Exempt [[Elag) Allow | Monitor
o o et [EEEE Oisable
o URL

Bladl

Cont|

Pal

Cancel

& Dashboard > [ 4 CreateNew || o Edit || T Clone | | & Delete
¥ Security Fabric >
Name

& Fortiview N
4 Network o [l web-sites
& System , Il default
B Palicy & Objects 5 Il monitor-all
|ﬂ Security Profiles . =N wifi-default

AntiVirus

DN Filter

Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides

Web Profile Overrides

Custom Signatures

0 VPN >
& User & Device >
Ll Log & Report >
& Monitor >

Edit Web Filter Profile

Search

Restrict YouTube Access

»
Log all search keywords [ ]

M| Blockinvalid URLs OB
04 URLFilter ©
# Edit | @ Delete Q
URL Type Action Status
I fortinet.com Simple @ Block (] Enab\el
Block malicious URLs discovered by Fortisandbox (B
Content Filter ©
Pattern Type Pattern Language Action Status
Wildeard sex Western @ Block @ Enable
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Intrusion Prevention

Content Filter ©
SSL/SSH Inspection
+ Create Ne
Web Rating Overrides
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New URL Filter

URL
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Cancel
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ortiGate VM64

marfadi-vm

New URL Filter

URL l]‘.cisco.cum !
Type Simple = Regular Expression [RUILIe1]

Action Exempt :ILTw/el Allow Monitor
Status Disable

Cancel

231541 US LD 2523 ol oyl 5l

&
&

wéi&uﬁéyéb@bpﬁéi**

”~

New URL Filter

@ Dashboard > Edit Web Filte
. T ¥ Creat
¥ Security Fabric > | —
b Fortiview > Name
4 Network >
& System >
B Policy & Objects >
<
I & Security Profiles v
e Vi & SearchEn
Web Filter w
Enforce 'Safe
DNS Filter

Restrict YouT

Application Control Log all search

Intrusion Prevention

SSL/SSH Inspection B Static URI
Web Rating Overrides Block invalid
Web Profile Overrides URL Filter

Custom Signatures

FortiGate VM64 marfadi-vm

@ Dashboard

Ed

& System >
B Policy & Objects >
& Security Profiles
AntiVirus

it Web Filter Profile

Nx Security Fabric >
| FortiView > & Static URL Filter
b Network > Block Invalid URLs (B

URL 1
Type Simple = Regular Expression

Action | Exempt AHuw Monitor

Status Disable

Cancel

ra
> La

®- L@ z admin |

(® Documentation

& OnlineHelp (&
B Video Tutorials

Web Filter

DNS Filter
Application Control
Intrusion Prevention
5SL/SSH Inspection Content Filter
Web Rating Overrides
Web Profile Overrides

Custom Signatures

O /DKl

[+ crestenen | #

URL Filter [ o]
rd il Delete ‘ Search | Q |
URL Type Action Status
| = Wildcard @ Block @ Enable I
1

Block malicious URLs discovered by FortiSandbox (B

Cancel

Sob l | it/ k|
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= -E FortiGate VM64 marfadi-vm

@& Dashboard > | EditWeb Filter| New URL Filter
e
¥ Security Fabric >
s FortiVi > 8 S hEl URL = ‘
ortiView earch En
Type Simple = Regular Expression RYGL=14]
b Network > Enforce 'Safe §
a Action | Exempt 6 Allow Manitor
System > Restrict YouTi
S status Disable
B Policy & Objects > Logallsearch K
| & Security Profiles ~
Web Filter w Block invalid U
DNS Filter URL Filter

Application Control + Create

Intrusion Prevention
URL

SSL/SSH Inspection
Web Rating Overrides

@ Dashboard > | EditWebFilter] New URL Filter
- —
¥ Security Fabric >
URL ‘ wwiw.bab.com
e FortiView > & SearchEn

Type Regular Expression Wildcard

b Network ’ Frforee e s Action | Exempt  Block IS Monitor
& System > Restrict YouTul Status Disable
B Policy & Objects > Log all search
I & Security Profiles v
P & StaticURL Cancel
Web Filter Tr Block invalid
DNSFilter LB IRl

Application Control + Create

Intrusion Prevention

URL
SSL/SSH Inspection
Web Rating Overrides :
. Restrict YouTube Access @ }
N4 Security Fabric
Log all search keywords >
M FortiView > & ey
>
 Network B StaticURL Filter
£ System >
Block invalid URLs (I
B Policy & Objects >
¥ ! URL Filter [ @]
| & Security Profiles 4

AntiVirus + CreateNew | " Edit T Delete Search | Q |
Web Filter ¥

DNS Filter = Wildcard @ Block @ Enable 1
Application Control

URL Type Action Status

www.bab.com Simple @ Allow @ Enable 2
Intrusion Prevention

SSL/SSH Inspection
Block malicious URLs discovered by FortiSandbox (B

Web Rating Overrides
Content Filter [ o)
Web Profile Overrides
Custom Signatures + CreateNew | &' B Delete
£ VPN ’ Pattern Type Pattern Language Action Status
& User & Device > ] cox Weetorn  Block © Enable
Ll | og & Report >

Sk b it/ ook 469 (» 356 aiall


http://www.bab.com/

o (ool bt
Liad oJ Lol www.bab.com adsll Lpd Ley a8lskl JS @M1 el Bgn 4516 oMel e ANl sy
aJldl 8 y94alls LaS URL Filter J1 s yssslels

@& Dashboard » | Edit Web Filter Profile

» ) ) Restrict YouTube Access @
»x Security Fabric >
Log all search keywords [ }

I Fortiview > & w

>
F Network B StaticURL Filter
& System >

>

Block invalid URLs (0
Policy & Objects
2 v ! URL Filter O

| & Security Profiles

AntiVirus # Edit | T Delete Search Q

URL Type Action Status
DNS Filter www.bab.com Simple @ Allow @ Enable 1
Apnlicationieontrol E Wildcard @ Block © Enable j 2
Intrusion Prevention

SSL/SSH Inspection

<

Block malicious URLs discovered by FortiSandbox (B

Web Rating Overrides
Content Filter [ ®)
Web Profile Overrides
Custom Signatures + CreateNew | & Edit @ Delete
B VPN 4 Pattern Type Pattern Language Action Status
& |leer & Neviea » _ —

w adolS a8lol) 3L UL iy 7 Lie 0950 A9 www.bab.com adgll ol
o Jil J1 el o Ldedas @iy s Policy J1 6,58 s gag i 1ue e URLI s 10

Web content filter

1 33yl 51 Jandl 51 Lol (e olin(ci A clnim) pdph simes pSimill delac o sylec
Azdgall U518 (455

scan Joan Co G)gadl 5k O Sy Block L Jeel sex dalS e (gims dmiiall 2ilS oI Mia
- nas action Gudaty agdy 4l Lpe g (S Al g ot iy Amiiall

4elS ST o oy 1 e Ly score 1 iyay s (e score JI huas pamall ackes ol Loyl
W A Cua Jogadl S5 15 5ay 9l dlex o

cnall action JI Gedaits p9diw Cu (594l (LS threeshold J1 Jl score J1 ¢ gozme Juog oJ Sy
¥ action JI ;L6 threehold J1 aeyd I a8l i scored! biay of 131 Lol block ol allow ¢lg
e dmigall sda e ol Guday

s ddasHla
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=" = FortiGate VM64 marfadi-vm
-.w

@ Dashboard > Edit Web Filter Profile

%A Security Fabric > ! fortinet.com Simple @ Block @ Enable I
b FortiView >

& Network 5

& System >

Block malicious URLs discovered by FortiSandbox (B

B Policy & Objects >
Content Filter

| & Security Profiles v
AntiVirus B Rating Options
Web Filt: w
€9 Fiter Allow websites when a rating error occurs (B
DNS Filter

Rate URLs by domain and IP Address >

Application Control Rate images by URL @©

Intrusion Prevention

S5L/55H Inspection © Blocked images will be replaced with blanks
Web Rating Overrides
Web Profile Overrides B Proxy Options

CreiTnEPEiTEs Restrict Google account usage to specific domains (B

]
S VPN > Dactrict VanTitha arcace +n onacific channale 0 (R

Content Filter )Ll Jendty o gds
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@ Dashboard > | Edit Web Filter Profile
Y }
& Security Fabric > fortinet.com Simple @ Block @ Enable
s FortiView b
% Network 3
£ System >
Block malicious URLs discovered by FortiSandbox (B
B Policy & Objects ’” .‘
Content Filter ©
| 8 Security Profiles ~
AntiVirus + CreateNew | & Edit 10 Delete
Web Filter W Pattern Type Pattern Language Action Status
DNS Filter
Application Control No results
Intrusion Prevention
0
SSL/SSH Inspection
Web Rating Overrid - /
b kating rrides & Rating Options
Web Profile Overrides

Allow websites when a rating error occurs (B
Rate URLs by domain and IP Address >
Rate images by URL @O

Custom Signatures
0 VPN

&
& User &Device >

create New

FortiGate VM&4 marfadi-vm

@& Dashboard > | EditWeb Filter| New Web Content Filter
1
¥4 Security Fabric > fortinet.col -
2 d
UGG Regular Expression
s FortiView > b - 8 P
Pattern
4 Network >
& Syt Language Western -
ystem >
Block maliciouy Action Exempt

B Policy & Objects
Y ! Content Filter] Status Enable
& Security Profiles

AntiVirus + Create
Web Filter w Pattern Typ Cancel

DNS Filter
Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides

& Rating Op
Allow website

Custom Signatures
Rate URLs by d

S VPN .
Rate images by

& User & Device >

o8 L Joay agdivan QI dedSl Lipd ST g g1 Jaaidl suzes pattern Type Co>
Regular Expression a| Wildcard Ja

cdodd by 80w Il it ey of dlas o dalSs @Sl : Wildcard

el @ (g dmandl wlad jamy § digre Sl plasiw! o L g : Regular Expression
(Wildcard ) Jg¥1 Jaoidl auseind cilg¥
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o8 Lt Joad g gl 0001 of dlasell gl dadSII (£ : Pattern JI Cos

dpad| dalll uo 93 ¥y dlazell ol el Lpd IS &1 4l : Language

- threeshold J/ 4e3 I score JI Juai loic 4 pgdiw gl Suzdl s Action

Yfﬂ Ledaddas wuy5 Ja s Status

marfadi-vm
& Dashboard > | EditWeb Filter | New Web Content Filter
i
N& Security Fabric > fortinet.col —
Pattern Type RWILGEIGM Regular Expression
4 FortiView >
Pattern -
4 Network >
Language Western hd
& System > )
Block maliciouy Action sl led Exempt
B, Policy & Objects
Content Filter| Status 3ELICH Disable
& Security Profiles
AntiVirus + Create
Web Filter B pattemTyp Cancel
DNS Filter
Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides B Rating Op
Web Profile Overrides
Allow website:
Custom Signatures
Rate URLs by d
O VDN >
1 | '
¥4 Security Fabric > fortinet.com Simple @ Block @ Enable
I FortiView >
4 Network >
£ System >
) . Block malicious URLs discovered by FortiSandbox (B
B Policy & Objects
Content Filter ©
I & Security Profiles v
AntiVirus + CreateNew | 4 Edit | @ Delete
Web Filter w Pattern Type Pattern Language Action Status
By |Wi|d|:ard sex Western @ Block @ Enable I
Application Control
Intrusion Prevention
1

SS5L/SSH Inspection
Web Rating Overrides
Web Profile Overrides

Allow
Custom Signatures

Rate URLs by domain and IP Address

O VPN

& Rating Options

websites when a rating error occurs (B

@ ]

Rateimages by URL @

& User & Device
Ll Log & Report
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e ]
Connected
marfadi-vm # config webfilter content
marfadi-vm (content) # editc 1
marfadi-vm (1) # =set name defaunlt
marfadi-vm (1) # config entries
marfadi-vm (entries) # edit sex
marfadi-vm (=sex) # =set
*pattern-cype Banned word pattern type: wildcard pattern or Perl reg

*ztatus Enable/di=zsable banned word.
*lang Languadg

e of banned word.
-] Score, to be applied every time the word appears on a
*action Block or exempt word when a match is found.

*2o0Or

marfadi-vm (sex) # show full-configuration
config entries
edit "sex"
. pattern-type wildcard
. status enable
. lang western
> =2core 10
> action block

marfadi-vm (sex) #

marfadi-vm (zex) # show full-configuration
config entries
editc "=sex"
. pattern-type wildcard
status enable
lang western
=core 9
action block

marfadi-vm (sex) # end

Lixilg Default ouud | Juld gl e Jsvadd! pitiw S webfilter a9 I Jedl @3 Eee

- web filter content § Liun Lglad! o3 &dlg sex 4ols!

ol Lo Eus sex dalSl show full-configuration jo¥ e daLudl &ofslue¥ jLlsls Lied do
score=10J|

-9 dedll Jaday pgds o
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Ol el Sgrutall e Slagsusall pid aie ol geudill § &l... like ol Gelazll aie St
£yido ple Sy gasdl]

. application controller J| pc ¥ o ¥ |da Ee>

» Gl aibias ol OlSelu § pS.‘:u"‘)..\é‘ application controller § cc>
-« IPS (e slaiel Slaglailly @Seitd| adaiug application controller J| s
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Skl ] it/ ook 469 (< 362 Aaiall



o (ool bt
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. FortiGuard App control License s yoiuwe JSCio 2a3lall ells Egumd oy dus Can o]

s Slagdatlly (Sl § app control J| dile seing gl (oI 52 Forigate’s signature

. Gedas ST URI g ip's g services g Gudaidl port (e signatured| gicey

:Application control action
ractiond! (pe tlj.ﬂ 4 Cux Sr9adl gt uxgs

s JSI ol Allow ()

(logs) &l Jezeud ps masl: Monitor (Y

(logs)&lusl Jumus as aie: Block (v

Cuz 39 Ol Gedadd! lda de Js5ud1 die: Quarantine (¢

: Traffic shaped‘ ﬂh

: JEAI 5 (e ggims traffic shaper J| do> (ran Gedad (nae lidl 5 (amass Traffic shape

CJBY e cnae Badatd oS80 Js L g cld I L s : Gurantee(80k)
w290 b HBAT diglsl (Lol g ob cess!: High priority

bl U diglyl J81 A5 : Low priority

dawgie dglel i5I: Medium priority
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= _m FortiGate VM64 marfadi-vm
T

@ Dashboard > || 4 CreateNew | @ View T Clone [ Delete Search ‘ Q |

NA Security Fabric >
| Fortiview N Name Comments Ref.
& Network N allow gmail 0
£ System N m block remote access app o
B Policy & Objects » | IRl block-high-risk .
| ~ Iﬂ! default Monitor all applications. o
AntiVirus BB wifi-default Default configuration for offloading WiFi traffic. 1
Web Filter
DNS Filter
Application Control ¥

Intrusion Prevention
SS5L/SSH Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures

O VPN >

Block Social app dew! ;,Scuds app controlll cnae Jsld gy Ll pgds o

3|j\'ﬂ333| gt d o &fw-?Y‘ Sl gl 1_3"3.& ?M @J‘ olagdddl S aMel p gl S
#I..

NX Security Fabric > Name Block Social app

i FortiView > Comments 0255

« Network >

& System 5 Categories

B Policy & Objects > ~ All Categories

oSecuity Profies | v
- @~ Business (179, & 6) @~ Cloud.IT (31)

Antires ® - | Collaboration (293, £ 6) ® - Email (87, £12)
Web Filter @~ Game (124) ® - General.Interest (241, & 9)
DNS Filter @~ Mobile (3) @~ NetworkService (332)
Application Control 4 @~ P2p (85) @~ _Proxy (106)
[T ST T @~ Remote.Access (91) @' Social.Media (150, &31) j
SSL/SSH Inspection @~ StorageBackup (296, & 16) @~ Update (48)
Web Rating Overrides @ ~ Video/Audio (206, £313) @~ VolIP (31)
Web Profile Overrides @~ WebClient (18) © - Unknown Applications

Custom Signatures
(® Network Protocol Enforcement

O VPN >
& User & Device > Application and Filter Overrides
Ll | og & Report >

| e . !
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="= FortiGate VM64 marfadi-vm
1 H

@ Dashboard > # Edit | TR Clone | [ Delete | Search Q

& Security Fabric >
| FortiView s Name Comments Ref.
2 Network , [ Brock social 2op ] .
& System N I allow gmail .
B Policy & Objects > IEZA block remote access app 0
| & Security Profiles + | IEEA vlock-high-risk o
AntiVirus m default Monitor all applications. 0
Web Filter IR wifi-default Default configuration for offloading WIFi traffic. 1
DNS Filter
Application Control b

Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures

O VPN >

o Lcua siLadT M Jald g I Lzl app control Jeadits agds qutdgd! Gadas sie o3

@ Dashboard > ”  Edit Policy
N& Security Fabric > NAT o
i FortiView >

+ Network >
£ System >
B Policy & Objects
IPv4 Policy

Authentication Rules

Local In Policy
IPv4 DaoS Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Pools

Protocol Options

IP Pool Configuration (VELXOIN =0T A DN L EEFAG G Use Dynamic [P Pool

Preserve Source Port (B

Protocol Options default v | &
Security Profiles

AntiVirus >

Web Filter >»

DNS Filter

Application Control © | I3 Block Social app v| &
IPS @ ]

SSL Inspection |deep—inspectinn v & I

Mirror SSL Traffic to Interfaces (B

Logging Options
Log Allowed Traffic © EEAAENEN All Sessions
Generate Logs when Session Starts (B

Gelas gLy Sl (00 Seiy S SSL Inspection=deep-inspection duo | Jeads (0 LS e

Sob l | it/ k|

--(https) ssl protocol ausziug adge ol
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5
@ Dashboard > # Edit | © Delete | Q Policy Lookup | | Search o | I ey seqvence

¥ Security Fabric >
D Name Source Destination Schedule Service Action NAT Security Profiles Log
e FortiView >
4 Network N [E] ™ LAN1 (port1) — M WAN (port2) ©
£ System s 4 private Ban Ban ®aways WAL+ ACCEPT @ Ensbled [ Block Socialapp 0 UTM
B Policy & Objects v Sl
1Pv4 Policy Iy 3 public 2 subnet1 T all always AL @ DENY © Disabled
Authentication Rules 2 allow_internet for servers | & serverl HEa 8 always m AL + ACCEPT & Enabled nofngpection 0 utM
Local In Policy 1 allow_internet & Subnetl HEa 0@ work time @ ALL + ACCEPT @ Enabled no-inspection U utMm
IPv4 Do$ Policy 5 3 = all o all 13 always I ALL + ACCEPT @ Enabled no-inspection 0 UTM
Addresses E] Implicit o
nternet service 0 Implicit Deny Hal Hal Mawas WAL @ DENY © Disabled

categories | ewdy app control ! Ol L) 5 ygually Jashls LS

=" = FortiGate VM64 marfadi-vm
u_mw

@ Dashboard > Edit Application Sensor

N i i >
[ FortiView >

~ All Categories

& Network >
& System > @~ Business (179, & 6) @~ Cloud.IT (31)
B, Policy & Objects > @~ | Collaboration (293, & 6) @~ Email (87, &12)

I & Security Profiles v @~ Game (124) @~ General.Interest (241, &9)
AntiVirus @~ Mobile (3) @ - Network.Service (332)
Web Filter @~ P2P (83) @~ Proxy (106)

DNS Filter @~ RemoteAccess (91) @ ~ Social.Media (150, £31)
I o e M @~ StorageBackup (296, & 16) @~ Update (48)
" : @~ Video/Audio (206, &5 13) @~ VolP (31)
Intrusion Prevention T e o
@~ \Web.Client (18) @ ~ Unknown Applications

SSL/SSH Inspection

Web Rating Overrides (B Network Protocol Enforcement

Web Profile Overrides
ety pailasll § delidll olicdaill (o Ao gazme JS puuds 03 Suo Diligiial e Goinky
- e
o] Su> iogall)(Unknown Applications )ds g yae il Solagdaill JS3 7 Lowd! 03 dlasdle
o (@laedadll 15 signature 4.8

- 8L3l 8940ty LeS suy5 action éi Gedas <liSCoy category éi PV YT Peptrs
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¥ Security Fabric >
. FortiView >
+« Network »
£ System >
B Policy & Objects >
& Security Profiles ~

AntiVirus

Web Filter

DNS Filter

Application Control Fh

Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides

Custom Signatures

0O VPN >
& User & Device >
Ll | og & Report >

Categories

~ All Categories

@& Monitor
@ Allow
@ Block

w Quarantine

i= View Signatures (179)
O View Cloud Signatures (6) J 16)

@~ WebClient (18)

(® Network Protocol Enforcement

Application and Filter Overrides

=+ CreateNew | #" Edit
Priority Details Type

W Delete

@Y
@
@
@Y
@
@~
@@
@~

Cloud.IT (31)
Email (87, £ 12)

Proxy (106)

Social.Media (150, & 31)
Update (48)

VoIP (31)

Unknown Applications

Action

 JUIES eldg cun Jogall L oSmiy I (olidaill)signaturest) S miaiy f,}éi Ol oSeay

# Dashboard >
¥& Security Fabric >
& FortiView >
< Network >
£ System >
B Policy & Objects >
& Security Profiles v

AntiVirus

Web Filter

DNS Filter

Application Control Y

Intrusion Prevention

SSL/SSH Inspection

Web Rating Overrides

Web Profile Overrides

Custom Signatures
O VPN >
& User & Device >

Sob l | it/ k|

Edit Application Sensor

93 Cloud Applications require deep inspection.
1 policies are using this profile. £3

Name Block Social app

Comments

Categories

~ |All Categories

@~ Business (179, & 6)

@~ Collaboration (293, &5 6)

@~ Game (124)
@ ~ |Mobile (3)

@~ P2P (85)
@~ Remote.Access (91)

@~ StorageBackup (296, & 16)

@~ Video/Audio (206, & 13)

@~ WehClient (18]

@&
& -
@&~
@&~
@&
@~
@@ v
@
[V R4

View Application Signatures

Cloud.IT (31)
Email (87, & 12)
General.Interest (241, &3 9)

Proxy (106)

Social Media (150, & 31)
Update (48)

VolIP (31)

lInknown Anplications

: AL 5 g4alls LeS (e caidiadd signatures J| y ol of (qiSas LS
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s system
E Policy & Objects
& Security Profiles
AntiVirus
Web Filter
DNS Filter

Application Control

Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures

O VPN

& User & Device

~ All Categories

~ @~ Business (179, &6)

@~ Collaboration (293, & 6)
(@ - |Game (124)

@~ Mobile (3)

@~ P2P (85)

@~ |Remote Access (91)

@~ Storage.Backup (296, & 16)

@& Monitor
@ Allow
@ Block

" Quarantine

E View Signatures (124) ldes

@~ Cloud.IT (31)
@~ Email (87, £12)
@~ | General.Interest (241, & 9)
@~ Network.Service (332)

@~ Proxy (106)

© ~ | Social.Media (150, £31)
@~ |Update (48)

@~ VolP (31)

@ ~ Unknown Applications

dl Log & Report > + CreateNew | & Edit [ Delete
I I
-k . . -
. - . . - . - - o . | - 5 o - 3
bbé‘b;jqa.n.) Lashn.‘g.ga.n." |.\Ahw@..\.u ‘_9." uLa.n.Ja.d“ ‘JSJJ >
-
@ Dashboard > Edit Application| View Application Signatures
> . : Y [
¥ Security Fabric > # Edit | @ Delete | [ Search Q| Clous
Comments [
b FortiView >
Name Category Technology Popularity Risk
b Network > Categories [=] Application Signature §#Z3
Syste >
& System ~ All Catey 51.Com_Games W Game Browser-Based [
B Policy & Objects >
5 AlM.Game = Game Browser-Based (mmEE
| & Security Profiles v @~ Busine
_ Addicting.Games B Game Browser-Based L[
AntiVirus @~ Collabg
= Aion B Game Client-Server [ |
Web Filter EadiCancl]
DNS Filter @~ Mobile AllSlots.Casino B Game Browser-Based (]
- @~ P2P (8 ient-
e v E i | & FF [t:] Apple.Game.Center » Game Client-Server (T
@ ~ Remot: i
Intrusion Prevention - Armagetron 8 Game Client-Server L[|
@ v Storags
SSL/SSH Inspection - Armor.Games B Game Browser-Based (mmTTE
Web Rating Overrides Battle.Net B Game Browser-Based [ [ |
Web Profile Overrides Battlefield.Game W Game Client-Server (mEEEE
Custom Signatures @ Network P BnB W Game Client-Server (WETEE
O VPN > Bnbpopo B Game Client-Server L S|
& User & Device »  Applicationan BambarClon [ Wt Clin: ¢ T v A

Sob l | it/ k|

o cigatdl da § 03929 (po ST o3 Budas (61 (e S (g S
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% Security Fabric d # Edit @ Delete x Q
M FortiView >
Name Category Technology Popularity
+ Network > Categories
& System Facebook @ Social Media Browser-Based
~ All Cate|

B Policy & Objects N Facebook.App B8 Social.Media Browser-Based
& Security Profiles M @ ~  Busine: Facebook.App_CastleVille 8 Social Media Browser-Based

AntiVirus @ ~ | Collabg Facebook.App_CityVille @8 Social.Media Browser-Based

Web Filter @~ [Game Facebook.App_Kongregate B Social.Media Browser-Based

. @~ Mobil
DNS Filter oore Facebook.App_MyTribe B8 Social.Media Browser-Based

— @ P2P (8
Application Control i Facebook.App_Name B8 Social.Media Browser-Based

@ ~ Remotd

FRRLRRRRRRRnigi

Intrusion Prevention o N N g
) @~ Storagd Facebook.App_Ninja.Saga B8 Social.Media Browser-Based
poLohllmspection @~ Video/ Facebook.App_RestaurantCity B Social Media Browser-Based
JebRa s OvEies @~ Web.Cl| Facebook.App_SocialRSS B Social.Media Browser-Based
Web Profile Overrid
ebrrofiie Lverrides Facebook.App_Sorority.Life @ Social.Media Browser-Based
Custom Signatures » Network H
Facebook.App_Typing.Maniac @ Social.Media Browser-Based
S VPN > -
fesii Facebook.App_Wild.Ones Social.Media Browser-Based
& User & Device » [analicatioga)
Facebook.App_WordsWithFriends @8 Social.Media Browser-Based
dl Log & Report > + Create PP-
R Facehonk Ann Yovilla M Sncial Media Rrowser-Raserd -

social networking oud!| adaill i J51s facebook 4ol (pe Eexdl @3 el 8y94alls LS

Gl ol 729 Name el 390e el 894093l LS Lol Eis
soical Media-sports-news-) Gedaill sia 4 oiil| cadiatll (o Category pauwb 3908 Liauly
(...p2p

- el Lpd Jiidy 1 4l mings Technology sl Ui sganlls

(Browser- based ) masaill 31,b e Jora Ja

7ol Jis servers Lag g client & Juay gedaill of (o1 (Client-server) audiy Jony Gedas o
S a8gl sl p8pudl o izt RESPICHPS 8w S

(peer -to-peer) duidi; Joay Gedad o

v Glatll 0y Sumy agomi Al yiday Eieo (8 b)) dndd| Gaes popularity els sl 3gealls

.« * e

oadsia. elevated adiye. critical yas) gubaill s ks o mingsg Risk puly o liedl 3 g0l
(.. None ;s wd bgia. low
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: Application controlmdl yaé Gilissdaddl & pSadkl| diyda <
(o il gdlgmut) Flain¥l Jolgill adlgn S SHET syl o3 Mo

marfadi-vm

= = FortiGate VM64
u_mw

Sob l | it/ k|

& Craate New & Fdit

T Nalats

469 (= 370 4aiall

@ Dashboard > Edit Application Sensor
NA Security Fabric .

Categories
i FortiView >

~ All Categories

4 Network > 8
& System > @~ Business (179, &6) @~ | Cloud.IT (31)
B Policy & Objects > @~ Collaboration (293, & 6) @~ Email (87, &12)

I & Security Profiles v @~ Game (124) @~ General.Interest (241, & 9)
AntiVirus @~ Mobile (3) @~ Network.Service (332)
Web Filter @~ P2P (85) @~ | Proxy (106)

DNS Filter @ ~ Remote.Access (91) Q- lSociaI.Media (150, &5 31
" - @& Monitor

e Pl | @~ StorageBackup (296, & 16)

. . @ ~ Video/Audio (206, &13) S Allow
Intrusion Prevention | ottemmmmemeoes meeeemeeeeees

. ® - \WebClient (18) SR
SSL/SSH Inspection & Quarantine
Web Rating Overrides _
(® Network Protocol Enforcement = View Signatures (150)
Web Profile Overrides . .
& View Cloud Signatures (31)
Custom Signatures Application and Filter Overrides
5 VPN ¥
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@& Dashboard > Edit Application Sensor
NX Security Fabric .
Categories
b FortiView >
~ All Categories
& Network > 8
& System > @~ Business (179, & 6) @~ Cloud.IT (31)
B Policy & Objects > @~ Collaboration (293, & 6) @~ Email (87, £512)
| & Security Profiles v @~ Game (124) @~ General.Interest (241, & 9)
AntiVirus @~ Mobile (3) @~ Network.Service (332)
Web Filter @~ P2P (85) @~ Proxy (106)
DNS Filter @~ |Remote.Access (91) | @ - Social.Media (150, £ 31)
Gy i P B Pl @~ Storage.Backup (296, & 16) @~ Update (48)
. R @ ~ Video/Audio (206, & 13) @~ VolP (31)
Intrusion Prevention | oot meem e
@~ Web.Client (18) @ ~ Unknown Applications
SSL/SSH Inspection T
Web Rating Overrides (® Network Protocol Enforcement
Web Profile Overrides
Custom Signatures Application and Filter Overrides
0 -
= VBN ? + CreateNew | #" Edit [0 Delete
& User & Device 5

: AL oyl potiiuall ydng £Lain¥l Juolgill adlge IS BEN widus Hisylall o

Q, Search ﬁ E

ittpssd feneer Facebook.com/?_rdr x

Application Blocked!

You have attempted to use an application which is in violation of your internet usage policy.

E Facebook

Category: Social.Media

URL: https:/fwww.facebook.com/

Client IP: 192.168.1.110

Server IP: 31.13.93.3

User name:

Group name:

Policy:

FortiGate Hostname: FGT80C3911605533

urllfg(Social Media) &l giuuall adge 4l iy s d| dall ool L pdag odel 5 g94ally LeS
e B9l szl ¥ ool 5 391 4l Jguo gl Jolo !

: category —I) sl da jala ¢S Al(signatures)zl ) (Ale 43 a4l >

Sk | et/ k| 469 (371 Aniall
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Mame | Block Social app ‘ " View Application Signatures '

Comments | | o255

Categories

~ All Categories

@ ~ |Business (179, & 6) @ ~ | Cloud.IT (31)

@ ~ | Collaboration (293, & 6) @~ |Email (87, & 12)

@~ Game (124) @ ~ | General.Interest (241, & 9)
@ ~ | Mobile (3) @ ~ | Network.Service (332)

@~ |P2P (85) @~ Proxy (106)

@ ~ Remote.Access (91) Social.Media (150, &3

@ - | Storage.Backup (296, & 16) ® Monitor

@ ~ Video/Audio (206, &3 13) © Allow

@&~ Web.Client (18)

" Quarantine

B Network Protocol Enforcement lE View Signatures (150) I

& View Cloud Signatures (31)

Application and Filter Overrides

® Dashboard >~ Edit Applicatior] View Application Signatures x
% Security Fabric > it [ & Edit @ Delete Search | Q | AW Cloud
u FortiView N Comments |:
Name Category Technology Popularity Risk
b Network > : ~
% System N CalEgmE Drupal B8 Social.Media Browser-Based [mmEEE
% Policy & Objects . - AlCEE  pudu W8 Social Media Netwaork-Protocol LR
1Pv4 Policy @~ Busines Engadge 8 Social Media Browser-Based | |
Authentication Rules @~ Collabg Eyejot B8 Social.Media Browser-Based | ol
Local In Policy @~ Game Facebook B8 Social. Media Browser-Based [
1Pv4 DoS Policy @ = Mobllell  Facebook.App B8 Social Media Browser-Based EEEEE
Addresses @~ P2P (8 Facebook.App_CastleVille B8 Social.Media Browser-Based |}
" @~ Remot:
Internet Service Facebook.App_CityVille 8 Social Media Browser-Based ==
Database @~  Storags
Services o Vldeu/ Facebook.App_Kongregate B8 Social.Media Browser-Based | [ |
Schedules @~ WebCl Facebook.App_MyTribe B8 Social.Media Browser-Based | |
Virtual IPs Facebook.App_Name B8 Social.Media Browser-Based [mmEEE
IP Pools @ Network Facebook App_Ninja.Saga B8 Social. Media Browser-Based (mmEEE]
Protocol Options - Facebook.App_RestaurantCity 8 Scocial Media Browser-Based | |
Application an|
Traffic Shapers Facebook.App_SocialRSS @ Social.Media Browser-Based [mmEEE o
Traffic Shaping Policy * Ol racenook App_Sorerity.Lite W SocialMedia Browser-Based [

: 3ol JS utds adokl 515 digan Boliny oSt Ayl
Sl o (950 ot U515 disne Aol ol e et yoindl
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. FortiView

b Network

£ System

B Policy & Objects
IPv4 Policy
Authentication Rules
Local In Policy
1Pv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy

Tenfmn Clhmmiem—~ L p NS
& Dashboard >
NA Security Fabric >
b FortiView >
+ Network >
£ System >
B Policy & Objects -
IPv4 Policy

Authentication Rules
Local In Policy

1Pv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs

IP Pools
Protocol Options

Traffic Shapers

Traffir Chaning Dalise

O Network P

Applicationan

+ Create

Priority

Application and Filter Override

: guze| dols Ja8) STy Hgrudall midl wyl Mie

@~ Game (124) @~ General.Interest (241, & 9)
@~ | Mobile (3) @~ | Network.Service (332)

@~ P2P (85) @~ Proxy (106)

@~ Remote.Access (91) - SocialMedia (150, £ 31) }
@~ Storage.Backup (296, & 16) @~ Update (48)

@ ~ | Video/Audio (206, & 13) @~ VoIP (31)

@~ Web.Client (18) @ -~ Unknown Applications

(® Network Protocol Enforcement

Application and Filter Overrides

+ CreateNew | ¢ Edit | W Delete

a Priority Details £ Type Action
No results
0
Add New Override x
o Type Filter
Action

S Add All Results | | facebook] | x| Q Selected @ Cloud
] Name Category Technology Popularity Risk

= = Application Signature g
___Facebook B8 Social.Media Browser-Based [EEEEE|
Facebook.App 8 Social.Media Browser-Based (EEEE
Facebook.App_AngryBirds B Game Browser-Based | [ |
Facebook.App_AvengersAlliar 8 Game Browser-Based [mmTEE
Facebook.App Bubble.Fairyla @8 Game Browser-Based | [ |
Facebook.App_BubbleSafari 8 Game Browser-Based [mmTEE
Facebook.App_CandyCrushSz @8 Game Browser-Based | [ |
Facebook.App_CastleVille 8 Social.Media Browser-Based [mmTEE
Facebook.App_CityVille B Social Media Browser-Based | [
Facebook.App_Criminalcase 8 Game Browser-Based [mmTEE

\ Facebook.App EmpiresAndAl 8 Game Browser-Based r_, ‘L a4
] - Draumnr Darad ’ R

el M olaghadd) JS oyl Sl dils § facebook Gudatll (ye Sl o3 e 5 ygualls LS

facebook

Hgrudsll adgs) aladl Gudai! piny wlélis! ‘éi O9s facebook Mie <l yilay Facas Jol Eo

Sob l | it/ k|

...(M 2&.79.\11 gaSLga:':." & JA‘S

URLJI s dwwds Gadatd| s3I 02 facebook.app Hied
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s adlll 85940l LeS Laylises Bgww (&1 Dlapdaill ssusms B9 &I Block ga actiond| Zos

Gezxel 539 Jgdlg yiddl (DI ) (Slg Hgucdadl § dins disols B2 oyl Mis

Type Filter
Action = @ Block~
F Add All Results 4 Add Selected facebook x| Q Selected (@ Clou
(V] Name Category Technology Popularity Risk
FACEn0oKIVIESSENZENMAge. |l Wl COolanoration ClIEnT-9erver LISl
Facebook.MessengerVideoTr [ Collaboration Client-Server WEEEE
Facebook.MessengerVolRCal [ Collaboration Client-Server WEEEE
Facebook.MessengerVoice.M: [ Collaboration Client-Server WEEEE
Facebook_Chat & % B Social.Media Browser-Based T |
Facebook_File.Download & | @@ Social.Media Browser-Based )
Facebook_File.Upload & 8 Social.Media Browser-Based )
Facebook_Like.Button 8 Social.Media Browser-Based L [ |
Facebook_Login & 8 Social.Media Browser-Based [C )
Facebook_Plugins 8 Social.Media Browser-Based L [ |
Facebook_Post & 8 Social.Media Browser-Based [C )
Facebook_Search py 8 Social.Media Browser-Based L [ |
Facebook_Video.Play 8 Social.Media Browser-Based [ [ |
Action | @ Block~
S Add All Results | 4 Add Selected facebook x Q Selected (D Cloud
(V] Name Category Technology Popularity Risk
FACEDOOK.IVIESSENZENIMage. 1l w8 COollanoration ClIent-server L i =
Facebook.MessengerVideoTr @ Collaboration Client-Server WEEEE
Facebook.MessengerVolP.Cal @ Collaboration Client-Server WEEEE
Facebook.MessengerVoiceM: @ Collaboration Client-Server WEEEE
Facebook_Chat & B Social.Media Browser-Based T |
Facebook_File.Download &5 B Social.Media Browser-Based (R
Facebook_File.Upload & B Social.Media Browser-Based )
_________________________ Media Browser-Based T |
Facebook_Login & Media Browser-Based )
Facebook_Plugins @ Social.Media Browser-Based L [ |
Facebook_Post & B Social.Media Browser-Based )
Facebook_Search @ Social.Media Browser-Based L [ |
Facebook_Video.Play @ Social.Media Browser-Based L [ | v
Cancel

Add Selected jLeetl jlises o grunally Gume! 5 pin Sl Ao lield ad¥l 3L sz GIVEN

Sk | et/ k| 469 (374 ‘il



e L L

¥k Security Fabric @~ Collabg Type Application gl
i FortiView > @ = Game (| Action | @ Block~
 Network ’ &7 MOBIE! = add AllResults | | [ facebook x q selected @ [ cloua
£ System > @~ P2P (8!
B Policy & Objects o @~ Remotd ] Name Category Technology Popularity Risk
®- |storesq FaCeD00K. VIESSENgETIMAEE. [T W COIIanoration CIfent-Server L]
1Pv4 Poli IR
oney oo Facebook.MessengerVideoTr I Collaboration Client-Server EEEEE
Authentication Rules os
~ Facebook.MessengerVolPCal @8 Collaboration Client-Server mEEES
Local In Policy 0 L@
Facebook.MessengerVoice.M: I8 Collaboration Client-Server WEEEE
IPv4 DoS Policy O Network P
Shon Facebook_Chat & 8 Social Media Browser-Based [ |
Addresses
. Facebook_File.Download & 88 Social Media Browser-Based [EEEEE
Internet Service Application an|
Database Facebook_File.Upload & B8 Social.Media Browser-Based [EEEEE
Services @ (-] Facebook_Like.Button 8 Social Media Browser-Based [T
Schedules Priority 9_ Facebook_Login & B8 Social Media Browser-Based EEEEE
Virtual IPs Facebook Plugins @ Social.Media Browser-Based [T
[PrEeh |o Facebook_Post £ I W Social Media Browser-Based [EEEE)
Protocol Opti
rotecol Hptions Facebook_Search @ Social.Media Browser-Based L [ )
Traffic Shapers
= ___ Facebook Video.Play B Social.Media Browser-Based 100% T 43/2,414
Traffic Shaning Policy

*  Edit Application Sensor

@~ Game (124) @~ General.Interest (241, & 9)
@~ Mobile (3) @~ Network.Service (332)

@~ P2P (83) @~ Proxy (106)

@ ~ Remote.Access (91) @ - Social.Media (150, & 31)
@ ~ Storage.Backup (296, & 16) @~ Update (48)

@ ~ | Video/Audio (206, & 13) @~ VolP (31)

@&~ Web.Client (18) @ ~ Unknown Applications

3 Network Protocol Enforcement

Application and Filter Overrides

+ Create New | ¢ Edit | W Delete

Priority Details Type Action

1 ___Facebook_Like.Button  Application @ Block

___ Facebook Post &

Options

AL 8 yg4nlls LeS logsd! 4l yes daslie duyi of
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ortiGate VMé4 marfadi-vm

& Dashboard > £ | | o AddFilter B Onowr
N& Security Fabric >
Application Category Risk Bytes » Sessions Bandwidth
v ) -
4 Y
Sources
Destinations
Applications ¥
Web Sites
Threats
Policies
All Sessions
+ Network >
£ System > No results
B Policy & Objects >
@ Security Profiles >
O VPN >
& User & Device >
Ll Log & Report > J

s Block LJ Jsane Jus¥l1 3 als Ll Jgumsl 533l Jolom (301 ciliaad] S ol iy ugn

... Monitor

gl pzm>g 0 yshasedl dyag Gedaidl 4 (i (U1 dhaidly Gedaid] gl U i s Cig
.. !

:y3 1 Jla
e igigdd! e (e Jadd( HD) B! adle ilagsnall lad el oyl

Action @ Block~
= Add All Results | | | youtube x Q| Selected @ [JNJ cloud
o Name Category Technology Popularity Risk
[=] Application Signature
YouTube B Video/Audio Browser-Based L[ |
YouTube_ChannelAccess & B Video/Audio Browser-Based | |
YouTube_Comment.Posting B Video/Audio Browser-Based (mmEET]

I§ YouTube_HD.Streaming B Video/Audio j Browser-Based [ [ |
YouTube_Search.SafetyMode. @B Video/Audio Browser-Based (EEEEE|
YouTube_SearchVideo 8 Video/Audio Browser-Based (W]
YouTube_Video.Access & B Video/Audio Browser-Based (mmEEE

_YouTube Video.Embedded @8 Video/Audio Browser-Based [ |
YouTube_Video.Play &5 B Video/Audio Browser-Based T
YouTube_Video.Upload & 8 Video/Audio Browser-Based [CCCrr|
Youtube.DownloaderYTD 8 Video/Audio Client-Server (T

T 11/2,414
0K I Cancel

Skl | eing/ ook 469 (< 376 Aaial)
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@ Dashboard > Edit Application Sensor
e A
NN i i >
% Security Fabric @~ WebClient (18) © - Unknown Applications
s FortiView >
 Network > (® Network Protocol Enforcement |
£# System > i
B Policy & Objects 5 Application and Filter Overrides (
| & Security Profiles 4 + CreateNew | ¢ Edit [l Delete
AntiVirus
Priority Details Type Action
Web Filter
1  Facebook_Like.Button  Application @ Block
DNS Filter .
___ Facebook Login &

Application Control %  Facebook Post &

Intrusion Prevention 2 YouTube_HD.Streaming  Application @ Block

SSL/SSH Inspection

Web Rating Overrides Options

Web Profile Overrides Block applications detected on non-default ports €@

Custom Signatures Allow and Log DNS Traffic O
O VPN > QuiCc & Allow REleg
& User & Device > Replacement Messages for HTTP-based Applications @

9l Sluwgplall 88 Eausei Mie LS5G O Ja8¥1g Update Liawl(Category)—iduai dgi lads

& dging Saus

t e FortiView ? 93 Cloud Applications require deep inspection.
r & Network 5 1 policies are using this profile. €3
, & System >
N Block Social a View Application Signatures
. B Policy & Objects , hame I PP | | PP g
| Comments
I & Security Profiles ~ =
AntiVirus Categories
Web Filter
~ All Categories
I DNS Filter
| Application Control ¢ @~ Business (179, & 6) @~ Cloud.IT (31)
I
. Intrusion Prevention @~ Collaboration {293, & 6) @~ |Emall (87, £&12)
SSL/SSH Inspection @~ Game (124) @~ |General.Interest (241, & 9)
Web Rating Overrides @~ Mobile (3) @ ~ | Network.Service (332)
Web Profile Overrides ®~ |P2P (85) ®~ | Proxy (106)
. @ ~ Remote.Access (91) @ v Social.Media (150, & 31)
Custom Signatures
@ ~ Storage.Backup (296, & 16 @& v lUpdate (48
0 VPN > gp(] o A (28) .
@~ Video/Audio (206, & 13)
& User & Device > @ Block
@~ WebClient (18) - :
, bl Log & Report > a Quarantine
, € Monitor > = View Signatures (48)1 . [T

(Sl it/ k| 469 (< 377 Aaial)



o iy ]

4 FortiView b
Name Category Technology Popularity
* Network ? Ry B Update Client-Server WE
¥ System ’ BitDefender.Updat ® Updat Client-Se
i ) Name [ i ender.Update pdate ient-Server EEEEE
3 Policy & Objects ’ Comments |: Chrome.Update 8 Update Browser-Based EEEEE
| Security Profiles
Dell.Update B8 Update Client-Server EEEEE
AntiVirus N
Web Filt Categories Driver.Booster.Update 8 Update Client-Server | S|
eb Filter
IEER ~ |All Cate| Duba.Update 8 Update Client-Server | S|
ilter
P — e O B Firefox.Update 8 Update Client-Server WEEEE
Intrusion Prevention @~ -c-p-ll-gb-i FortiClient W Update Client-Server WEEEE
SSL/SSH Inspection @~ |Game Google.Update 8 Update Client-Server EEEEE
Web Rating Overrides @& ~ |Mobile: InstallAnywhere.Update W Update Client-Server WEEEE
Web Profile Overrides @ |P2P (8. Java.Update 8 Update Client-Server | EEEE|
Custom Signatures Lo e Kaspersky.Update [ ] Update Client-Server mEEEE|
@ ~ | Storagg . _— .
1 VPN > MSWindows.Activation 8 Update Client-Server WEEEE
@ |Video/
b User & Device > T C] MSWindows.Update 8 Update Client-Server | [ |
1 Log & Report > Malwarebytes 8 Update Client-Server EEEEE
* Monitor 4 \ McAfee.Update ) B Update Client-Server e
. ot & - - . . . . a
O P dﬂhﬁ%.\mﬂ tmﬂ %L-w‘-ll‘ ‘-SMCLMJ‘ él.n&o.p
& - . a ° &
b Network > @ StorageBackup (296, & 16) @~ Update (48)
¥ System > @~ Video/Audio (206, £&13) @~ VolP (31)
B Policy & Objects > @~ WebClient (18) @ - Unknown Applications
& Security Profiles v
(O Network Protocol Enforcement
AntiVirus
Web Filter I Application and Filter Overrides l
DNS Filter
L. + CreateNew | ' Edit [ Delete
Application Control g
Intrusion Prevention Priority Details Type Action
SSL/SSH Inspection 1 Facebook_Like.Button Application @ Block
Web Rating Overrides Facebook Login &
. Facebook_Post &
Web Profile Overrides
Custom Signat 2 ___ Firefox.Update Application @ Allgw
Hstom ignatures .. Kaspersky.Update 2
0O VPN >
& User & Device > Options

bl Log & Report Block applications detected on non-default ports @

) : 5
& Monitor T
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o (ool bt

.. gl JbR(ban) Jaa Juoub diiyla >
wylas dd Joe 10)5192.168.2.121 (@u¥1 oo 3Ll L el
bl ddes L8 Jlid oYl b Jasdl do

INSLWUI R CUTTHISL LU

4

b T E‘ » Control Panel » MNetwork and Internet » Network Connections » v G Search Network Connections
Uikl
BsssisS LSS ";| D= =-2se this connection Rename this connection  » m
L] CA\Windows\system32\p~ =
= Network Connection Details -

bhytes=32

time=/2Yms T1L=11u
bytes=32 ti 61ims

bytes=32 ti Network Connection Details: Gigabit Network C...
bytes=32 ti
bytes=32 ti Property Value
bytes=32 ti
hths =32 ti Connection-specific DN
bytes=32 ti Description Intel(R) 825741 Gigabit Network Connect,
pytes 32 i Physical Address 00.0C-2965-1C-18
bytes=32 DHCP Enabled bl
Ezggf 32 IPv4 Address 192.162.2.121 Internet
hyte; =32 ti IPv4 Subnet Mask 255.255.255.0 nternet access
g;g:i :gg i IPv4 Defautt Gateway 192.168.2.20 Enabled
bytes=32 ti T IPv4 DNS Server 8888 00:08:43
bytes=32 time=161ims IPv4 WINS Server 1.0 Ghps
from bytes=32 time=162ns NetBIOS over Tepip En... - Yes
from bhytes=32 ti b2ns Linkdocal IPv6 Address  feB0:F470:c75:584d:2504%3
from bytes=32 ti
from bytes=32 - |Pv6 Default Gateway
from hytes=32 IPvG DNS Server
N .
| ¢ F Received
< >
N 659,818

o g —

rtiGate VM64 marfadi-vm

@ Dashboard > |2 | | o AddFilter mipse @~ @nowr | [;
Security Fabric >
Source Device Bytes = Sessions Bandwidth
b FortiView v
964.12 kB — A 153.86 kbps I—

192.168.2.121

Destinations

Applications

Web Sites

Threats

Palicies

All Sessions
'P Network >
& System >
B Policy & Objects >
& Security Profiles >
S VPN >
& User & Device >

(Sebi | it/ o] 469 (< 379 Aaial)
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E FortiGate VM64 marfadi-vm

& Dashboard > & || e AddFiter | mips (B~ Onow- B
& Security Fabric >
Source Device Bytes = Sessions Bandwidth
I8 FortiView v
964.12kB I— w 153.86 kbps I
& isracanan

Destinations (£ Drill Down to Details

Applications #" Quarantine Host

Web Sites © BanlP

Threats

Palicies

All Sessions
“ Network >
£+ System »
B Policy & Objects >
@ Security Profiles >

="= FortiGate VM64 marfadi-vm
-
@ Dashboard ) © Add| BanlP
¥& Security Fabric >
» Sou
| ortiView M i P bans can be removed in Monitor » Quarantine
— & 192
Destinations BanType REUFSICM Permanent
Applications Duration Minutes w
Web Sites
Threats
Policies
All Sessions
ancel
£ System >
B Policy & Objects >
@ Security Profiles >
[=RVN >
& User & Device >
Il 1 no & Rennrt >

Skl 1ad daztl s Ja iy g odlel 8 3gually LeS
JSiy ylasell eld o Laoayg Jadd suslg dads pSulg sausms duia) sty g ‘éi: Temporary

sy Jga ! o Lzl 1A Jlacedl elafy @il JSCaa(5Lextl) @u¥! o> eiiw: Permeant
s adld ol ghasedl
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. FortiView > ezl Deticg Source Expires Description
& Network N [E] Banned I @
¥ System s 192.168.2121 Administrative 29 minute(s) and 49 second(s)
B Policy & Objects >
& Security Profiles >
S VPN >
& User & Device >
Ll L og & Report >
€ Monitor v
Routing Monitor
DHCP Monitor

SD-WAN Monitor
FortiGuard Quota
IPsec Monitor

SSL-VPN Monitor

Firewall User Monitor

antine Mor

Qu,
FortiClient Monitor

FortiGate VM64 marfadi-vm

& Dashboard >  Refresh @ Delete  [ij Remove All | Search ‘ Q |
& Security Fabric >
8w FortiView N el Device Source Expires Description
+ Netwrk ,
£ System , 1921682121 o Administrative 29 minute(s) and 49 second(s)
B Policy & Objects > i Remave Al
& Security Profiles >
S VPN >
& User & Device >
Ll Log & Report >
€ Monitor ~
Routing Monitor
DHCP Monitor

SD-WAN Monitor
FortiGuard Quota

IPsec Monitor

&l Fo rtT\ﬁt;w N Details Device Source Expires Description
i a
b Network >
£ System >
B Policy & Objects >
& Security Profiles >
0O VPN >
& User & Device >
Ll Log & Report >
& Monitor ~
Routing Monitor No results
DHCP Monitor
SD-WAN Monitor
FortiGuard Quota
IPsec Monitor
SSL-VPN Monitor . y

Firewall User Monitor

Entries removed from ban.

Quarantine Monitor w
FortiClient Monitor

: Network Protocol Enforcement
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Crae S yge J9SS 90 JST U 95 elas LS &> Application control I § 839> g4 Ao i)l sia

: JIL LeS (o3 1 JSCn

Default port Number Protocol
80 http

443 https

22 Ssh

23 telnet

53 Dns

o Ggall e bl oy Ve J9S95 9 540 port I o8y s 5 5001 p 9 O (Say Su

o (e JoSg3 0 portd! o8y sl dudes el Ob ode 55980 | Ao Ll dlawl gy SKaud

@ Dashboard

NA& Security Fabric

s FortiView

< Network

£# System

B Policy & Objects

| & Security Profiles

AntiVirus
Web Filter
DNS Filter
Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures

0 VPN

Sob l | it/ k|

> Edit Application Sensor

> © - Game (124)

> © - Mobile (3)

> @~ P2p (85)

5 © - RemoteAccess (91)

, @~ StorageBackup (296, & 16)
. @ ~ Video/Audio (206, & 13)

Q-

-Netwnrk Protocol Enforcement

. | + CreateNew | #" Edit [ Delete
g —

Port Enforce Protocols

No results

Application and Filter Overrides

469 (~ 382 4aiall

[ R
[ R
[ R
[ R
(VR4
[vRd
[vRd

General.Interest (241, & 9)

Update (48)
VoIP (31)

Unknown Applications

Violation Action



.
ot (g 1G] el bt/
ortiGate VMé4 marfadi-vm

Edit Ap|:i|icati0rJ New Default Network Service

@ Dashboard > Select Entries
¥& Security Fabric > @ - Game (| Q Search
8w Fortiview » | |@<|Mabie| POt 20} EZaons
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o SSLVPNII uSay(windows application) dayudll wiliedaill as padeiud: IPSec VPN
windows JI ae deluseiwl 418l 2o web application JI ausziwsg http link as tunnel JI
ol JSCéa (SJg application

e Silaall gigll 5 ST o By ) B L i

2 VPN Encryption

3 0L 3L3 el Dol S suall e oty S Sbiledl 145 delos B VPN Sline pal s

EVEICRY
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.E .,
) | \
- =)
’
Joce 0 ~

Source VPN Tunnel Dedtination

SYN-RVA| B PIV-5-%i UL AP Q.41 LAWY PEJPRES T PR (B PY-0-41 [P PV G ARCHES

AES256 A 128-bit block algonthm that uses a 256-bit key.

AES192 A 128-hit block algorithm that uses a 192-bit key.

AES128 A 128-bit block algonthm that uses a 128-Dit key.

3DES Triple-0JES, in which plain text is DES-encrypted three times by three keys.

DES Digital Encryption Standard, a 64-bit block algorithm that uses a 56-bit key

odyladl o Lele 3ate 3 y9uls plaseialy JLas¥l § b o vpn JI pgds 4dgighly La¥1 ol
RSA certificate ¢/ preshared key s @iy

VPN server &l 3aziy &I ;Lwy‘w‘uamd)}n.njwm
Jhibige o3| (e ¢lgw VPN client clind 09 oo <l 3azty &1 oLed¥) 5 il (oo cddS o9l
o Jildl allas 65 e Al i g jSguceS o

- point to site s (site to site ) (e yd sy 295 O AIMS (0 (Sea: IPSec VPN
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pointto L, § adseiug Js Site to site ddiyhay & 95all (v Jou I dolsmio! (Ses ¥: SSLvpn
e 359malag 3 3900 Jwali a3 Gy e 539y 9 yigaraS e Cm g1 site

: IPSec Client/serverml ulostd/ guesdaid) >

78.93.188.90
WAN1 .
{ I I ‘ 1€ R . -
) { Intermet ) IPsec )
k FortiGatq ] *\' k)_/
e A FortiClient
192.168.2.20 Remote Usar
LAN
—_—
L(J—LT;J
Internal Network
192.168.20.0/24
B

.IPSec vpn pe des |l ASid! J1 Jgvo L (L) 39 roud Sy Luls sMe 8 ygualls LeS

e zlie ¥l da o Eus 78.93.188.90 i Wan1 Jaicl real ip ot 0950 o oy S
delsludl as il private ip JI S dds | a8 80! Js s (e 7 Lie Liaslg s |
el | A 515 e Jadd 7 Lie (3955 1 24/192.168.2.0

Remote user) acid! ¢4 (o (ol (o polall JLas¥l adliwls agdw gl ga wanl Cos
. el dmio gl | 3 ygualls LaS(

IS gb}"—” &AL’JAJ’\L 78.93.188.90 ,é\g}’b Gt 8 g 3Lt | S

. fortiClient
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- 8 goldly iy 5901 sl 0985 Jo by IPsec e JLas ¥l puils day ell3g ksl A il sl

gl wdin cua y9all JI Jguoll Clients ¢ra aS suad (Say Cu
o dadd Ldl Jguo ol oyl a3 ol SISKET) oz sy policy Jono pgdi O LliSasg
v T ASCES ) S 1 3l éi Jie dlis(remote user) e d! sl mool 4ds,kall odpd
 Adl oldhail | gazs o) oy Aol 10a Gudaily
sellac o dj—w(u‘.w::”)))}g‘ lda e (user) Cous Q’)}ﬂ‘ o g‘&ﬁ_)_)ﬁ é.\.‘ 08Ss
Sligya Ll S LS cur 5941k JLas¥! 7 Lewli(remote user) weadl ;39
oo Cd 9520l o) S Al (G 952 Baguiclld i 9y29 6 lyuald 952 Mie it
- el e 8948 (89 L.s\-uLwi
A Gl giny Co (S ogal! ] auls |l aS il (address) gaglie gt G9SG of -Y
Ll Jgua il (remote user) A ill 7yl o paded ¥ el day ol (S 25l

e lsbats (o3l Jaal (§I 8L ddl ol preshared key L suslg IPSec tunnel (Ladl .Y
Lt (98w e ads |l a8 id! Jl remote userd) e led AU mool (S ot cLédl ¢

‘.5\-«..‘.-‘_942

@il odl sdag duls |l A8l I a9l (oo Jgmagdl bl Ul maol (ST J631 el
tunneld| (Lad! symmas Silogigl Uiy cun 59801 5 LasLid] oty

J! (remote user) ;591 5L (10 LLdIAN Jguo 99 rasid Eemy Lae Lad! pius 4Ll gl Ll
(wantinterfaced| JI) cuo J)sadl 5L

(remote user) ;g1 031 e SIS gl mabiad dian Silsluel Jomy agdin .0
- gulatl Gudailf

:ij NS )
: JWIL LeS o] 7 Lad 51,4 oelied¥l suay local user (L
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= = FortiGate VM64 marfadi-vin

@ Dashboard > Users/Groups Creation Wizard

A - -

¥ Security Fabric s & User Type @ Login Credentials @ Contact Info @ ExtraInfo
I FortiView > ——

4+ Network >

Remote RADIUS User

£ System >
Remote TACACS+ User

& Policy & Objects > Remote LDAP User
& Security Profiles > ESSO
8 VPN ’ FortiClient EMS User
& User & Device ~ FortiNAC User

User Definition i

User Groups

Guest Management
Device Inventory
LDAP Servers

RADIUS Servers
Authentication Settings
FortiTokens

FortiGate VM64 marfadi-vim

@ Dashboard »  Users/Groups Creation Wizard
-, . .
¥ Security Fabric ’ @ UserType ) @ Login Credentials > @ ContactInfo > @ Extralnfo
b FortiView >
Username | marfadil |
«}+ Network >
Password | ess |
£ System >
B Policy & Objects >
& Security Profiles >
O VPN »
& User & Device v
User Definition
User Groups
Guest Management

Device Inventory

LDAP Servers

@ Dashboard > Users/Groups Creation Wizard
. . .
YA Security Fabric ? @ UserType ) @ LoginCredentials > @ Contact Info > @ ExtraInfo
b FortiView >

Email Address | |
4 Network >
£ System e XV
B Policy & Objects >

Two-factor Authenticati

@ Security Profiles > [ Two-factor Authentication
0O VPN »
& User & Device v

User Definition

User Groups
Guest Management
Device Inventory

LDAP Servers
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Eutd (o g8 bels/
& Dashboard » | Users/Groups Creation Wizard

» . .
¥ Security Fabric g @ UserType ) @ LoginCredentials > @ Contactinfo » @ ExtraInfo

i FortiView >
User Account Status [+ RSEGEGE @ Disabled
+ Network >
User Group »
£ System >
B Policy & Objects >
& Security Profiles b
O VPN >
& User & Device v
User Definition
User Groups
Guest Management

Device Inventory

LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens
Ll | og & Report >
="= FortiGate VM64 marfadi-vm
u_mw
& Dashboard > # Edit  Tm Clone il Delete | Search | Q
N& Security Fabric >
&, FortiVs Name Type Two-factor Authentication Ref.
ortview ¥
& Network , 4 guest & LOCAL <] 1
& System N marfadil & LOCAL [x] 0
B Policy & Objects 5 | & marfadi2 & LOCAL (] 0
& Security Profiles >
0O VPN >
& User & Device v
User Definition g
User Groups
Guest Management

Device Inventory

LDAP Servers

9 2 LS ‘db}l&‘-i 8 ygsalls LS
- 4ed Logainig vpn_users puwls w9y cLadl agdi od

Skl | eing/ ook 469 (< 403 aial)



st (] 10 ittt

m FortiGate VM64 marfadi-vm

@& Dashboard > | New User Group Select Entries

¥& Security Fabric > | Q Search | + Creat
MName Iven LSErs l ‘ -

| FortiView > 8 USER(T)

b Network ? Fortinet Single Sign-On (FS50) & guest
Syst > i -
& System RADIUS Single Sign-On (RSSO) & marfadil
B Policy & Objects > Elest & marfadi2 4
& Security Profiles , | Members ['& marfadil x
& marfadi2 x
o VPN > +
S —
I & User & Device v
User Definition Remote Groups

Guest Management

. Remote Server Group Name
Device Inventory
LDAP Servers
RADIUS Servers No results
Authentication Settings

FortiTokens

ALl dekasetl
dels ) a8 il pagliad! < LA

=" m FortiGate VM64 marfadi-vm
L 1 1 J

@& Dashboard > *  NewAddress
NA Security Fabric >
Name i!NTERNAL_NETWORK l
b FortiView >
Color &  Change
& Network > e
Type Subnet hd |
£ System > -
IP/Netmask | 192.168.2.0/24 ] |

B Policy & Objects v
!" . Interface I: LAN1 (port1) I -

IPv4 Polic
E Show in address list O

Authentication Rul
uthentication kules Static route configuration (B

Local In Poli .
Y Comments | Write a comment... | 755

IPv4 DoS Policy
Addresses g

Internet Service
Database

Services

Schedules

Virtual IPs ——
0K Cancel
IP Pools
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M~ FortiView >
& Network
£ System >
v
IPw4 Policy
Authentication Rules
Local In Policy
IPv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Pools
Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
& Security Profiles >

ELRED|

FortiGate VMé64

Name

Type

Details

Interface

N [E Address

& FABRIC_DEVICE Subnet 0.0.0.0/0
&= FIREWALL_AUTH_PORTAL_ADDRESS = Subnet 0.0.0.0/0
EEITJTE RNAL_NETWORK Subnet 192.168.2.0/24 H AN (portl) |
B PC-Client-MAC Device (MAC Address) 00:0c:29:ff:72:33 ™ LANA (port1)
I Range_ip_servers IP Range 192.168.2.1-192.168.2.30 ™ LAN1 (port1)
L0 SSLVPN_TUNNEL_ADDR1 IP Range 10.212.134.200- 10.212,134.210 @ SSL-VPN tunnel interf:
& Subnet1 Subnet 192.168.2.0/24 ™ LAN1 (port1)
& VLAN1 address Interface Subnet 192.168.3.0/24 @ virtual interface 1 (VL
& YEMEN Geography ™= United States
Dal Subnet 0.0.0.0/0
& =mail.com FQDN amail.com
& login.microsoft.com FQDN login.microsoft.com
& login.microsoftonline.com FQDN login.microsoftonline.com
& login.windows.net FQDN loginwindows.net
& none Subnet 0.0.0.0/32
= pcl Subnet 192.168.2.144/32 B LAN1 (portl)
& serverl Subnet 192.168.2.122/32 & LAN1 (port1)

PH PRV ]

IPSEC tunnel :L&d!

@ Dashboard

% Security Fabric
e FortiView

+ Network

£ System

B Policy & Objects
& Security Profiles

Overlay Controller VPN

IPsec Tunnels

|Psec Tunnel

|Psec Aggregate

IPsec Wizard
IPsec Tunnel Template
SSL-VPN Portals
S5L-VPN Settings
VPN Location Map

& User & Device

Il Log & Report

€ Monitor

Sob l | it/ k|

Searc

Interface Binding

Status

No results

469 (= 405 “aiall
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@ Dashboard >  WPN Creation Wizard
N& Security Fabric > = N N = PN 5 :

o VPN Setup }A’A 0 Policy & Routing | 2| e Client Options ’
I FortiView >

Name |
 Network >
£ System » A 100 concurrent user(s) will be supported
B Policy & Objects >

Site to Site | Hub-and-Spoke ENGIERN

& Security Profiles > Template type p SIe

Custom

I L VPN “ | Remotedevicetype [ROIZpSEEIl Native
Overlay Controller VPN ® FortiClient [EEgeEee)

Dialup - FortiClient (Windows, Mac OS, Android)

IPsec Tunnel Template

SS5L-VPN Portals

Intemet

S5L-VPN Settings

VPN Location Map This FortiGate FortiClient
& User & Device >
€& Monitor b4

Old eMel 8 394ally LSy Remote Access Leesig IPSec_tunnel pwls tunnel U gl dyuzs @3 Coo
. ..\iﬁ)..\.'a‘j‘ e o 13..\.1.:3 Q,S; Ol QS-QA)}};." a},‘.?‘

=03 FortiGate VM64 marfadi-ym

@ Dashboard > VPN Creation Wizard

S . 0 ——

¥ Security Fabric i’ o VPN Setup ’ 9 Authentication ] 0 Policy & Routing E e Client Options }
| FortiView >

Incoming Interface

4 Network »
Authentication method
£ System » 3
v Pre-shared key [ revrvrrrerers BEERE
B Policy & Objects >
Y ! User Group £ vpn_users ] - |
& Security Profiles >
|2 ven v _ o
IPSec_tunnel: Dialup - FortiClient (Windows, Mac OS,
Overlay Controller VPN Android)
IPsec Tunnels

IPsec Wizard

Intemet

IPsec Tunnel Template

SSL-VPN Portals This FertiGate FortiClient

SSL-VPN Settings

VPN Location Map <Back Cancel
& User & Device >
il Log & Report >
€ Monitor >

L i LaS 929 JLas¥l Judiw sl incoming interface JI ¢45 yus o3 e3e 85 94ally LS
real ipJ! dle Il wan1 O9Sw Laslu

ol oo 1o g Il (eusiwell Laclac| pitw &I preshared key J1 oSG 5w
(Remote users) aS.id|
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IPSec_tunnel sLewd | tunnel U (o i L 7gaud | o9yt slises o3

marfadi2 g marfadi1 o1, 391 Ll 1oy (&l vpn_users Mo

@ Dashboard > VPN Creation Wizard
S - .
% Security Fabric BN © VN setup D] @ Authentication D] B Policy & Routing )@ Client Options | 4
| FortiView >
Local interface | 1% | AN1 (port1) | -
4 Network S
Local Address INTERNAL_NETWORK x
£ System b *
& Policy & Objects > | Client Address Range |[10.10.10.1-10.10.10.5 _J
& Security Profiles > | Subnet Mask 255.255.255.0
O VPN v | DNS Server Use System DNS R0
Overlay Controller VPN Enable IPv4 Split Tunnel [ @]
IPsec Tunnels Allow Endpoint Registration @
IPsec Wizard
IPsec Tunnel Template IPSec_tunnel: Dialup - FortiClient (Windows, Mac OS,
Android)
SSL-VPN Portals
SSL-VPN Settings

VPN Location Map
& User & Device >

Intemet

This FortiGate FortiClient
il Log & Report >

€ Monitor >
< Back Next = Cancel

local wyu=dlyg dels ol a5 id! (29 local interface =lan s o3 el 8y94alls LS
.24/192.168.2.0 L L Lasyues @3 ‘é’\.ﬂ address=Internal network

S yay S é)}é.”}‘.ﬁ o remote usersd| syl Lole Juazs g @J‘ A WP | INVRE S e
o3> due 5110.10.10.5 11 10.10.10.1 29 vpn 5 JLas¥|

: Ciols Lyl 12 g3

o8ed JI Jgeo4IL remote users roud <6l Lleass wie S Enable ipv4 SplicTunnel

RE-L T

7ol e registration J dues Jads ey csld Lpads wie Allow Endpoint Regsteration

.. forticlient

ITES %,3)5.5." e Juzeud Joay (Ses (remote user vpn) Sl ST G
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(IS 53901 1 (e Jald gy Budas LIS (10 Sy Aol s o

3k 4ilSg(web filter,app control,anti viruse,ips) L9y 15590 5k Ao Basbas Koy Ided
- Liayl dinga remote vpn el G o321 Cimiol dgrg 4uls |l sl e

== FortiGate VM64 marfadi-vm > 1 @- Ad
@ Dashboard > | VPN Creation Wizard
. . .
& Security Fabric Il © VPN setup | @ Authentication | ) @ Policy & Routing [ X @ Client Options | 4
I FortiView >
Save Password [ @]
& Network >
Auto Connect e ]
£ System >
Ve Always Up (Keep Alive) OB
B Policy & Objects b
& Security Profiles >
IPSec_tunnel: Dialup - FortiClient (Windows, Mac 0§,
O VPN ~  Android)

Overlay Controller VPN

IPsec Tunnels

) . Intemet
IPsec Wizard w ———
IPsec Tunnel Template This FortiGate FortiClisrt

SSL-VPN Portals

SSL-VPN Settings = Back Create | Cancel

VPN Location Map

& User & Device >
il Log & Report >
€ Monitor >

:Save Password

e 3 gl save Joay 7 Lowdl dbyd b o o901 ae cdUSU JLas¥| delos o Loic
!Yf‘b}l-@

Auto Connect

Jory Jeaddll allas () 3 pomey ,_zgi Auto connect Jaxy (Remote user) jaseidl Jazs ol Aoy Ja
1Y af forticlient JI dawlgs VPNII pe cun 9ol JLas¥! o 45L8

:Always Up (Keep Alive)

Syzmas 5L0 39l 5l e COANL Juad ol dlSin o of tumy Jobo e Jlid JLas¥! Jas
salel Joay SIS J)9all agdy 3518 3 JS Lo o ydilin JLai ¥l dedes 035 Lll o ¥ gy Lo
« JLasl
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FortiGate VM64 marfadi-vm

@ Dashbozrd 4 # Edit | W Delete Search | Q |

NA Security Fabric »

Tunnel Interface Binding Status Ref.
I FortiView »

% Network >
£ System > O IPSec tunnel % _WAN (port2) @ Inactive 2
B Policy & Objects >
& Security Profiles >
I 0 VPN v
0verIaE Controller VPN
IPsec Wizard

IPsec Tunnel Template
SSLVPN Portals
SSLVPN Settings
VPN Location Map

& User & Device >
|l Log & Report >
@& Monitor >

S yx0d yge éi o Lele W JULas! éi d>¢0 ¥ ¥ Inactive Ldl>g vpn tunneldf < Lad! o
-active Ul muay JLas¥|

8Ual 8 g4atly LeS (gutd sy £ Lad1 o3 tunnel 31 ¢ LaS1 s yzmes 4l Jasdls

marfadi-vm
-~
@ Dashboard ’ + CreateNew || # Edit | W Delete | Q Policy Lookup | Search | Q
% Security Fabric >
) ([iig=lo =A== By Sequence
li FortiView >
o Network > 1D Name Source Destination Schedule Service Action
£ System > [=] 2 IPSec_tunnel —M LAN1 (port1) @

& Policy & Objects N 5 vpn_IPSec_tunnel_remote & INTERNAL NETWORK
IPv4 Policy

[E M LAN1 (port1) — B WAN (port2) @

Authentication Rules

4 private = all 2all @ always o ALL « ACCEPT
Local In Policy & FS50-GROUP-IT
IPv4 Do Policy 3 public B Subnetl Bal @ always @ ALL @ DENY
Addresses [ Implicit @
Internet Service
Database
Services
Schedules
Virtual IPs

S| e/ k| 469 (-~ 409 4sial)
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Mg o Jygall JI(remote users) zylsdl (o pslall cled A duo gy p9a5 O oz U3

.

 JWE gt gl cLadL
éi.) WANU! e Jlu ! ‘z;i..a virtual interfacel| ga4 ipsec_tunnel ;o JLas! ‘éi Jgds Emy
slial 5)3.44.".3 LASJ%}JL' J &a—w‘ “_.9‘4"

@ Dashboard > ™ New Policy
N% Security Fabric >
e FortiView ¥ Name @ rallnw_remote_vpn h
&+ Network > Incoming Interface | @ IPSec_tunnel -
£+ System > Outgoing Interface WAN (pori2) -
B Policy & Objects v Source B all b4
IPv4 Policy *
Authentication Rules Destination Sl N ®
S ElrRE 5T Schedule [e always -
g srhey Service @ ALL x
Addresses *
Internet Service Action @ DENY y
Database
Services Inspection Mode RELNRIEE= N Proxy-based
Schedules
Virtual IPs Firewall / Network Options
IP Pools NAT O
Protocol Options IP Pool Configuration Use Qutgoing Interface Address
IJse Dynamic IP Pool
Traffic Shapers
Preserve Source Port (I
Traffic Shaping Policy
Protocol Options default v| &
Traffic Shaping Profile
& Security Profiles >

Security Profiles
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o= FortiGate VM64  marfadi-vm

@ Dashboard > n # Cdit| | & Delete

Q, Palicy Lookup ‘ Search | Q |

NA Security Fabric »
) Interface Pair View [EURLTI o]
I FortiView >
% Network > ID Name Source Destination Schedule Service Action
£ System > [E @ IPSec_tunnel — B LAN1 (port1) @
& Policy & Objects Y 5 vpn_IPSec_tunnelremote I IPSec tunnelrange & INTERNAL NETWORK [@ always @ ALL  + ACCEPT |

[=] & IPSec_tunnel — M WAN (port2) @

Authentication Rules

allow_remote_vpn all v ACCEPT

Local In Policy

[Z B LAN1 (port1) — 8 WAN (port2) €@
IPv4 DoS Policy

4 private Ball Bl [8 always W ALL v ACCEPT |
Addresses & FSS0-GROUP-IT
Internet Service .
Database 3 public & Subnet1 Dal always @ ALL @ DENY
Services Implicit €
Schedules
Virtual IPs

-

Pd .
vpn connection pe JLas¥| Jldiwd jals muol cus Jr9all 3l muol iy wutd gl < Lad!

. CdMIS 9.’.’.)3"" EAL‘_)A e olalue¥l Joay ?3.5.3 g U3 Ly

U FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

Configure VPN

(S nb) i/ o)) 469 (3« 411 aiall
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Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

VPN |

Connection Name |Marfadi |

Description | |

Remote Gateway [73.93.188.90 B | | ®
+Add Remote Gateway

Authentication Method | Pre-shared key v |

Authentication (XAuth) @ Promptonlogin (O Savelogin () Disable

+ Advanced Settings

=

Marfadi Sy JLas e ‘éi @5 IPsec VPN ga JLas¥| §g5 dyizes 03 Co>

78.93.188.90 suxll real ip J 929 WAN1 sul 92 remote Getaway g

0 FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name Marfadi v

Username

Password

o Slglasel) ol § 4Ll Liad gilly marfadil Stia 394l 3 ygsulidly iy sgull JUoals podi o3
w Jbas! Jeay pgds
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Upgrade to the full version to access additional features and receive technical support.

Stat usl Connecting I

VPN Name Marfadi v
Username marfadii
Password | ............

cee JLa3¥ ! G IHTTIHITIIL
wr G REALIP ;345 anal JLas¥| deloc o35 oof audl

IPSec SITE to SITE

PEER to PEER Lyl (it
{.’_\_
( >,
IFsec \ Internet )

WAN 1 /4040401724
WAN 1 /40.40.40.2 / 24

'Y T ] =
L LU LUl B $28eede_
ﬁﬁ, pn@}iﬂ: 3 :':j,é.'.".':.':. . "‘"’M:;:g";‘_-'f‘:?';, ;ge:: e e :.:':' . — g
R i)
AN 192168.2024 | HODEIDAH LAN 10.0.0.99/24 ADEN
! &=
X
AW 192.168.2.121/124 LAN / 10.0.0.10

(S| ot/ o) 469 (-~ 413 4sial)
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e uSally iny 3929k 3Ll Jaumgll audain sotutdl § 50 g1 3Ll Gummy i f0¥) Al g

- g8 S realip Laebbﬁds‘zgcq}&;ﬁﬁ)@éumutbﬁa

ADEN ¢ ,all vm J sliels Liod

FortiGate-UMG4 login:
FortiGate-UMG4 login: admn

ou are forced to change your password, please input a new password.
eH PassHord :sesxsxs

onfirM Password:ssexs

elcome !

ortiGate-UMG4 # config system interface

ortiGate-UMG4 (interface) # edit portil

ortiGate-UMG4 (portl) # set mode static

ortiGate-UMG4 (portl) # set ip 18.8.8.99 255.255.255.8
ortiGate-UMG4 (portl) zet allowaccess https http ping s=sh
ortiGate-UMG4 (portl) end

FortiGate-UMG4 #

] FG_ADEN - VMware Workstation - 0
File Edit View VM Tabs Help
- | & &) Virtual Machine Settings
Library Hardware | Options
Type here to search R Device status
1 Device Summary
= 5l My Computer 8 Memory 1GB [#] Connected
FG-HODEIDAH [ Frocessars 1 Connect at power on
FG_ADEM et Hard Disk: (SCSI) 2GB
] 5 ared Vhs \ Hard Disk 2 (¢ )L GE Metwork connection

A=)
= Network Adapter 3 Bridged (Automatic)
Elr‘letwork Adapter 4 Bridged (Automatic)
Elr‘letwork Adapter 5 Bridged (Automatic)
Elr‘letwork Adapter 6  Bridged (Automatic)

Elr‘letwork Adapter 7 Bridged (Automatic)

1=l Network Adapter Custom (VMnet4) I () Bridged: Connected directly to the physical network

(CJMAT: Used to share the host's IP address
ost-only: A private network shared with the host

(®) Custom: Spedific virtual network

Elr‘letwork Adapter 8  Bridged (Automatic) VMinet10 e
T Network Adapter 8 Bridged (Automatic) [_JLAN segment:

Elr‘letwork Adapter 10 Bridged (Automatic)

IEJDispIay Auto detect

LAM Segments... | | Advanced...

Sobi sl g/ o] 469 [« 414 iaiall
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=] FG-HODEIDAH - VMware Workstation
File Edit Wiew VM Tabs Help

0l ~ | & | % Virtual Machine Settings
Library Hardware | Options
Q, Type here to search Device status
Device Summary
= =l My Computer 9 Memary 1GB Connected
FG-HODEIDAH [ Processors 1 Connect at power on
(p FG_ADEN {ei Hard Disk (SCSI) 2GB

) Shared VMs Network connection

4 Hard Disk ST) S0 ﬁB
= Network Adapter Custom (VMnet1)
\LNetwork Adapter 2 Custom (VMnet10)
= Network Adapter 3 Bridged (Automatic)
ENetwork Adapter 4 Bridged (Automatic)
Elmetwgrk Adapter 5 Bridged (Automatic) ) Host-only: A private network shared with the host
ENetwork Adapter 6  Bridged (Automatic) (@) Custom: Spedific virtual network
ENetwork Adapter 7 Bridged (Automatic)

() Bridged: Connected directly to the physical network

Replicate physical network connection state

() MAT: Used to share the host's IP address

ENetwork Adapter 8 Bridged (Automatic) . VMnetio e
ENetwork Adapter 9 Bridged (Automatic) [_JLAN segment;

ENetwork Adapter 10 Bridged (Automatic)

M| pisplay Auto detect

LAN Segments... | | Advanced...

VMnet1 ga ozl ¢4t (LAN)ASad! @)S Udas Ll Jasdls

- VMnet1 idgudl e susasdl ¢ 143 592911 PC-HOD yigraST! 5Lise AS0ad ) &0pS Jazes hgun
VMnet10 ga souoxd| ¢, (WANT) 1341 &S

VMnet4 ga (e §yal (LAN)ASET | &)S Jazes Bgang
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vpn over SSL -Y
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< Ao st ads ) aseiad! JI Jguo ol oL LM (o caifll dmduo (oo oyles R web mode -\
SS9 85 Lo s | services J| S J1 ol Licuws Lasasme Ul diceas (b pus Juogl 5l
#JI.. Motzilla firefox s IE e web interface je oiy lda

sLisl 5 yg4alls LeS web mode JI i S
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SSL-VPN Portal

@ Launch FortiClient & Download FortiClient ~
2" Quick Connection 4+ New Bookmark
History
2020/03/30 03:54:51 197.192.82.126 11 minute(s) and 23 second i(s) 0Bin/0Bout
2020/03/3003:53:31 197.192.82.126 10 min nd 45 second(s) 391.48kBin/9.19 MB out
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< Quick Connection

@ @4 o >
I RDP &y SSH
SMB/CIFS VNC Telnet
SFTP Ping
URL

SSO Credentials (B

podtiudy Sy (J 98 Cu vpn Jeay s (e gl sbiall JSCaT) 9ot Tunneling mode -Y
o9yl of U ol 39 gdl (e a5 i Forticlient (oo L aols el

File Help

Hmada.Glal :
L& REMOTE ACCESS D

VPN Name HQ .
Username hmada
Password ~ essssesesse

ﬂ Save Password | Auto Connect ] Always Up
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vpn JI 4o et local Group g local user ¢ Ladl I 7 by -

real ip dle (9SG WANI| gag Listen interface -Y

o iy vpndl s Leg vpndly dds |l aSedd! (s Lo L8l A0 5 9500 awid Security policy -
A a1 I (e i) poin(cgid1) e Shie A g0 J1 oo ! Jan! oy
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t lelos Gudatll delony pgds ogu ¥

Dashboard > Users/Groups Creation Wizard
S Fa >
LotnCedeni 3 © Cont e 0 @ i
FortiView >
Local User
Network L.
Remote RADIUS User
System Remote TACACS+ User

Pollcy & Objects Remote LDAP User

Security Profiles > | FssO
VPN > FortiClient EMS User
FortiNAC User

Authentication Settines
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@ Dashboard >

e - i
%X Security Fabric 2 Q User Type @ Login Credentials ° Contact Info 0 Extra Info

& FortiView >
4 Network >
£ System >
B Policy & Objects >
@ Security Profiles >
2 VPN >
| & User & Device v
User Groups
Guest Management

Device Inventory
LDAP Servers

RADIUS Servers
Authentication Settings

CartiTaliane

Users/Groups Creation Wizard

Username J hmada.glal

Password vesececscse

b

hmada.glal el local user ¢Ladl @3

@ Dashboard

NX Security Fabric
& FortiView

+} Network

& System

B Policy & Objects
& Security Profiles
0 VPN

& User & Device

> Users/Groups Creation Wizard

N @ User Type » @ Login Credentials @ Extralnfo

Email Address | |

> (O SMs

(O Two-factor Authentication

User Groups

Guest Management

Device Inventory

cead Wl 3 Jeas¥) J1 byl podi 5 390lill (i 03 Wl 3 (9 poliel) Joa¥T 4SS a g o

reset password (o

E FortiGate 80E CarePharma-Fortinet

@ Dashboard

NX Security Fabric
& FortiView

4 Network

£ System

5 Policy & Objects
& Security Profiles
2 VPN

& User & Device

User Groups

Guest Management
Device Inventory
LDAP Servers

RADIUS Servers
Authentication Settings

Sob l | it/ k|

Users/Groups Creation Wizard

@ User Type > @ Login Credentials » @ ContactInfo » @ Extrainfo
User Account Status [t RECEGREO Disabled

User Group e J

.Enabled 2 wluzl Al> Lo
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@ Dashboard

34 Security Fabric >

+ CreateNew | & Edi
Name =
I FortiView >

“ Network & guest

£ System > | & hmada

& LOCAL
& LOCAL

Search

Type

(<}

Q

Two-factor Authentication

B Policy & Objects > E hmadaglal

& LOCAL

J

@ Security Profiles >
2 VPN >
& User & Device v

User Groups ) 44
Guest Management

Device Inventory

LDAP Servers

RADIUS Servers

Authentication Settings

FortiTokens

sLisl 8 94alls LeS group Liils agdiuw ¥

@ Dashboard > l Crca(eNE | ’
N Security Fabric > ;

Group Name
18 FortiView >

+f Network Guest-group

& System 5 | SSO_Guest Users
B Policy & Objects 5 | ven-group
@ Security Profiles >
VPN N

I & User & Device v

User Definition

Grou

Guest Management
Device Inventory
LDAP Servers
RADIUS Servers

Asbhanticatin Catbinac

@ Dashboard >

X Security Fabric > o

New User Group

I8 FortiView >

Type
4 Network >

& System >
& Security Profiles 5 Members
L VPN 3
| & User & Device v
User Definition
User Groups
Guest Management
Device Inventory
LDAP Servers
RADIUS Servers

Authentication Settings

Sob l | it/ k|

irewall

Fonir@ Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO)
B Policy & Obijects > Guest

&

Name | vpn-ssl-group|

Search

Group Type

B Firewall

@ Fortinet Single Sign-On (FSSO)

Firewall

Q
Members

& guest

& hmada

(Firewall) J&s! Lee 939 VPN-SSL-group Lol
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@ Dashboard > NewUser Group

Select Entries
X Security Fabric > Q
Name vpn-ssl-group

B USER(R)
oe @

Fortinet Single Sign-On (FSSO) & guest
& System > RADIUS Single Sign-On (RSSO)

B Policy & Objects > Guest

@ Security Profiles 5 Members [ + —) bm
VPN >

I & User & Device v

Search

& FortiView >

 Network >

oK | Cancel
User Definition

Guest Management
Device Inventory
LDAP Servers
RADIUS Servers

Authonticatinn Sattinae

SPR[ VSTV TE PN IPOV-EPY:

+ Crea;:e‘w_.i # I Delete Search Q

@& Dashboard >
\,f\ Security Fabric >
Name Tunnel Mode Web Mode
e FortiView >
o Network 2 full-access @ @ Enabled @ Enabled
tunnel-access @ Enabled © Disabled
£ System >

B Policy & Objects 5 [Jweb-access © Disabled @ Enabled
& Security Profiles >

|D VPN I b4

Overlay Controller VPN

IPsec Tunnels
IPsec Concentrator
IPsec Wizard

IPsec Tunnel Template

SSLVPN Portals

SSL-VPN Settings
VPN Location Map

& User & Device >
= WIiFi & Switch Controller >
Ll Log & Report >
@ Monitor b

: JW portal 3 dls |y ua gy v A8 JSi o Jo9all b el Byg4alls LeS Jasdls

web sl tunnel modeJ! s ¢lgw vpn I lguo9s oz b Sleodlio o Lia: Full-access

access

tunnel mode o 4pols Slesds sda: Tunnel-access

P Lied s g oy g A S9!l S S| cugll diols sda s Web-access
-390 cuodl e vpn Sl alio gy pels cilodlio pellac|
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:full-access e Jooaidly pgdin >

) =
@ Dashboard > [ # CreateNew | # Edit Delet Search Q
N Security Fabric >
Name < Tunnel Mode & Web Mode &

I8 FortiView >
 Network > —m © Enabled © Enabled
& System tunnel-access © Enabled © Disabled
B Policy & Objects » | Web-access © Disabled © Enabled
@ Security Profiles >

Overlay Controller VPN

IPsec Tunnels

IPsec Concentrator

IPsec Wizard

IPsec Tunnel Template

SSLVPN Port;

SSL-VPN Settings

VPN Location Map
& User & Device >
# WiFi & Switch Controller ¥
@ Dashboard > Edit SSL-VPN Portal
N& Security Fabric > FortiGate

e Name  full-access

18 FortiView & CarePharma-Fortinet
*# Network > LimitUsers to One SSL\VPN Connection at a Time (B
° ® Documentation

System >

& OnlineHelp &
B Policy & Objects > © Tunnel Mode Desabled W Video Tutorials (4
& Security Profiles > [Enable Split Tunneling & @©
|u VPN v Routing Address +
Overlay Controller VPN Source IP Pools SSLVPN_TUNNEL_ADDR1 x
+
IPsec Tunnels
IPsec Concentrator

Tunnel Mode Client Options
IPsec Wizard .
Allow client to save password

IPsec Tunnel Template 3 :
Allow client to connect automatically €@

SSL-VPN Portals i "
_ Allow client to keep connections alive @

SSL-VPN Settings

DNS Split Tunneling »
VPN Location Map
& User & Device > €@ Host Check
= WiFi&Switch Controller > Type Firewall = Enable both
Ll Log & Report > Restrict to specific OS versions (B
@ Monitor >

© Enable Web Mode
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Enable Split Tunneling ;Ltl )&l o3 el 5 ygualls LS

#® Dashboard

WX Security Fabric
M FortiView

#+ Network

£ System

B Policy & Objects
@ Security Profiles
2 VPN

Overlay Controller VPN

IPsec Tunnels
IPsec Concentrator
IPsec Wizard

IPsec Tunnel Template

SSL-VPN Portals

SSL-VPN Settings
VPN Location Map
& User & Device

= WiFi & Switch Controller

M Log & Report
€ Monitor

FortiGate 80E

>  Edit SSL-VPN Portal
Trype ATYEATT OIS U

>

Restrict to specific OS versions (B
>
> @ Enable Web Mode
> Portal Message SSL-VPN Portal
> Theme Blue v
> Show Session Information @
N Show Connection Launcher @

Show Login History ©

User Bookmarks ©

Predeﬁned‘: k]

& Edi Del Search Q
Name = Type = Location Description =
No results

N 0
>
5 @ Enable FortiClient Download
5 (BlIgclall SSL-VPN Proxy

CarePharma-Fortinet

Download Method

web access mode I Bookmarks 43lLxi &usyl g9

@ Dashboard > | EditSSL-VPN Portal New Bookmark
e
S 7 <
%X Security Fabric Restrict to specific OS versions (B Name
& FortiView >
- Type [ HTTPHTTPS ]
Network >
@ Enable Web Mode URL HTTR/HTTPS
>
& System Portal Message I §SL—V Description 1P
& Policy & Objects > I Theme [Blue Sifgle Sigi-On
8 Security Profiles > | ShowSession Information @O
SFIP
I L VPN v Show Connection Launcher @
Y SMB/CIFS
Overlay Controller VPN Show Login History © / OK Cancel
IPsec Tunnels User Bookmarks © SsH
IPsec Concentrator Predefined Bookmarks TELNET
i = VNC
IPsec Wizard * Create New | & Edit
IPsec Tunnel Template
Name = Type 5
SSL-VPN Settings
N Ni
VPN Location Map 9
@ Dashboard > | Edit SSLVPN Portal New Bookmark
— 4
e
% Securty Fabric > | Restrict tospecific O versions (B Name SRV
|8 FortiView >
Type RDP v
o Network > € Enable Web Mode
& System > | Portal Message SSEV o 3389
B Policy & Objects > Theme B Description
@ Security Profiles > ShowSession Information @ Single Sign-On SSLVPN Login
0 VPN v Show Connection Launcher @ Username [t e —
Overlay Controller VPN Show Login History © Password [eesesencccnnee ]
IPsec Tunnels User Bookmarks © Keyboard Layout | English (US). v
IPsec Concentrator Predefined Bookmarks Security Standard RDP encryption. v
IPsec Wizard [# createNew]| # Eait 1 pe
IPsec Tunnel Template
Name = Type = Cancel
SSL-VPN Portals
SSL-VPN Settings
i Na
VPN Location Map
& User & Device >
® WiFi & Switch Controller >
FortiCli i
i Log & Report € Enable FortiClient Download
T , | Download Method q
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remote J| yc 192.168.10.100 ,3,cull JI Jgs0 9! piss Eoe bookmark délxi o3
Pudd sl 5 59wl o 5 394! 4liS 03 Eo (RDP) Desktop

@ Dashboard >  Edit SSL-VPN Portal
rype Tirewan - Lnaure v
SA Security Fabric > : : 7
ve 4 Restrict to specific OS versions (B
& FortiView >
++ Network > @ Enable Web Mode
& System > Portal Message SSL-VPN Portal
B Policy & Objects > Theme Blue -
& Security Profiles > Show Session Information @
ID. VPN v Show Connection Launcher @
Overlay Controller VPN Show Login History ©
Psec Tunnels User Bookmarks ©
IPsec Concentrator Predefined Bookmarks
IPsec Wizard Delet Search Q
IPsec Tunnel Template ) -
Location Description
SSL-VPN Portals
SRV RDP 192.168.10.100
SSL-VPN Settings
-
VPN Location Map
& User & Device > N 1
= WIFi & Switch Controller >
@ Enable FortiClient Download
[l Log & Report >
: Download Method VPN Prox
€ Monitor > SSL. oxXy
- . we 4 -
SSL-VPN-Settings I wladdl agdi <3 uay
. . .
@ Dashboard > SSL-VPN Settings
SA Security Fabric > 2 SSL VPN Setup Guides
[ FortiView > Connection Settings € Web Mode
Web f t 2
+# Network > Listenon Interface(s) M we (wan1) x & Vebinue frsceRG G
u Sstem N ey Tunnel Mode
8 . E——ﬁ - & Fulltunnel for remote user ('
B Policy & Objects > Listen on Port 4430 1 x & Ssplit tunnel for remote user ('
g & Tunnel mode host check (7'
& Security Profiles 2 Web mode access will be listening at e
| £ VPN v httpsi/192.168,1,2:4430 8 Multirealm &
Overlay Controller VPN Authentication
(PsacTurnels Redirect HTTP to SSLVPN (B & Certificate authentication ('
CstricE ARk T B o specifEhoat & LDAP-integrated certificate authentication (7
IPsec Concentrator & FortiToken Mobile Push authentication (2
) Idle Logout © & RADIUS on FortiAuthenticator (7'
IPsec Wizard Inactive For 300 Seconds & RADIUS and FortiToken mobile push on FortiAuthenticator z
|Psec Tunnel Template & Local user password policy ('
Server Certificate @9 Fortinet_Factory - & RADIUS password renew on FortiAuthenticator (4
SSL-VPN Portals & LDAP user password renew (2
SSLVPN Settings You are using a default built-in certificate, which will not be able to Troubleshaoting
verify your server's domain name (your users will see a warning). It & Troubleshooting ('
VPN Location Map is recommended to purchase a certificate for your domain and
A picadit for use ® Do
& User & Device > Documentation
= WiFi > Click here to learn more & OnlineHelp (7'
WiFi & Switch Controller ® Video Tutorials 2
it Log & Report >
Require Client Certificate (B
@ Monitor >

o listening port fromJI_aiS Jindigrealip dde gddls WANIDI &S spusety Lied So>

2 A s cra(https) 443 pe duds cus Jgall oylal S oy 4430 Mie J1 443
.4430 & 39d1 oe vpn web mode I Jguo odl Sy LeSy i 7Y

Sob l | it/ k|
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@ Dashboard > | SSL-VPN Settings
NX Security Fabric >
|8 FortiView > Redirect HTTP to SSL-VPN (B
estrict Access ow access from any hos imit access to specific hosts
o Network 5 Restrict A All f QS Limit t ifict
£ System N Idle Logout ©
B Policy & Obijects Inactive For 300 Seconds
@ Security Profiles Server Certificate l &9 Fortinet_Factory v I
[y
I-':l VPN e You are using a default built-in certificate, which will not be able to
verify your server's domain name (your users will see a warning). It
Shimisy Contralle VED) is recommended to purchase a certificate for your domain and
IPsec Tunnels upload it for use
IPsec Concentrator Click hieretolearn miore
IPsec Wizard
IPsec Tunnel Template Require Client Certificate (B
SSL-VPN Portals

SSL-VPN Settings & Tunnel Mode Client Settings @
VPN Location Map Address Range LG BN WEEHEREG GRS Specify custom IP ranges

Boledd| ady pgds ¥ Jundy Lialy Sbex sl oo vpndl s Jgso gl (Ses el 859401y LeS
- P LS LSl

@ Dashboard > | SSL-VPN Settings
G i . | srecommended to purchase acertificate for yourdomaimand™
¥ Security Fabric 4 upload it for use.
& FortiView > )
Click here to learn more
4 Network > Iy
& System 4 Require Client Certificate (B
B Policy & Objects >
@ Security Profiles > Tunnel Mode Client Settings @

I L VPN V. Address Range LGN ENTE] RS LT [ (=00 Specify custom IP ranges

Overlay Controller VPN
Tunnel users will receive IPs in the range of 10.212.134.200
IPsec Tunnels 10.212.134.210

IPsec Concentrator

|Psec Wizard DNS Server Same as client system DNS  BIoEla1Y

IPsec Tunnel Template Specify WINS Servers OB

SSL-VPN Portals
Authentication/Portal Mapping €

SSL-VPN Settings W

VPN Location Map | + CreateNew | & Ec & Delete
& User & Device ’ Users/Groups + Portal =
& \kipi .
¥ WIFl&Switch Controller X All Other Users/Groups full-access
Ll Log & Report >
€ Monitor >

@2 Al pgdy (1o 98 Co (Sogall Susmy el Byg4alls LeS &l sl ey oL Lea
VPN daalid! ol 59

- Jogall alill duds ga dns server J) &5 LSy
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@ Dashboard

3K Security Fabric

I8 FortiView

b Network

& System

B Policy & Objects

@ Security Profiles

L VPN
Overlay Controller VPN
IPsec Tunnels
IPsec Concentrator
IPsec Wizard
IPsec Tunnel Template
SSLVPN Portals

VPN Location Map
& User & Device
® WiFi & Switch Controller
It Log & Report
& Monitor

@ Dashboard

X Security Fabric

1™ FortiView

4 Network

£ System

B Policy & Objects

& Security Profiles

|2 ven

Overlay Controller VPN
IPsec Tunnels
IPsec Concentrator
IPsec Wizard
IPsec Tunnel Template
SSL-VPN Portals
SSL-VPN Settings

VPN Location Map

18 FortiView >
+ Network >
& System >
B Policy & Objects >
@ Security Profiles >
|2 ven 2

Overlay Controller VPN

IPsec Tunnels

IPsec Concentrator

IPsec Wizard

IPsec Tunnel Template

SSL-VPN Portals

SSL-VPN Settings

VPN Location Map
& User & Device >
& WiFi & Switch Controller >
L Log & Report
@ Monitor >

Skl et/ o]
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full-access LoJ All other users/groups (3% ool A8l iy o>

v Jgogll 3> dJ Cu> y9all local users i G

: AL B gl LaS Lyl LeLaily Liod @1 gyl Jadd yoies e

New Authentication/Portal Mapping

Select Entries

Users/Groups | = +

~ | User

Portal

New Authentication/Portal Mapping

Users/Groups Vi’vpﬂ-ssliroup

References

# Edit

& hmada | QSearch + Creal
1 8 USER(3)

Local (3)

& guest

-

Portal | full-access

MpvE L e,

Click here to learn more

Require Client Certificate (B

Tunnel Mode Client Settings @

Cancel

Tunnel users will receive IPs in the range of 10,212.134,200 -

Address Range PTG BRI VRSN EL L IR Specify custom |P ranges
10.212.134.210
DNS Server Same as client system DNS JNEal

Specify WINS Servers (B

Authentication/Portal Mapping €

| # Edt| B Delete

Users/Groups + Portal =
& vpn-ssl-group full-access
| AllOther Users/Groups full-access

469 (< 426 ‘aiall

& hmada

& hmada.glal

© USERGROUP (3)
B Guest-group

3L VY SR BUIIED
Web Mode
& Webmode for remote user (2
Tunnel Mode
& Fulltunnel for remote user (2
& Split tunnel for remote user (2
& Tunnel mode host check (2
Multi-realm
& Multi-realm (2
Authentication
& Certificate authentication (2
& LDAP-integrated certificate ication (4"
& FortiToken Mobile Push authentication (7'
& RADIUS on FortiAuthenticator (2
& RADIUS and FortiToken mobile push on FortiAuthenticator (4
& Local user password policy (7'

& RADIUS p: renew on FortiA ator (4
& LDAP user password renew ('
Troubleshooting

& Troubleshooting (2

@ Documentation

& OnlineHelp @
@ Video Tutorials (2
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@ Dashboard > > : ['Q Policy Lookup | | Search Q -
3K Security Fabric >

& FortiView >

+} Network >

& System 4

| B Policy & Objects v

Authentication Rules
Multicast Policy
Addresses

Internet Service Database
Services

Schedules '...'
Virtual IPs

IP Pools

Protocol Options

Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile

ssl-vpn-to-localnetwork pul; rule JI deouds Liod

SSL-VPN-tunnel interface(ssl.root) 35> incoming interface JI =iy p 9dig
dds |l A i) oS ‘éi lan (45w outgoing interface g

vpn-ssl-group gag Ll LeLadl o3 G 9yzdl) poliei¥! oa source J| o
nattljls Jeadiy pgdig dels |l A A o3 JS‘:QT all $ 9w destination Jlg
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B Dashboard Vi

X Security Fabric >

M FortiView >

$ Network >

& System >

& Policy & Objects v
|1Pv4 Policy Wi
Authentication Rules

Multicast Policy
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile

Edit Policy

Nare © Cmeianao)
Incoming Interface & |t SSLVPN tunnel interface (ssl.roo X |

'
*i‘.

Outgoing Interface x
Source w all X
& vpn-group X
vpn-ssl-group x

+
Destination X
Schedule (@ always v
Service ALL X

+

=

Inspection Mode TR Proxy-basﬁﬂ

Firewall / Network Options

NAT

Virtual Servers

@ Dashboard >
S Security Fabric >
I FortiView >
b Network >
£ System >
& Policy & Objects v

IPv4 Policy I

Authentication Rules
Multicast Policy
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shapers

Traffic Shaping Policy
Traffic Shaping Profile

Virtual Servers
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IP Pool Configuration

Use Outgoing Interface Address JUSBIOENIIEIE]

“  Edit Policy

1D
16

Last used
1 hour(s) ago

First used

27 day(s) ago

Hit count
4191

Active sessions

0

Total bytes
47540 MB

Current bandwidth

0B/s

® Documentation
& OnlineHelp (2

Firewall / Network Options
NAT [©]
IP Pool Configuration
Preserve Source Port (B

28 default

Protocol Options

Security Profiles

7

AntiVirus »
Web Filter (@ ]
DNS Filter »
(@
»

Application Control

|PS

SSL Inspection EEN no-inspection

Logging Options

Log Allowed Traffic @ All Sessions

Comments | Write acomment...
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@ Dashboard

3K Security Fabric

[ @ Policy Lookup

> (¥ Crestetew] # cai Searh a [ rar ver D
>

D Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes

[ FortiView >
% Network 3 =2 lan — @ sd-wan €D
& System 5 & sd-wan =2 lan @

B Policy & Objects | ) 7 SSLVPN tunnel interface (sstroot) 32 lan @
'1?’8" ssl-vpn-to-localnetwork 2 all Ball ©aways @ ALL ¥ ACCEPT @ Enabled [EEM no-inspection © UTM  475.40 MB

Authentication Rules

B vpn-group
& vpn-ssl-group
12 SSL-VPN tunnel interface (ssl.root) — @ sd-wan @

Multicast Policy

Addresses

mplicit €@
Internet Service Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shapers

Traffic Shaping Policy
Traffic Shaping Profile

I (VPN j1e)aSidl 75l (o0 Jgio 90l e Rule cLad1 o3 4l oMo 5 g4ty LeS Lasdls

g Il ca ¥l 1 Jguo gl adaiad o VPNII e 1l 39l JS ST 2ds 1) A i
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:ssl-vpn-to-internet swly Ruled! ells cLéd! deloay pgdivw (Y1
ashboard - # Edit clete | [ @ Policy Lookup | | Search Q

4 By Sequence

X Security Fabric >
A Fori 1D Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes

ortiView >
4 Network > 2 lan—@ sd-wan @
& System 5 @& sd-wan -2 lan @
B Policy & Objects (2 SSLVPN tunnel interface (ssl.root) —+2 lan €

12 SSLVPN tunnel interface (ssl.root) — @ sd-wan €
Authentication Rules Implicit @

Multicast Policy
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shapers

Traffic Shaping Policy
Traffic Shaping Profile

Virtual Servers

Haalth Chark
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@ Dashboard > = EditPolicy
S i i .
VN Security Fabric > e % llL;
) 5 ‘
& FortiView Name © |-vpn-to-internet [ Qsearch FCoit
+ Network > Incoming Interface 2 SSLVPN tunnel interface (ssl.roo B SERVIGE 67} 2l Lastused
£ System > 3 o 1 hour(s) ago
Outgoing Interface x .
& Policy & Objects v eoine ‘WAL First used
@ ALL ICMP 27 day(s) ago
i | @ ALLIcMPS P
Authentication Rules x @ ALL_TCP Hit count
: o x ‘ = 35,087
Multicast Policy 1 & ALLUDP
Addresses Destination Ea" J % @ Acce (/)\mv«_v sessions
Internet Service Database 0 [ HTTP
bt @ HTTPS
Services Schedule @ always -| 5
Schedules Service ALL %| @ Ars3
+ Total bytes
Virtual IPs S @ FrP 38143 MB
Action DENY
IP Pools @ FTP_GET
@ FTP PUT Current bandwidth
Protocol Options Inspection Mode Proxy-based @ NFS 0B/s
Traffic Shapers @ SAMBA
Traffic Shaping Policy Firewall / Network Options @ sMB
i @ TFTP
Traffic Shaping Profile NAT : : ® Documentation
Virtual Servers IP Pool Configuration e Outgoing Interface Address [HEL/ U= B Anlina laln A

Ay ) Jyane Cus é33.5J|}Lﬁ~ &us Outgoing interface =SD-WanJ| ol Lasd does
Ao 2l e Jhams Bguw source s Ladsuzs @3 §lg vpnd dald] ol 39l | las e
- S 94l 3Lt SD-Wan

@ Dashboard > o [ # CreateNew | # Edit et Q Policy Lookup | | Search Q e A By Sequence

A Security Fabric >
D Name Source Destination ~~ Schedule  Service Action NAT Security Profiles Log Bytes
| FortiView >
+$ Network >
£ System > RampedeNealiitadndiv-A ...
B Policy & Objects ) [2) 2 SSLVPN tunnel interface (ssl.root) —+32 lan €
ssl-vpn-to-localnetworkel 2 all Ball [® always « ACCEPT @ Enabled M no-inspection 0 UTM 47540 MB
= B vpn-group
Authentication Rules b B3 vpn-ssl-group
IMulticest Folley [ @ SSLVPN tunnel interface (ssl.root) @& sd-wan @
Acdiesses 15 sslvpn-to-internet Dan [ always v ACCEPT @ Enabled [ESMl no-inspection  © UTM  381.43MB
Internet Service Database & vpn-group
Services
Schedules Implicit €@
Virtual IPs
IP Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
Virtual Servers

Health Check

a it Dentil

LOCAL NETWORK 5 VPNJI ¢y lidllly o (&1 Rule 2 gl o3|

VPN Web J1 pe 4 ludl a8 il I Jguogll liley dilawlgs &1 (URL) dayl 1 Eoe
LisLw olsluel o3 gy ip wan of fortigate+4430 32 mode

2Ll 5 ygqalls LeS
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(oo 16 b

ecure | 41.39

keo/

Real ip of WAN1
£2% Please Login

hmadaglal I
vpn local users
Password

Launch FortiClient

¥ A Notsecure | 41.39.2(

£73 000022 0B¢ 0B+

SSL-VPN Portal

@ Launch FortiClient Download FortiClient ~

Bookmarks

=

SRV

(' Quick Connection 4 New Bookmark

History

329 839290 SRV by Laslw Leladl Led &I bookmark J| Ol el 8 ygualls LS
e | U iy dle (ni e yail 5 y2m09 192.168.10.100 45 pull Remote Desktop

2.5 00:01:18 0B+ 0B+

< | Quick Connection

mf?ﬂ & >

HTTP/HTTPS RDP SSH
VNC Telnet

SFTP Ping

Folder
SSO Credentials (B

Eince

N

HTTP/HTTPS :lgw Lau s Service éi d! a3 ! Quick Connections J1 pe <liSay !
@‘..RDP SSH Ping

web mode yc vpn/ssl Jg¥! 4a,lall sdag
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o iy ]
: Al 8 ygually LQSQU.‘QMS‘“;)M‘J«.G 6)—"'5" ELA.»ZJ.EJ‘Q

> | 41.39.20.202

a

SSL-VPN Portal
@ Launch FortiClient | & Download FortiClient ~
Bookmarks
SRV

' Quick Connection + New Bookmark

History

oo L] 8 3940 lls LS web access J

Gebillinstall Joay agds o

@ FortiClient - X
File Help

Add a new connectiqn
Edit the selected confection

Delete the selected connection

Hmada.Glal E

L1 REMOTE ACCESS

VPN Name HQ v
Username hmada
Password wasessnnnne

ﬂ Save Password Auto Connect Always Up
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Remote (§ WANJ qu¥! ayinig HQ-VPN Mis dasoly SSL-VPN g2 JlLiai¥| §g5 Coo
cllay ¥ SdMS 5900 w3 ol Save logging slises 054430 &9 d suzig Gateway
i 45 wie by JS iy 9|

b sliseid oy JSQ 3 y9ldlg P.g)j}.g.” 4SS "a..\.z'i_wﬂ Il ol bayd <dl Ll

prompt on login

W roruChient - 28
| File Help

New VPN Connection

Hmada.Glal Connection Name HQ vpn

Description

Remote Gateway 41.39.20.202 ®

+Add Remote Gateway

Customize port 4430

Client Certificate None v
Ql REMOTE ACCESS Authentication \ Prompt on login
Usermame hmada glal
M Do not Warn Invalid Server Certificate

Skl it/ ook 469 (433 Aniall



o iy o ]

| File Help

Hmada.Glal G
L} REMOTE ACCESS D

VPN Name HQ vpn v

Username mada glal
I
Password

S sy liSasg oty g 4ld connect Joeg 3 y9wldly puiy sl Sl sl 3y2ed
vor 198 | 3l Lizag HQ JI Jguo o
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VPN SITE TO SITE Jé s/ cul i >

FortiGate VMé4 marfadi

@ Dashboard > || CreateNew~)| # Cdit @ Delete Search ‘ Q ‘
N Security Fabric >
& Fortiview N T— Interface Binding Status Ref.
b Network >
£ System >
B Policy & Objects >
& Security Profiles >
|2 ven v
Overlay Controller VPN
1Psec Tunnels w
IPsec Wizard
IPsec Tunnel Template No results

SSL-VPN Portals
SSLVPN Settings

VPN Location Map
& User &Device >
Ll Log & Report >

FortiGate VMé64
@ Dashboard > VPN Creation Wizard
s . .
i Security Fabric N © \onsctup > @ Authentication » @ Policy & Routing
lba FortiView > p—
Name | ] Site to Site - FortiGate
4 Network > _—
Template type RIS ORI Hub-and-Spoke | Remote Access  Custom
& System > . :
NAT configuration No NAT between sites
& Policy & Objects > This site s behind NAT -
& Security Profiles > The remote site is behind NAT N’
~ Remotedevice t
Ig VPN emotedevice type This FortiGate Remote FortiGate
QOverlay Controller VPN
IPsec Tunnels
1Psec Wizard W

< Back Next > Cancel
IPsec Tunnel Template

SSL-VPN Portals
SSL-VPN Settings
VPN Location Map
& User & Device >

S site to site ¢a oyl decgig tunnell ¢a tunnel 31 el oL g3 oMe| 3 L LS
" 92 Jas )l deegig 92 pl Ob i g gl
P IVE JESTS- PV JRVE PLIE VNP PRI 3B ES N

#® Dashboard > | VPN Creation Wizard

% . .

* Security Fabric Bl @ PN Sctup P @ Authentication @ Policy & Routing

M FortiView >

+ Remote device [IFNGIE Dynamic DNS tunneli: Site to Site - FortiGate
Network >

Remote IP address | 10.0. |

QOutgoing Interface

& System >
B Policy & Objects >
& Security Profiles >

Internet %’

Remote FortiGate

FortiGate2

2 VPN 4
Overlay Controller VPN

IPsec Tunnels

< Back

IPsec Wizard

IPsec Tunnel Template
SSL-VPN Portals
SSLVPN Settings

VPN Location Map
& User & Device >
Al | og & Report b3
& Monitor >
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10.0.0.1 g2 sadl site J1 3 392 9d1 2w Giosadl 3Lt @u¥1 Ol v oMol 8 y94alls LS
..real IpJ| ga9

-10.0.0.1 JI dice 7350y Aguw g M sited] 1o (94l wan interface JI lissg

.. (pre-shared Key) yudl 4ol8 iy

="= FortiGate VM64 marfadi-vm

@ Dashboard

VPN Creation Wizard

@ VPN Setup > @ Authentication » @ Policy & Routing

>
>
s FortiView >
Local interface ¥ LAN1 (port1) - I tunnel1: Site to Site - FortiGate
b Network »
Local subnets 192.168.2.0/24
>
’ ¥
N . P

& Security Fabric

£ System

]
Remote Subnets [i92.168.30.0 24 ) ‘

Internet @
o £

Internet Access @ NIy Share Local Use Remote This FortiGate Remote FortiGate

B Policy & Objects

& Security Profiles
|= ven
Overlay Controller VPN

IPsec Tunnels
IPsec Wizard ¥ <Back Cancel

IPsec Tunnel Template

SSLVPN Portals
SSLVPN Settings

VPN Location Map
& User &Device >
Il 1 og & Renart ¥

LAN1J! a4 FortiGate1 culul! local interface JI suzivw Ee>
24/192.168.2.0 oMol § ygally LS Sl e hyaty Bgu ilals Sing

(site 2) ! b.é.” as L@]a.p oy ‘“_;"\” asad! R
24/192.168.30.0 sa9 site 2 (le 539> 9llg sueadl AS Ll 29 remote subnet J) Cass o

.24/192.168.2.0 J Network object ¢Laily o> Ji59all pgdew: dlasdle

. 8lial 8 yg4ally LeS remote subnett (29192.168.30.0/24 1 Liayy
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& Dashboard > | VPN Creation Wizard
. . .
¥ Security Fabric B @ VPN Setup D @ Authentication > @ Policy & Routing
[ FortiView >
o Network 4 @ The VPN hasbeensetup
¥ System >
o ™
B Policy & Objects > | Summary of Created Objects
& Security Profiles > | Phase 1 Interface © tunnell
IQ VPN ~ | Local Address Group TR
Overlay Controller VPN
IPsec Tunnels Phase 2 Interface t =1
|Psec Wizard Pad | Static Route 2 # Edit
IPsec Tunnel Template Blackhole Route 3| & Edit
SSL-VPN Portals Local to Remote Policy ~ vpn_tunnel1_local (3) 4 Edit
SSL-VPN Settings LRe:rnn‘[e toLocal Policy  vpn_tunnel1_remote (4) # Edit y
VPN Location Map
& User & Device N Add Another Show Tunnel List
Ll | og & Report >
4+ Network N [ R e R
£ System > X loginmicrosoftonline.com FQDN login.microsoftonline.com @ Visible
I!u Policy & Objects v & loginwindows.net FQDN loginwindows.net ® Visible
I1Pv4 Policy 8 none Subnet 0.0.0.0/32 @ Visible
Authentication Rules & pc-mac Device (MAC Addres_s) 00:0c:29:ff:72:33 @ Visible
Local In Policy & tunnell_local_subnet_1 Subnet 192.168.2.0/24 @ Visible
1Pv4 Dos Poli tunnel_remote_subnet_1 Subnet 192.168.30.0/24 © Visible
Add & wildcard.dropbox.com FQDN *dropbox.com ® Visible
Internet Service & wildcard.google.com FQDN *google.com @ Visible
Database
- [ Address Group
Sriihls 7= G Suite Address Group L gmail.com @ Visible
& wildcard.google.com
Virtual IPs
& Microsoft Office 365 Address Group & login.microsoftonline.com @ Visible
IP Pools ; P
& login.microsoft.com
Protocol Options & loginwindows.net
Traffic Shapers R tunnell_local Address Group & tunnel_local_subnet_1 @ Visible
Traffic Shaping Policy 73 tunnell_remote Address Group & tunnell_remote_subnet_1 @ Visible

Traffir Chanina Drafila

v

<

. el dgsalls LaS dlals JSCho oile gazayg Qigl.i.c- ¢ Lad| o= Gl sl

sLisl 5 94alls LeS ilals JSCda (ewo policies) cwiwlw LS| et Ly

@ Dashboard

N& Security Fabric
b FortiView

b Network

¥ System

B Policy & Objects

IPv4 Policy

Authentication Rules
Local In Policy

1Pv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules

Virtual IPs

Skl et/ o]

+ CreateNew | ¢ Edit @ Delete
1D Name Source

= B port1 —@ tunnell @

vpn_tunnell_local

TR tunnell local

| Q Policy Lookup | ‘ Search

Destination Schedule Service Action NAT

g always I ALL + ACCEPT Disabled

18 tunnell _remote

|°“ [ELERLETAY NS By Sequenc

Security Profiles Log

U UTM

520 no-inspection

[ # port1—[# WAN (port2) @

1 allow

Dall

2 allll Eall

Qal AL + ACCEPT @ Enabled

Bal

[@ always

[8 always o AL + ACCEPT @ Enabled

no-inspection ¥ UTM

no-inspection 0 UTM

[E @ tunnell —M port1 €@

vpn_tunnell_remote

& tunnel1_remote

I3 tunnell_local [@ always o ALL + ACCEPT Disabled

no-inspection 0 UT

0 Implicit Deny Ball

Hal Balways WAL @ DENY

© Disable

e 01 8 5540y LeS policy 2 ¢ Lidl o3

remote site J| local site JI ¢po L8| Al mosid-1
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& Dashboard > ™ Edit Policy
NAX Security Fabric >
e FortiView > Name € | vpn_tunnell_local
b Network > Incoming Interface ™ portl x
& System > *
R Policy & Objects Outgoing Interface| | 2 tunnell x
-
e Source B tunnell_local ®
Authentication Rules -
Local In Policy Destination g tunnell_remote x
IPv4 DoS Policy *
Schedule [@ always -
Addresses | s
Service 0] ALL x
Internet Service +
Database
Action VYool @ DENY
Services
SETEIIEE Inspection Mode QELEEWELELWE Proxy-based
Virtual IPs
IP Pools Firewall / Network Options
Protocol Options NAT @
R - R - . P [ 1 -
-local sitel! JI remote sitel! cpo led| ) mawd-2
@ Dashboard > ™ Edit Policy
e N - 5 » -‘
¥ Security Fabric Name € vpn_tunnel1_remote
™
& FortiView > Incoming Interface ™ tunnell X
& Network > +
& System > Qutgoing Interface ‘ ® portl x
B Policy & Objects v *
. Source B tunnell_remote x
IPv4 Policy +
Authentication Rules Destination TR tunnel1_local %
Local In Policy +
IPv4 Do$ Policy Schedule | fe always hd
Addresses Service ‘ W ALL x
+
Internet Service
Database Action @ DENY y
Services
Inspection Mode ELEEEEGE Proxy-based
Schedules
Virtual IPs Firewall / Networlk Options
IP Pools
NAT G )
Protocol Options .
Protocol Options | 1254 default - | rd

- NATI Jeads o2y s alasdle*

sLisl 8 94ally LeS Jlal Sy static route ¢Lad! pitw Ly
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~
& Dashboard 4 # Edit | TmClone T Delete | Search | Q ‘
N Security Fabric >
Destination Gateway IP Interface Status Comments
b FortiView >
 Network .
Interfaces 0.0.0.0/0 192.168.1.1 @ WAN (port2) @ Enabled
DNS " _tunnell_remote 12 tunnell © Enabled VPN: tunnel1 (Created by VPN

7§ tunnell remote Blackhole @ Enabled VPN: tunnel1 (Created by VPN wizard

Packet Capture
SD-WAN
SD-WAN Rules
Performance SLA

Static Routes w
Policy Routes

RIP

QOSPF

BGP

= @ Dashboard > “  EditStatic Route

NA Security Fabric > 7
Destination Subnet EREWMEVENLIGIE Internet Service
i FortiView »

I 4 Network v

‘ & tunnell_remote v |
Interface ‘ @ tunnell '|
Administrative Distance @ | | 10 |

Comments VPN: tunnel1 (Created by VPN
Packet Capture wizard) -

SD-WAN Status © Enabled eI

SD-WAN Rules A y
3 Advanced Options

Interfaces

DNS

Performance SLA
Static Routes ¢ Cancel
Policy Routes
RIP
OSPF
BGP
Multicast
£ System >
B Palicy & Ohiects >

2 o> g‘)')}a.” oe éi Site 21 e ,SJg dcloal! wma)bs.'i.' 33.5.» - PO
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2 VPN SITE TO SITE DYNAMIC DNS(DDNS)

staticip J|_ae g DDNSJ| e o (5599 dawlgs (neyd Loy
no-ip.com adgs Jie DDNS +Lad| Lo sl gy puloind o S 28190t 95 S

. DDNS 4, site 2J1g Static IP 4] site 131 o1 o Ads o

FortiGate VMé64 FW-MARFADI

@ Dashboard > | VPN Creation Wizard
e N .
¥ Security Fabric N @ N Sciup > @ Authentication > @ Policy & Routing
I FortiView >
+ Name Site to Site - FortiGate
Network >
Template type RUCRGEN N Hub-and-Spoke  Remote Access = Custom
£ System >
v NAT configuration No NAT between sites
B Policy & Objects 4 This site is behind NAT Intermet %
& Security Profiles > The remote site is behind NAT iy
|Q VPN ~

This FortiGate Remote FortiGate

QOverlay Controller VPN

IPsec Tunnels
sec Wizard w
< Back Next > Cancel
IPsec Tunnel Template
SSL-VPN Portals
SSLVPN Settings
@ Dashboard > | VPN Creation Wizard
s ) .
A Security Fabric Ml @ VPN Seiup > @ Authentication @ Policy & Routing
I FortiView > —_—
+ Remote device IP Address ERGEIERIES Site2Site_DDNS: Site to Site - FortiGate
Network >
raon
£ System >
B Policy & Objects > A Unable to resolve FQDN
Internet %
& Security Profiles > g
| O VPN Qutgoing Interface -
a v s Forti '
Authentication method This FortiGate Remote FortiGate
Overlay Controller VPN
Pre-shared key @
IPsec Tunnels
IPsec Wizard w
IPsec Tunnel Template < Back Next > Cancel

SSL-VPN Portals
SSL-VPN Settings

VPN Location Map
& User &Device >

Ll | og & Report >

.. )e 5 yg4ally LeS marfadi.com ga aua ! siteld DDNSII o\l (o 5aid
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FortiGate VMé64

@ Dashboard
¥ Security Fabric >
s FortiView

b Network

£ System >
B Policy & Objects

@ Security Profiles >
|Q VPN

<

Overlay Controller VPN
IPsec Tunnels

I rd w

|IPsec Tunnel Template
SSLVPN Portals
SSLVPN Settings
VPN Location Map
& User &Device >

Ll 1 0o & Rennart >

FW-MARFADI

> | VPN Creation Wizard

@ VPN Setup ) @ Authentication » @ Policy & Routing

Local interface ‘ B portl " Site2Site_DDNS: Site to Site - FortiGate

Local subnets | 192.168.2.0/24 |
]

Remote Subnets | 192.168.30.0/24] | = M///
©

Internet Access @ 3= Share Local

Use Remote

This FortiGate

Remote FortiGate

< Back

Cancel

LasLw vpn site to site J| &lalae¥l @3 oS e 5 ygualls LS

FortiGate VM64 FW-MARI
@ Dashboard >
N& Security Fabric >
|8 FortiView >
4+ Network >
£ System >
B Policy & Objects >
@ Security Profiles >
IQ VPN A
Overlay Controller VPN
IPsec Tunnels
IPsec Wizard w
IPsec Tunnel Template
SSL-VPN Portals
SSL-VPN Settings
VPN Location Map
& User &Device >
ner £ Rannrt A

Sob l | it/ k|

VPN Creation Wizard
@ VPN Setup ® Authentication » @ Policy & Routing

A Unable to setup VPN

Summary of Created Objects
© site2Site DDNS
7R Site2Site DONS local & Edit
# Edit
Site2Site DDNS @ Rolled back successfully
4 @ Rolled back successfully
5 @ Rolled back successfully
@ Rolled back successfully

Phase 1 Interface
Local Address Group
Remote Address Group

te
Phase 2 Interface
Static Route
Blackhole Route

Local to Remote Policy
Remote to Local Policy ~ vpn_Site2Site DDNS_remote © Maximum number of entries has been reached.

Add Another Show Tunnel List

site 2J1 e dcleatl s 5,55 Bgwg sited] e dloall cies

o da il p g8l B9 L staticip 4l siteld] Jl> § ST
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. Network address

FortiGate VM64

@ Dashboard > Ntcmastion-d # Edit | @clone | @ la]
K Security Fabric >
Name Type Details Interface Visibility Ref.

8 Fortiview >

[Address ]
Address Group

F Network > Adaress -
& system , B FABRIC DEVICE Subnet 0.00.0/0 © Visible 0
. B FIREWALL AUTH_PORTAL ADDRESS Subnet 000.0/0 © Hidden o
e Policy B PC-Client-MAC Device (MAC Address) 00:0c:29:4:72:33 LAN1 (port1) @ Visible 1
Authentication Rules D Range_ip_servers IPRange 192.168.2.1-192.168.2.30 LAN1 (port1) @ visible 0
Local In Pelicy SSLVPN_TUNNEL ADDR1 I Range 10.212.134.200- 10.212.134.210 @ 55LVPN tunnel interface (ssl.root) © Visible 1
1Pv4 Dos Policy B subnet1 Subnet 192.168.2.0/24 LAN1 (port1) @ Visible 2
Addresses B VLANL address Interface Subnet 192.168.30/24 @ virtualinterface 1 {VLAN1} @ Visible o
Internet Service Database @ YEMEN ‘Geography =i United States @ visible 1
Services Dall Subnet 0.0.0.0/0 ® Visible 15
Schedules B gmail.com FQDN gmail.com @ Visible 1
Virtual IPs & login microsoft.com FQDN login.microsoft.com © Visible 1
1P Pools B login.microsoftonline.com FQDN loginmierosoftonline.com © Visible 1
Protocol Options B loginwindows.net FQDN loginwindows.net © Visible 1

FortiGate VM64

@& Dashboard » | MNewAddress

8% Security Fabric »
Mame marfadi_pc

b Fortiview ¥ [ J
Caolor 2 | Change

o Metwork »
Type Subnet -

i System >
IP/MNetmask 192.168.2.121/32

® policy & Objects ~
Interface

1Pv4 Pali
1= Show in address list [ &}

Authentication Rul N -
Snucation Rules Static route configuration

Local In Policy -
Comments | Ip of Marfadi computer[ ey
IPv4 Dos5 Policy
dresses
Internet Service Database
Services
Schedules
Virtual IPs
IP Pools
Protocol Options
Traffic Shapers
Traffic Shaping Policy Cancel
& Security Fabric >
Name Type Details Interface Visibility Ref.
™ FortiView >
Add
& system = FABRIC_DEVICE Subnet 00.00/0 @ visible o
B Policy &Objects = FIREWALL_AUTH_PORTAL_ADDRESS Subnet 00.00/0 © Hidden o
1Pua Policy I peClient-MAC Device (MAC Address) 00:0c29:472:33 Lan1 (port1) © visible 1
P Fr T Range_jp_servers 1P Range 19216821~ 192.1652.30 LAN1 (port1) @ Visible 0
Local In Policy T S5LVPN_TUNNEL_ADDRL 1P Range: 10.212.134200 - 10.212.134.210 © Visible 1
1Pv4 DS Policy 3 subnet1 Subnet 192.165.20/24 LAN1 (port1) @ visible 2
B VLAN1 address Interface Subnet 192.165.3.0/24 & virtual interface 1 (VLAN1) © visible 0
Internet Service Database B vemEN Geography i United States @ visible 1
Services Sal Subnet 0.000/0 @ Visible 15
Schedules & gmail.com FQDN gmail.com @ Visible 1
Virtual IPs T login.microsoft.com FQDN login.microsoft.com @ Visible 1
1P Pools H login.microsoftonline.com FQDN login.microsoftanline.com @ Visible 1
Protocol Options B loginwindows.net FQDMN loginwindows.net @ visible 1
Traffic Shapers Subnet 192168.2.121/32 @ visible 0 I
Traffic Shaping Policy Subnet 0000/32 @ visible 0
Traffic Shaping Profile Subnet. 1921682 144/32 LAN1 (port1) @ visible 1
& security Profiles * Subnet 1921652122/32 LAN1 {port1) © visible 1
=2 ven B wildcard dropbox com FQDN *dropbox.com © Visble 0
8 Usert: Device B wildeard google.com FaoN “googlecom © visible 1

192.168.2.121 & (qul yamases o9 marfadi_pc pwls olgic Ladl o3
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. Traffic shaper

upload traffic | download trafficJ ¢ 3w digas deyw yapass ddes (£

Guaranteed B.W Maximum B.W

200 KBps 400 KBps

ol Shaper zysgs dlel Jgaad! o,y

A6l cob ¢S 200 (2 o (Jy9ad! Lphay depuw J3 ol : Guarantees Bandwidth
. Upload J! 9| download JI 4laat ¢ 19w

download J| dcleat ¢l g AL cub ¢S 400 (2 deyuw (a8l : Maximum Bandwidth
. Upload Ji |

salasdle
4Ll cqb o4iS: KBps
46LdL <o oS Kbps
KBPS=8 Kbps

Al ol ghaselly LS Traffic shaper (Lail agds dguw Eus

=05 FortiGateVM64  marfadivm

@ Dashboard > [ # createnew | # Edit | T clone | @ Delete | [ Search [a]

& Security Fabric >

Mame Guaranteed Bandwidth Max Bandwidth Bandwidth Utilization Dropped Bytes Priority Ref
i FortiView >
Shared
N ya<e0
& system , | guarantee-100kbps 100.00 kbps 105 Ghps High o
| M Policy & Objects . | high-priority 1.05 Gbps High 5

1Pv4 Policy low-priority 1.05 Gbps Low °

Authentication Rules medium-priority 1.05 Gbps Medium 5

Local In Policy shared-1M-pipe 1.02 Mbps High o

IPv4 Das Policy

Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Protocol Options

Traffic shaping Policy
Traffic Shaping Profile
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@ Dashboard > | New Traffic Shaper

Sk Security Fabric >

Per IP Shaper

| Hign -

. Type
™ Fortiview >
Name l IT-shaper-Download I
+ Network >
@ system > | Quality of Service
& Policy & Objects 7 Tratcpriority
P4 Policy Bandwidth unit

Authentication Rules

Local In Palicy .

= -

Maximum bandwidth @0 | 3200 kbps

©| 1600 kbps

1Pv4 Dos Palicy pscp
Addresses

Internet Service Database

Services

Schedules

Virtual IPs

1P Pools

Protacol Options

Traffic Shaping Policy

Traffic Shaning Profile

>

FortiGate

@ Documentation

& oOnlineHelp &
W Video Tutorials ('

@ Dashboard ? [+ createNew || # Edit| T Clone || @ Delete | [ Search [a]
4 Security Fabric >
MName lax Bandwidth Utilization Dropped Bytes Priority Ref.

i FortiView 3

& Network >

@ System N haper-Download 1.60 Mbps .20 Mbps High [

B Policy & Objects . guarantee-10Dkbps 100.00 kbps 105 Gbps High o
1Pv4 Policy high-priority 105Gbps High o
Authentication Rules low-priority 105Ghps Low o
Local In Policy medium-priority 1.05Gbps Medium [
1Pv4 Dos Policy shared-1M- 1.02Mbps High ]
~Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Protocol Options

Traffic Shapers

Tratfic Shaping Policy

Mie ITU traffic shaper for upload :Lails agds g ¥

@ Dashboard > &

¥ Security Fabric ¥

s Fortiview >

4 Metwork 5

¥ System 3

2 policy & Objects ~
IPva Policy

Authentication Rules
Local In Policy

IPv4 DaS Palicy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs

IP Pools
Protocol Options

Traffic Shaping Policy

Traffic Shaping Profile

Sob l | it/ k|

Edit Traffic Shaper

Type EOEELl Per IP Shaper

Mame | IT-shaper-Upload

Quality of Service

Traffic priority | High - |
Bandwidth unit | kbps - |
Maximum bandwidth @ | 3200 | kbps
Guaranteed bandwidth @O | 1600 | kbps

DsCP o
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@ Dashboard > B # Edit || W Clone | @ Delete | [ search [a]
& Security Fabric > - e —
Name Guaranteed Bandwidth Max Bandwidth Bandwidth Utilization Dropped Bytes Priority Ref.
i~ Fortiview >
Shared
 vetwork ,
& system , | IT-shaper-Download 160 Mbps 3.20Mbps High 0
IE' Policy & Objects . LiTshaper-Upload 1.60 Mbps 3.20Mbps High 0 ]
Pyd Palicy guarantee-100kbps 100.00 kbps 105 Gbps High 0
Authentication Rules high-priority 105Gbps High o
Local In Policy low-priority 105 Gbps Low 0
1Pv4 Dos Policy medium-priority 105 Gbps Medium 0
Addresses shared-1M-pipe 102 Mbps High o
Internet Service
Database
Services
Schedules
Virtual IPs
1P Pools

Protocol Options

Tral

hapers
Traffic Shaping Policy

92 el priority 4] gl S wile ypu RESTEW welyl slac| Lgadsy : Traffic priority
caleyud! § Lglo¥l 4 (9Ss (e

: traffic shaperJ] g4/
- oeeilsue e ud Bgw g€ 400 Eo traffic shaperJ) ewlas wiy: Shared

- et SO ¢S 400 o pass piw ‘éi wu! S traffic shaper japass i : Perip

: Traffic shaping policy skeid/ ddt sk

@ Dashboard > 2 N+ createnew || # ea @D [ search [a]
¥ Security Fabric >
D MName Source Destination To Action Shared Shaper Reverse Shaper Per-IP Shaper Service Schedule Status

W FortiView >
4 Network B mpiicic @
& System 5 0 0 any Apply Shaper Priority: medium DAL 8 always © Enabled
B Policy & Objects v

1Pv4 Policy

Authentication Rules
Local In Policy

1Pv4 Dos Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs

IP Poals
Protocol Options

Traffic Shapers

Traffic Shaping Profile

@ Seruritu Profiles >
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£ System

@& Dashboard > MNewr Traffic Shaping Policy
%% Security Fabric >
Mame i teacic chipinc colcy 0
I Fortiview >
Status LGl © Disabled
3+ Metwork >
Comments | Vwrite 3 comment... arzss
>

B, policy & Objects If Traffic Matches:

FonF=l=y source = all =
Authentication Rules ESSO-GROUP.IT x

Local In Policy +

IPva Dos Policy Destination N -

Addresses Schedule »

Internet Service Database cervice -

Services

schedules Application @ +

Virtual IPs URL Category +

IP Pools

Protocol Options Then:

Traffic Shapers Action P nnll ~ssizn Shaping Class ID

Traffic Shaping Policy e Outgoing interface . "3

Traffic Shaping Profile Shared shaper = =
& Security Profiles > Reverse shaper l Tshaper- road J. = |

0 wPM >

Per-1P shaper _»

Eu>(FSSo-Group-IT) gu¥! Ab gl ouidgs s Lad! 3
UploadJ! Ly usais Shared shaper

Lelaals Led g Itraffic shaper JI (yuzs o5 Su> download JI L suad, Reverse shaper
IT-shaper-Upload g IT-shaper-Download puls sl

traffic shaping duwlw Lple §day 99 FSSO-GROUP-IT o g2t (o 5399 ‘éi ldes
v 8L51 8 ygualls LaS

@ Dashboard

+ CreateNew | # Edit @ Delete Search Q

D Name Source Destination To Action Shared Shaper Reverse Shaper Per-IP Shaper Service schedule Status

& Security Fabric

< Network

>
>
& FortiView >
>
& System >

B Policy & Objects

1 impiicit @
V] O any Apply Shaper  Priority: medium o AL 8 always @ Enabled

1Pv4 Policy
Authentication Rules
Local In Policy

1Pv4 Dos Policy
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Paols

Protocol Options

- dala ABaada

traffic shaping J! (e 59,41 s g0 45L8 IPV4 Policyd| daild § 329250 udgs s

olé IT_traffic_shiping_policy sLeud! qutdod! de 59,41 piiw oDlel 5 y94alls LeS policy
traffic §das ¥ slina g ilg Implicit Sleud! qutdod! e ros 48 Auslid! 33lhas o

e gudgdl 138 e shaping
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Blowed | duwlewd! e yo3 L traffic shaping policy (gus! Lple §das ¥ rule 31 csiS ¢t éi
traffic gl duwleud! sda (e Gdas ¥ Gad &g .. ool A8l JSa Bagase Rg Implicit

... shaping policy

s |01 Al 3 oare sl J1 35l g0 o0 Jsuesll ackee @ Virtual IP
s~ Lo gl remote desktop protocol I syl pe duls o) A adl S92 90y JI Jguo odl: Mia
. publishing 1 dleay (ousg (RDP)

A8y a7yl e dll Jguo gl g 48,400 92 9Ll web serverd publish e Mis iy o

e AN ya ) JI sl o8 e S ygpe Jlasl Ul oy of cun Fr9ald Jg31 Cm

Remote user

Internet )

)

wanl
Primary IP: 172.20.120.236 192.168.2.11

n

. lan
FortiGate | 192.168.2.0/24

.. publicip g2 wan1=172.20.120.236 ‘o

(S el | it/ ok 469 [ 447 xil
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Pl il ool ) digmiy 0d8 777 Mie portd|ae wan dad! J1 Jlas! éi U Jog
.RDPJ (o1 i8¥1 & 5501 929 3389 portl e 192.168.2.11

(auad)) paddll (95008 oo Lo QLY (00 £938 777 JI rdpd (oo | 8N o s9ul ity Lied Cpm

soee

: Virtual ip skeid/ déd oo >

o5 FortiGate VM64  marfadi-vm

@ Dashboard ¥ ) # Edit| W Clone @ Delete | [ Search Q
34 Security Fabric > virtual ip
Details Interfaces Services Ref.
. FortiView > | Virtual IP Group
++ Network 3
& System >

B Policy & Objects
1Pv4 Palicy
Authentication Rules
Local In Policy
1Pv4 Dos Policy
Addresses
Internet Service Database
Services
Scheducs No results
1P Pacls

Protocol Options

= FortiGate VM64  marfadi-vm

-
@ Dashboard » | NewVirtual IP
8% Security Fabric ¥
o ViPtype  IPv4
b Fortiview »
Mame SERVER1_RDP
o Metwork »
Comments Write a comment._. /255
# System »
. Color & | Change
B policy & Objects w
IPv4 Policy Metwork
Authentication Rules Interface WANS3 (port5) -
Local In Policy Type Static MAT
IPv4 Do Policy External IP address/range @ | 172.20.120.236
Addresses Mapped IP address/range 192.168.2.11

Internet Service Database

Services  Optional Filters

Schedules

& Port Forwarding

Rl Bl Frotocol UDP | SCTP | ICMP
IP Pools

External serviceport @ | 777

Protocol Options Mapto port [ 3389

Traffic Shapers

Traffic Shaping Policy

; OK Cancel
Traffic Shaping Profile

& Security Profiles »

172.20.120.236 say staticip J dde Juoge I & y94ll gag interface :wan3 Zoo

connection J| Judiudiw gl staticJ| ¥ ga : External IP address
-192.168.2.11 gag server1 8wl oul 39 private JI ou¥! g2 : Mapped IP address
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ortiGate VM64  marfadi-vm

port forwarding L}l (e pgdiv Su
3389 =map to port | external =777 & y5.d| ainig

.3389 < ygdl I 4.119::2’.3@5777 gl ae U Lol gLN S

[a]

'l Clone | @ Delete

Details Interfaces Services Ref

172.20.120.236 — 192.168.2.11 (TCP- 777 — 3389)

& Dottoars ¥
8K Security Fabric >
Name
e FortiView >
i Hetwork N B 1pvavirtual 1P @
etworl
@ system N i SERVER1 RDP

® policy & Objects
1Pv4 Policy
Authentication Rules
Local In Policy
1Pv4 Dos Palicy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

1P Pools

Protocol Options

BSadl Js s 31 aSeidl 7yl oo JLas¥l peud tlg (ol 0l o U3 sach

ortiGate VM64  marfadi-vm

.(local network J! internet)

@& Dashboard >
%k Security Fabric >
& Fortiview >
o+ Metwork >
i System >

B policy & Objects ~

Authentication Rules
Local In Policy

IPv4 Dos Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy

Traffic Shaping Profile

Sob l | it/ k|

Edit Policy

MName @

RELom outsite2local Network

o |

Incoming Interface

Outgoing Interface

Source
Destination = SERVER1_RDP <= virtual ip
Schedule 08 always -
Service ALl x
+
Action v ACCEPT =Reiaiyg

Inspection Mode [WFEUSEELE Proxy-based

Firewall / Metwork Options
A B disabled NAT

Protocol Options | 58 default v | 4

Security Profiles

AntiVirus [® ]
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o5 FortiGate VM64  marfadi

@ Dashboard
¥k Security Fabric

>
>
e FortiView >
+ Network >

>

& System

B Policy & Objects v

Authentication Rules
Local In Policy

1Pv4 Dos Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Paols

Protocol Options

[ * createNew | | # Edit | | @ Delete | | [ Q Policy Loakup | [ Search
3 public Bsubnett  Tall S always AL @ DENY © Disabled 3.17kB
20 t_fi 3 server1 Da IS always @ Al + ACCEPT & Enabled no-inspection 0 utMm 0B
10 Sall Ba @ work_time | @ ALL + ACCEPT | @ Enabled 0 uTM 0B
s 3 Dall Dl @ always m AL + ACCEPT @ Enabled  [EEM no-inspection 0 UTM 0B
3. SERVER1_RDP s + ACCEPT O Disabled
o Implicit Deny Ban Bal [ alvays @A @ DENY © Disabled o8

NP P DK

JWIE ellsg servert yépudl I Jguogll &yamity pgdices (¥

Remote Desktop
Connection

Username:  Mone specified

You will be asked for credentials when you connect.

::, Show Qptions

ydilea 192.168.2.11 48 pud! JI clbgons qiy g 172.20.120.236:777 JI Jgiull 3ymay >

. Virtual group
virtual ip 4 od Jgore o584 Lyt (o Ads

.. 8Lisl 8 y94alls LiS serverd_RDP . server3_RDP. server2_RDP . server1_RDP Mis

Skl et/ o]

469 (< 450 ‘aiall




FortiGate VMé4

® oettors : s i

%% Security Fabric >
Name
I Fortiview >

& 1pva virtual 1P @

4 Network >

& system , [® servera roe

@
2 Policy & Objects . | ® SERVERZ_RDP
1Pv4 Policy & SERVER3_RDP

&
Authentication Rules & SERVER4 RDP

Local In Palicy

la]

Details

172.20.120.236 — 192.168.2.11 (TCP;

172.20.120.236 — 192.168.2.12 (TCI — 3369)

172.20.120.236 = 192.168.2.13(TCPJ77 = 33589)

172.20.120.236 — 192.168.2.14(TCl — 3359)

Interfaces Services

‘WANS3 (port5) o

WAN3 (port5) 0
WANS3 (port3) o

IPv4 Do5 Policy
Addresses

Internet Service Database
Services

Schedules

IP Pools

Protocol Options

Traffir Shaners

)
External port J) s a g o) (S ¥

oy virtual ip (o alizes External port coxy

.. Lo ﬂ virtual ip’s H’ Mt pﬁi m virtual group 5&7 did oo >

@ Dashboard ’
% Security Fabric > [ virtual IP
M FortiView > [Virtual IP Group

21 1eva virtuane

o Network >
o system , | B SERVERL RDP
R Policy & Objects . | @ SERVER2 RDP
1Pv4 Palicy & SERVER3_RDP
Authentication Rules @& SERVER4 RDP
Local In Policy
1Pv4 DoS Palicy
Addresses

Internet Service Database
services

Schedules

irtual |P:

1P Paols
Protocol Options

Traffic Ghaners

Sob l | it/ k|

]

Details

172.20.120.236 = 192.168.2.11(TCP: 777 = 3389)
17220120236 — 192168212 (TCP: 7777 — 3359)
172.20.120.236 — 192.168.2.13 (TCP: 77 — 3389)

172.20.120.236 = 192.168.2.14 (TCP: 7779 = 3359)

Interfaces Services Ref.

WAN3 (pert3) 1

WANS (port5) 0
WAN3 (port5) L]
WAN3 (port5) 0
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@ Dashboard 3 NewWIP Group
¥ Security Fabric >
. Type 1Pv4
i Fortiview »
Mame IEervers RDP GrouE I
«f Metwork »
Comments | Write a comment._.
£ System 3
Color B  Change
Policy & Objects 7
= = : Interface
1Pv4 Poli
=7 Members = SERVER1 RDP x
Authentication Rules & SERVERZ_RDP x
Local In Palicy & SERVER3_RDP x
R ko SERVER4 RDP x
IPv4 DoS Policy +
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools
Protocol Options

Traffic Shapers
Cancel

Traffic Shaping Policy
Traffic Shaping Profile

@ Dastiosrd » # ciic| | Clone || 8 Dekie ||| la|
%% Security Fabric B :
MName Details Interfaces Services Ref.

a4 Fortiview >
- forare T T
@ system , & SERVERLRDP 17220120236 — 192168211 (TCP: 777 — 3389) WANS (port5) 2
B Policy & Objects . @ SERVER2 RDP 17220120236 — 192.168.2.12 (TCP: 7777 — 3389) WANS (port5) 1

1Pv4 Palicy & SERVER3_RDP 172.20.120.236 — 192.168.2.13 (TCP: 77 —* 3389) WARN3 (port5) 1

% SERVER4_RDP 172.20.120.236 — 192.168.2.14 (TCP: 7779 — 3389) WAN3 (port3) 1

Authentication Rules
Local In Policy [E] 1Pv4 Virtual 1P Group €

1Pv4 Dos Policy & Servers RDP_Group 3 SERVER1 RDP WARNS (port5) o

Addresses

Internet Service Database

Services

Schedules

Virtual IPs
IP Pools

Protocol Options

LS .

el ) Bl g1 BSead) gl e JUaTWl peeid B1 gyl sluels o gdi
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s FortiView >
+ Metwork >
f# System ¥
B policy & Objects w

IPv4 Policy

Authentication Rules
Local In Policy

IPv4 Do5 Policy
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy

Traffic Shaping Profile

& Security Profiles >
0 vPN >
& User & Device 3
Lt 1A £ Danart N

= .= FortiGate VM64

MName @ | From_outsite2Local_MNetwork

Incoming Interface | WAN3 (port5)

Outgoing Interface | M LAN1 (port)

| Q, search + Create

-0 U

Internet Service

~
.
Source =al ® B none
+ =opa
N 2
W Fange_Ip_servers
Schedule @ always -
& server1
Service AL x I servers
+
& Subnet1
Action Ll seagl @ DENY = VLAN1 address
& wildcard dropbax.com
Inspection Mode  WElURLEELE Provy-based & wildcard google.com
@ YEMEN
Firewall / Network Options B ADDRESS GROUP (%)
NAT o ] ® GSuite
VIPGroup '8 Servers_RDP_Group % Microsoft Office 365
Protocol Options .
Interfzce  port3 8 VIRTUAL IP/SERVER (£
. Members & SERVER1_RDP & SERVER2_RDP | @& SERVER1RDP
Security Profiles
& SERVER3_RDP @& SERVER4_RDP | & SERVERZ_RDP
Antivirus @ References O & SERVER3 RDP
Web Filter [ ] & SERVER4_RDP
DN Filter o | £ Edt & VIP GROUP (1)
Application Control OB ESEWE"B—RDP—GWUP :I # v

IP5 >

Close

destination = Servers_RDP_GroupJ! suu==s o3 el 8940l LS

-virtual group ;Lgsb a 945 kadd virtual ip’s 4| ddlsl e Vs

@& Dashboard >
%% Security Fabric >
s FortiView >
s Metwork >
£ sSystem 3

| B, policy & Objects ~

Authentication Rules
Local In Policy

1Pv4 DosS Policy
Addresses

Internet Service Database
Services

Schedules

Wirtual IPs

IF Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile

@ Security Profiles >

Sob l | it/ k|

Edit Policy
Mame & | From_outsiteZLocal_Metwork
Incoming Interface | WAMS (ports) -

|
|
OutgoingInterface | M LAN1 (port1) -

Source =2 an x
+

Destination ’E Servers_RDP_Group I »
™

Schedule | 08 always -

Service o oAl x
+

Action v ACCEPT [=Rslaiyy

Inspection Mode [FLVE -E | Proxy-based

Firewall /¥ Metwork Options

MAT >

Protocol Options @ default - #
Security Prohles

AntiVirus >

web Filter »

DS Filter »
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£
ot (g 1G] el bt/
2.2 FortiGate VM64  marfadiovm

? |+ CresteNew | & Edit| @ Delete
k3

@ Dashboard

¥4 security Fabric
& FortiView

< Network

€ System

Local In Poliey
1Pv4 Das Policy

Addresses

Internet Service Database

Services
Schedules
Virtual IPs

1P Pools
Protocol Options

Traffir Shanars

¥
| % Policy & Objects ~ | 2

Authentication Rules

Dall

Q Policy Lockup | | Search Q
Source

N [l B AN (port1) — B WAN (port2) @

S subnet1 T all

servert | 2 al

Destination schedule Service Action NAT

Security Profiles

8 ahways A @ DENY @ Disabled 317kB
] W AL ACCEPT Enabled no-inspection 0 UTH 0B
(8 work_time ALl ACCEPT Enabled no-inspection O uT 0B
@ ahways @A « ACCEPT & Enabled E no-inspection 10 UTM 0B

+ ACCEPT @ Disabled  [EE0] no-inspection

8 always @ s @ DENY © Disabled 0B

. IPV4 DOS policy configuration »

oliwd ) b e elele 308 ey Skl 8 (00 SYN Jluyl pis Logos TCP Connection |
Audad! 59 Jluodf dlae s I3 day (e pMliudl) jala 9 792d4 port I ol ACK,SYN,

-
.o
“e

dian dau e | 5,08 Sldb 4eeS Jluyl oy Eo DOS (ol iloxa Juams Lles1d

o LdLas) e

« 3389 & y9dl e JLas¥! eliud remote desktop connection dde 3w Mia

oo yd yuudl 9 SYN Jlaoly ,SLa Ul o981 ummy zonall cyaudl fia JHiiw! (Son o
O¥(RDP) dsusedl 8Ly delae 035 o I pomudl (g g Adaad! ;S5 9 ACK ,SYN 3 53

v i Sod Q‘S das jgd ‘3 SYN (pe (idla Jlawy! dlons pods &‘“‘)ﬁﬁ <lgal Hlia

deleall lda (oudy Down el pdpudl § 8392 9Ll RDP S daylidl dsused| ool s 12

. DOS attackd! ¢ 151 oo §45 miads TCP syn flooding attack

LS5 La 25 UDP flooding 3 ICMP syn flooding attack 11 Jis gy51 lozea Linyl g

. DOS attack]! s s

Jo1 e o3l eda puskiud Sy IPV4 Dos policy Lo dlees dols suie cua (J59a1l8

Sob l | it/ k|

o Sleze ! (e ol e @Smidlg pio
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(cu ¥ ope)aSdd) g0 (0 Slazmd! (o duegill s0a pies policy LAk pgdiw (¥

rtiGate VM64 marfadi-vim

Ny A
Dashboard > # Edit | @ Delete Search ‘ Q |

& Security Fabric >
M FortiView >
# Network >
& System >

1D Interface Source Address Destination Address Service

K Policy & Objects ~
IPv4 Policy
Authentication Rules
Local In Policy
IPv4 DoS Policy

Addresses

Internet Service No results
Database

Services
Schedules
Virtual IPs
IP Pools

@ Dashboard 3 | Mew Holicy
%k Security Fabric >

W FortiView > Incoming Interface _'El WAN {port2) -
& Metwork 3 Source Address B al

¥ System 3

Destination Address | & all

B Policy & Objects ~

FPtireley Service [FNEN x

Authentication Rules +

Local In Policy
. ALIAL) 4B dat)
IPv4 Do5 Policy 0

Addresses MName & Yogzing | Action | Disable Block Threshold

Internet Service Database

source |p- ip_src_session | @D Disable  Block | 5000 |

Services

Schedulﬁesten ation iF}Iip_dst_sasion O Disable | Block RNEyley | 5000 |
Virtual IPs

e R
Mame

Protocol Options
@ Logging | Action Disable | Block | Monitor /I'hreshald

Traffic Shapers

Traffic Shaping Policy tcp_syn_flood O Disable @ Monitor I_1.000 l |
Traffic Shaping Profile

tcp_port_scan [ @] Disable  Block | 1000 |

B Security Profiles >

S ven » tcp_src_session [ @] Dizable | Block | 5000 |

& User & Device 3

trn Aot coccinn | @0 Nicshla | Rincl TR [ son0 |

Skl | eing/ ook 469 (< 455 aial)
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Protocol Options

@ Security Fabric > H H
M Fortiview N tcp_syn_flood O Disable Q&4 Monitor 1000
 Network * tcp_port_scan O Disable | Block 1000
B System 3
B Policy & Objects " tcp_src_session [ @] Disable | Block 5000
1Pv4 Policy tcp_dst_session O Disable | Block JELLT"d 5000
Authentication Rules
1 lIn Policy udp_flood O Disable Qs6s4 Monitor 2000
IPv4 DoS Policy udp_scan [ o] Disable = Block 2000
Addresses
1 I vonite 5000
-, base udp_src_session O Disable | Block LTy
Services udp_dst_session | @O Disable | Block 5000
Schedules
Virtual IPs icmp_flood O Disable Q&4 Monitor 230
IP Paols icmp_sweep [ 8] Disable | Block ElhUlg 100
[ @]
[ &
O
[ @

icmp_src_session Disable | Block JELLTg 300
Traffic Shapers AT B
Traffic Shaping Palicy icmp_dst_session Disable | Block ELGT 1000
Traffic Shaping Profile
_ sctp_flood Disable [l Monitor 2000
8 Security Profiles >
= VPN 2 sctp_scan Disable | Block 1000
& User & Device B
1 I h I 5000
al Log & Report sctp_src_session Disable | Block

=
s

wan interface J| JI aslall connection Jb pS=idly yamall deas 0L min g3 el Hguall
.5000J| 239 Destination ip gsourceip Jl sl (e palddl JLaid log Jue o So

383 (Are & 39d 1000 (e Shudll sue bios od tep_syn_flood Block s o Ly

225 FortiGate VM64  marfadi-vm

& Dashisoard , # it 8 oelete | [ search a
& Security Fabric >
D Interface Source Address Destination Address Service
- FortiView B
4 Network )I 1 [ WAN (port2) Sal 2all @A
% system >

| & Policy & Objects
IPv4 Palicy
Authentication Rules
Local In Policy
1Pv4 DoS Policy o
Addresses
Internet Service Database
Services
schedules
Virtual IPs
IP Pools

Protocol Options

s

9l udp sl tep JS& e 19w wan interfacel! pe Jb gddl eled !l ol oo Bl 1,
.DOSJI &lozea (e icmp
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: DNS Filtering >

DNSJf dlawlgs web filtering L Joe! o pudaias| e (5981 dgols (oo 03lie

FortiGate VM64 marfadi-vm

@ Dashboard > || # CreateNew | # Edit T Clone [ Delete Search ‘ Q |

N& Security Fabric >
b FortiView >
4 Network , | [E default
¥ System >
B Policy & Objects >
& Security Profiles v
AntiVirus
Web Filter

Application Control
Intrusion Prevention
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides

Custom Signatures

@ Dashboard >
N& Security Fabric >
e FortiView
 Network >
& System >
B Policy & Objects >
& Security Profiles ~

AntiVirus

Web Filter

DNS Filter g

Application Control
Intrusion Prevention
S5L/S5H Inspection
Web Rating Overrides
Web Profile Overrides

Custom Signatures

0 VPN
& User & Device >
il 1 ne & Rennrt >

Name Comments Ref.

Default dns filtering. 0

MNew DNS Filter Profile

Name | DNS-Filter1 |

Comments | Comments | 255

Redirect botnet C&C requests to Block Portal (L€

0 domains in botnet package
A Botnet package update unavailable,
AntiVirus subscription not found.

Enforce 'Safe Search’ on Google, Bing, You Tube @
Restrict YouTube Access Sllafl Moderate

@ FortiGuard Category Based Filter

@ Allow | @ Monitor © Redirect to Block Portal

Name Action

Adult/Mature Content @ | @ 1=
Bandwidth Consuming @ | @ 1

General Interest - Business | @ e
General Interest - Personal € | @ Te

: Redirect botnet C&C requests to Block Portal

.. BotnetJly yols Domains ¥ Jguogll BULLs pgds dgus Cum 9]l

Sob l | it/ k|

: Enforce 'Safe Search' on Google, Bing, YouTube
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Enae uhall 8 Lagad JLAT) 138 aladiud aly g 4daf ¢y oS Gl dalas (8 Aualdd) oda Sl e
3 4al) @l ga ¢ DMa diagl) sl B 5B anilia & gl jgdana pBsa o) (8 il o) Jgasl) e
,Mdﬁjhhaﬁgu@\"aahmo)leﬁé\y

8Ll 3 ) gally LS FortiGuard Category Based Filter s a8 sall (3381 LiSay Las

Lomments | Lomments | oizss
4 Network
Redirect botnet C&C requests to Block Portal  L€)
& System y
B Policy & Objects > 0 domains in botnet package
a N A Botnet package update unavailable,
Security Profiles e AntiVirus subscription not found.
AntiVirus
Web Filter Enforce 'Safe Search’ on Google, Bing, YouTube @
DNS Filter r Restrict YouTube Access Moderate
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